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1.

General description

Ethernet/Gigabit Ethernet tester-analyzer Bercut-ET (referred to as de-

vice,

analyzer) is intended for performing analysis and diagnostic tests ac-

cording to the RFC 2544 [5] methodology, checking the state of a cable, and

checking link connectivity. In addition, the analyzer supports operations in

the loopback mode, and statistics getting for received and transmitted traffic.
Bercut-ET analyzer provides the following options.

1.

A

© XN

Traffic generating and analyzing at the data link (MAC) and net-
work (IP) layers.

Getting and displaying statistics about traffic received and transmitted
at the physical, data link, and network layer.

RFC-2544 measurements: Throughput, Latency, Frame Loss, Back-to-
Back.

Copper cable faults diagnostics.

Ethernet loopback for physical, data link, network and transport layers
of the OSI model.

Loopback control via OAM protocol.

Bit Error Rate Testing (BERT).

Packet jitter measurements.

IP testing (ping, traceroute, telnet/http requests).
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2. Supply kit

Table 2.1. Supply kit

Item Quantity
Ethernet/Gigabit Ethernet tester-analyzer Bercut-ET 1
Power supply unit with connecting cable 1
PC connecting cable 2
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3. Setting-up procedures

1. Get the tester from the box and make the external inspection.

2. Keep the tester in normal environmental conditions for at least 2 hours
(if the tester has been previously kept in conditions distinct from nor-
mal).

3. Plug-in the power supply unit to the electric network (if you use mains
voltage 90-260 V with the 50-60 Hz frequency).

4. Switch on the tester.

Bercut-ET. Operations manual



12

Bercut-ET. Operations manual



13

4. Overview

4.1 Front panel
Front panel of Bercut-ET analyzer is shown on the figure 1]

Link Tx Rx Test Link Tx RxTest

" En pva-‘ET F

Interface setup
A
Spe Automatic
Autoneg. On 3
MAC address 00:21:CE:08:06:09
VLAN  OFf H
m ° 1

—

Priority 1
s

@@9
O
oo |
® QL

A Metrotek Y |

Figure 4.1. Front panel

1 — LEDs.
Three-color LEDs at the top of the front panel provide information about

interface state.
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14 Overview

LEDs description
LEDs which are marked as Link on the fig. L]l show the connection
state:

e green — connection to DUT is successfully established;
e red — no connection.

LEDs which are marked as Tz on the fig. 1] show the data transmission
state:

e green (blinking or constant light) — data is transmitted at the moment;
e off — no data transmission at the moment.

LEDs which are marked as Rz on the fig. [£I] show the data receiving
state:

e green (blinking or constant light) — data packets are received at the
moment;
e off — no data is received at the moment.

LEDs which are marked as Test on the fig. [£I] show the test state:

e green — test is running at the moment;
e green (blinking) — Loopback mode is on at the moment.

LEDs in the bottom part of the front panel light up when the power supply
unit is plugged in:

e green — the battery is charged;
e green (blinking) — the battery is charging;
e green (twinkling) — updating analyzer software.

2 — Status bar.

See section for details.
3 — Display.

Color graphic display.

4 — Keyboard.

Keys function:

° @ — Switch device on/off
To switch device on/off press and hold the button for 1-2 seconds.

° — Main menu

Press the button to return to the Main menu.
° — Enter
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— in the menu mode, if the selected item is highlited, pressing the

@ button will open the corresponding menu and display the cor-
responding screen;
— in the data entering mode, pressing the button will switch to edit

mode or switch to the parameter selecting menu. If the @ button
is used for the data input, then to return to the previous menu,

press the ® button.

° ® — Cancel/Escape

— in menu mode, press the button to return one level up (to the
previous menu);
— in data setup mode, press the button to cancel set values.

° — Infobar

When the button is pressed, the LEDs captions are displayed (back-
ground color corresponds to the LED’s color).

— Functional buttons.

@ @ @ @ — Cursor moving buttons.
JONCACICACICECICICIOIOXOR

Digits, letters, and symbols input buttons.

Table 4.1. Digits, letters, and symbols

Button Digits Letters Symbols
) 1 . @ / -
2 abc ---

3 def
4 ghi ---
() 5 ikl
6 mn o ---
7 pqrs ---
8 tuv ---
9 WXYZ ---
@ . . *
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4.2 External connectors

Location of external connectors on the top and side panels is shown on
the figures and [£3]

el

A B T

Figure 4.2. Top panel

o0

ﬁg LAN USB 12V== \“
L |l o I

=

Figure 4.3. Side panel

Button which is marked as 1 on the fig. is the hardware reset button.
Tester connectors and equipment to be connected are described in the
table

Table 4.2. Connectors description

Designation Description Connected equipment

port A, B! RJ-45 connectors to connect to | Ethernet cable
the tested network or
equipment (supported rates
10/100/1000 Mbps)

SFP-module connectors SFP-module

LAN Remote control connector Ethernet cable
(supported rates 10/100 Mbps)

USB Connect to PC via USB cable
USB-interface

12V External power unit connector |Power supply unit

!Each port of the device (A and B) contains 2 connectors — RJ-45 and SFP. During
the test only one connector of the port is used.
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4.3 Status bar

Status bar shows information about the following parameters (left to
right):

e battery charge state;

e transmission rate for the port A;
Note: if you connect SFP-module, white color of this inscription will
be changed to yellow.

e test that is running now via port A;

e transmission rate for the port B;
Note: if you connect SFP-module, white color of this inscription will
be changed to yellow.

e test that is running now via port B;

e current time.

Type of test running via port A(B) is marked in the status bar with the
following abbreviations:

e THR — throughput analysis;

e LAT — latency analysis;

¢ BTB — back-to-back test;

e FRL — frameloss test;

e LB1 — loopback at the Physical layer (layer 1);

e LB2 — loopback at the Data Link layer (layer 2);

e LB3 — loopback at the Network layer (layer 3);

e LB4 — loopback at the Transport layer (layer 4)

e BER — bit error rate test;

e PJ — packet jitter analysis;

e GEN — test flow generation;

e J+G — packet jitter analisys and test flow generation on the same
port;

e PTH — pass through mode.
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5. Analysis. Typical tasks and solutions

5.1 Typical tasks

The main task for the Ethernet-network testing is the estimation of com-
pliance of the tested services with the service level agreement (SLA) between
operators and subscribers. In the first place, the task concerns the guaran-
teed Quality of Service (QoS) providing described by the following parameters:
throughput, frame loss rate, latency, and back-to-back. These parameters are
tested according to the RFC 2544 methodology. To test availability of specific
address within or out of a network and to analyze routes of data transmission,
Ping and Traceroute utilities are used. The Loopback mode allows redirecting
traffic at the physical, data link, network and transport OSI layers.

5.2 RFC 2544 methodology

The RFC 2544 methodology defines a specific set of tests to measure and
report the performance characteristics of network devices.

According to the RFC 2544, for Ethernet-network test the following frame
sizes are recommended to be used: 64, 128, 256, 512, 1024, 1280, and
1518 bytes. Taking into consideration the tests defined by the methodology
(throughput, latency, frame loss rate, and back-to-back), this methodology is
the de-facto standard for analyzing the Ethernet-network performance.

Bercut-ET analyzer supports four standard tests defined by the RFC 2544
methodology.

1. Throughput. This test allows to determine the mazximum possible rate
for the Ethernet-networks equipment.
Throughput — the fastest rate at which the number of test frames
transmitted by the DUT is equal to the number of test frames sent to
it by the test equipment
When measuring the throughput, specific number of frames with min-

IThe following terms are synonyms in the tests descriptions: frame, datagram, and
packet.
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Analysis. Typical tasks and solutions

imum interframe gap is sent to DUTH (fig. E:ﬂﬁ) Then, the analyzer
counts the frames that are transmitted by the DUT. If the fewer frames
are received than transmitted, the interframe gap is increased and the
test reruns.

Note: relation between interframe gap and load is inverse,
thus, the bigger gap value s, the lesser the load is.

-
frame loss occurs

{ vi
1] —_—

loopback

{ vavt NUT/DUT | I - :

Trial nhumber

V1, V2 - data rate

Figure 5.1. Throughput

. Latency. This test allows to analyze the time during which a frame will

be transmitted from the source to destination and then back to source.
The latency is one of the major parameters for the real-time services
operation.

When analyzing the latency, the throughput for DUT at each of the
listed frame sizes is determined first. Then, a stream of frames at a par-
ticular frame size is sent through the DUT at the determined through-
put rate to a specific destination. The minimum duration of the stream
transmission is set as 120 seconds (user can specify alternative value
in the range of 1-2886 seconds). In a specific time, an identifying tag
is included into one frame with the type of tag being implementation
dependent. The time at which this frame is fully transmitted is record-
ed as a Ta time stamp value. The receiver port of the analyzer then
recognizes the tag information in the frame stream and records the time
at which the tagged frame was received (Th value).

The latency value is the difference between time stamp Tb and time
stamp Ta values.

2For the current test and tests described further, all steps are performed automatically.
3At the figures, only one of connection type is shown. For other possible connection

schemes please refer to the see section
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5.2 RFC 2544 methodology 21

The test is repeated at least 20 times (user can specify alternative value
from 1 to 30).

Il - frame with label
packet bursting

LI

latency = Tb - Ta

Figure 5.2. Latency

3. Frame Loss Rate. This test allows to estimate network’s ability to sup-
port real-time operating applications because the big loss percentage will
result in service quality degrading.

Frame loss test allows to count the percentage of frames that have not
been transmitted by DUT due to lack of hardware resources.

To test the frame loss rate, a specific number of frames (input count)
is sent at a specific rate through the DUT to be tested and then the
analyzer counts the frames that are transmitted by the DUT (output
count). The frame loss rate at each point is calculated using the follow-
ing equation:

100 x (input count — output count)

(input count)

The first trial should be run for the frame rate that corresponds to 100%
of the maximum rate for the frame size on the input media. Repeat the
procedure for the rate that corresponds to 90 % of the maximum rate
used and then for 80 % of this rate. The trials are continued with 10 %
reducing intervals (a finer granularity is supported) until there are two
successive trials in which no frames are lost.
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100%

11 >
-

loss - X%

loopback

I { ﬂ, NUT/DUT ]

-
loss - X%

Trial number

Figure 5.3. Frame Loss Rate

4. Back-to-back. The test allows estimating the time during which the DUT
is capable to manage the mazimum load.
The analyzer sends a burst of frames with minimum interframe gap to
the DUT and then counts the number of frames forwarded by the DUT.
If the count of transmitted frames is equal to the number of frames
forwarded, the time of transmission is being increased and the test is
being rerun until there are two trials succeeded with no frame lost. If
the number of forwarded frames is less than the number of transmitted
ones, the time of transmission is being reduced and the test is being

rerunmn.

packet bursting

o i [
[

one frame lost

loopback

time is reduced
|| OO
CCI

no frame lost

Trial number

Figure 5.4. Back-to-Back
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5.3 Connecting device and starting to operate

5.3.1 Device connection schemes

MAC d= MAC2 [MAC's = MACT] m
port A(B) <« < port A(B)
MAC d= MACTMACs = MAC?2]

‘ "1 loopback
_ layer 2
MACd — MACs
Figure 5.5. Connection scheme 1
MAC 2
w2
[fPs:PIPd-1P2
NUT/DUT N\ ISR ! loopback
port AB) < > port A(B) < lajer3
TPs-1P 2P d=1P1)

[Ps=-TP2[IPd=1IP1

MAC d = MAC 1] MAC's = MACR] [MAC d = MACR[MAC s = MAC 2

MACR

MACd — MACs
IPd — 1IPs

Figure 5.6. Connection scheme 2

IPs=IP1TPd=IP2
[MAC d = MACR[MACs = MAC 1

> NUT/DUT
port A

router =
port B ﬂﬂﬂﬂﬂl

IPs=TIP1IPd=1IP2
MAC d = MAC 2[ MAC s = MACR

MACR

Figure 5.7. Connection scheme 3
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IPs=TIP 11| Pd IP 2|
MACd MAC2[MACs = MAC1

port A
port B

-
IPs = IP 1Ti Pd IP 2]
MACd MAC 2] MACs = MACT]

Figure 5.8. Connection scheme 4

The scheme [55 shows the connection of the analyzer (using one analyzer’s
port) to the network with equipment operating on the Data Link layer (for ex-
ample, network switch). In this case, generated test traffic should be rerouted
back to the analyzer via the loopback. At the DUT, source and destination
MAC addresses are swapped in the incoming packets, and the test stream is
retransmitted back to the source port on the analyzer.

All the connection schemes use the following notation:

e MAC s — source MAC address;

e MAC d — destination MAC address;
e MAC R — gateway MAC address;

e [P s — source IP address;

e [P d — destination IP address.

The figure shows analyzer connection to a network with equipment
operating on both the Data Link and Network layers (for example, switches
and routers). Unlike the first case, with this connection scheme both source
and destination MAC and IP addresses are swapped and the traffic is returned
to the source port.

In the case of testing networks/equipment with capability of IP-traffic
routing, two device ports are used (fig. B1). Packets are rerouted from one
port to another via a router. In addition, Bercut-ET can be connected to a
network switch as shown on fig.
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5.4

RFC 2544. General settings

5.4.1 Setting up header

WD A:ioco - Bi———— - 23:28

Header

Elgellyslog 00:21:CE:08:00:01

Dst MAC ©0:21:CE:08:00:02

Src IP 192,168.1.1
Dst IP 192.168.2.2

Advanced
VLAN  OFF
P ToS 0000;: precedence 0
UDP  60000/50000

A E

Figure 5.9. Header menu

Src MAC — source MAC address. Use MAC address of a source
interface.

Dst MAC — destination MAC address.

1. If a transmitter and receiver are connected directly, without using
any router, use MAC address of the receiver interface.

2. If there is at least one router between the sender and the receiver,
use MAC address of the router nearest to the receiver.

Src IP — source IP address.
Dst IP — destination IP address.

Bercut-ET can set up MAC and IP addresses automatically.

To substitute the current MAC address value with the A (B) port MAC

address specified in the Information menu, press F1  ( F2 ).
To substitute the current IP address value with the A (B) port IP ad-

dress specified in the Network setup menu, press F1 ( F2 ).
If you press ' F3 button (with Dst MAC selected), the ARP-request
will be performed. As a result of the request, instead of destination IP

address the IP address corresponding to the destination MAC address
will be used.

Values specified in the Header (adv) menu are also displayed on the screen.
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5.4.2 Setting up header (advanced)

L1 A:100 - By—— - 08:43

Header {adv)

VLAN s
ID 4095

Priority ©
MPLS

Precedence ©
ToS 0000

UDP src 60000
UDP dst 50000

Off n

Figure 5.10. Header (adv) menu

e ID — 12-bit VLAN identifier is a number in the 0-4095 range that

explicitly defines VLAN to which the packet belongs. Zero value of the
VLAN ID means that current frame contains information about priority
only, not about VLAN. If the ID is set to 1, then while transmitting
through the router’s port, the VLAN ID will be automatically set equal
to the VLAN ID of this port.

Priority — this field defines the traffic priority. Eight values of priority
(M) are supported, correspondence between priority and traffic type is
shown in the table .11

Table 5.1. Priorities and types of traffic

Value Description

1 Background
(Default) | Best Effort
Excellent Effort

0

2

3 Critical Applications
4 Video
5

6

7

Voice

Internetwork Control

Network Control

Network Control and Internetwork Control traffic types are intended for
network management messages. 4 and 5 priority values can be used for
latency sensitive traffic such as video or speech.

Priority values 3—1 are intended for use with different tasks from stream-
ing applications to FTP traffic that can cope with possible data loss.
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0 priority is reserved for the best transmission and is assigned if none
other class has been specified.

e MPLS — switch to the Label stack menu.

e Precedence — frame priority field. In accordance with RFC 791 [2],
eight priority values are available. Sender can specify any priority value
from the table below.

Table 5.2. Precedence value

Value | Description

Routine

Priority

Immediate

Flash

Flash Override
CRITIC/ECP
Internetwork Control
Network Control

N[O || WD~ O

e ToS (Type of Service) — the field determines type of service for
datagram. The source can set any value from the table[5.3] in accordance
with RFC 1349 [4] methodology.

Table 5.3. ToS field values

Value | Description Notes

1000 | Minimize delay Use the value if a period of
packet delivery from the
source to destination
(latency period) is the main
priority and must be
minimum.

0100 | Maximize throughput Use the value to specify that
the packet must be routed
through the link with the
maximum throughput.

0010 | Maximize reliability Use the value to ensure the
packet is delivered without
retransmission.

0001 | Minimize monetary cost | Use the value to minimize
the monetary cost of the
data delivery.
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Table 5.3. ToS field values (continued)

0000

All normal

In this case packet routing is
left at the discretion of a
provider.

e UDP src — specify number of source UDP port.
e UDP dst — specify number of destination UDP port.

5.4.3 RFC 2544. MPLS settings

Label stack for networks testing can be specified in the Label stack menu:
Tests = RFC-25/4 = Setup = Header = Advanced = MPLS.

o A:icd -

Label

Label
MPLS COS
TTL
Label
MPLS COS
TTL
Label
MPLS COS
TTL

stack

2
20000
L]

128
30000
o

128
Q0000
L]

128

OFF 1

2

H

Figure 5.11. Label stack menu

Labels — number of labels (1-3).
Label — label value.
MPLS COS — class of service for datagram.
TTL — time to live for datagram.

Bercut-ET. Operations manual



5.4 RFC 2544. General settings 29

5.4.4 Test topology

O A:100 - B:———— - 19:48
Topology
[_______Tx port
Rx port B

Remote IP 192,168.1.1

A E Remote

Figure 5.12. Topology menu

Use the Topology menu to specify receiving and transmitting ports. The
same port can be used for both data transmission and receiving (for example,
with the Loopback feature). If you use asymmetric test function you must
select Remote as receiving/transmitting port (see section (7).

5.4.5 Selecting frame size

1] A:100 - B:——— - 19:04
Frames
NN 2264 On
2 128 0On
3 256 on
4 512 0On
5 1024 On
8 1280 On
7 1518 On
8 64 Off
On OFF Dlefaults

Figure 5.13. Frames menu

To perform tests, user can do either of the followings:

e select standard sizes of transmitted frames according to the RFC 2544

methodology by pressing F4 (Defaults): 64, 128, 256, 512, 1024, 1280,
1518 bytes;
e define any frame size within 64-9600 bytes range.
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5.5 RFC 2544. Test parameters setup

5.5.1 Throughput test settings

[ A:100 - B:——— - 01:26

Throughput
Setup

Yes
Rate (L1} 100 %
Trial.s 60
Resolution.® 10

Mo ez

Figure 5.14. Configuring test settings

e Enabled — enable/disable throughput analysis.

e Rate (L1) — physical rate value in percent (' F1 ), in kbps ( F2 ) or
in Mbps ( F3 ).

e Trial, s — time of the trial performing for each of the specified frame
sizes.

e Resolution, % — throughput analysis resolution value. Possible val-

ues: 10 ((F1 ), 1 ( F2 ),0.1( F3 ),0.01 ( F4 ). Lesser resolution value
is, the bigger throughput analysis accuracy is.

5.5.2 Latency test settings

Latency
Setup

Enabled Eaf==
Trial qty 20
Trial.s 120

Rates (L1)

Mo Yes

Figure 5.15. Configuring test settings

e Enabled — enable/disable latency analysis.
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e Trial gty — number of trials that should be performed for each specified
frame size.

e Trial, s — time of the trial performing (within 1-2886 s range) for each
specified frame size.

e Rates (L1) — switched to Rates (L1) menu.

1] A:100 - B:——— - 23:11

Rates (L1}

Manually

2264 bytes 100
128 bytes 100
256 bytes 100
212 bytes 100

1024 bytes 100

1280 bytes 100

1518 bytes 100

64 bytes 100

HEMNHERENR

Throughput. Manually

Figure 5.16. Rates menu

e Rate source — if you press F1 button (Throughput), Latency test
will be performed with rates values that are a result of Throughput test.

If you press F2  button (Manually), Latency test will be performed
with physical (L1) rates value defined by user in percent (' F1 ), in kbps
("F2 ) or in Mbps (' F3 ).

5.5.3 Frame loss test settings

1] A:100 - B;——— - 23:12
Frame loss
Setup
A= ISR Yes
Trial.s 60
Steps qty 9
Start rate{lL1) 100 %
Stop rate(L1) 10 %
Ho ‘ez

Figure 5.17. Configuring test settings

e Enabled — enable/disable frameloss analysis.
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e Trial, s — time of the trial performing (within 1-2886 s range) for each
of the specified frame sizes.

e Steps qty, % — number of rate changing steps within 1-10 % range.

e Start rate (L1) & Stop rate (L1) fields will determine range of

physical (L1) rates value (specified in percent (' F1 ), in kbps ( F2 ) or
in Mbps (' F3 )).

5.5.4 Back-to-back test settings

T A:106 - B:—— - 00 07
Back—to—back
Setup

Enabled Jag=ts
Trial gqty 50
Trial.s 60

Rates (L1)

Ho es

Figure 5.18. Configuring test settings

e Enabled — enable/disable back-to-back analysis.

e Trial qty — number of test trials performed for each specified frame
size.

e Trial, s — time of the trial performing (within 2-2886 s range) for each

of the specified frame sizes.
e Rates (L1) — switched to Rates (L1) menu (see fig. £.10)).

5.5.5 Advanced

Advanced

2000

Learn time.ms 2000

Figure 5.19. Advanced menu
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5.5 RFC 2544. Test parameters setup 33

e Wait time, ms — period between end of test traffic generation and
end of trial.

e Learn time, ms — period between learning frame sending and trial
start.

In accordance with RFC 2544 methodology the wait time is 7000 ms and
learn time is 2000 ms.

User can specify arbitrary values of wait time within 100-7000 ms range.
Learn time must be within 100-2000 ms range.
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5.6 RFC 2544. Performing analysis

5.6.1 Throughput. Test results
e Table

0 A:i000 - B:——— - 21 11

Throughput
Frame Rate,? Mb/s Status
1024 50,00 490,421 Passed
128 50,00 432,432 Passed
256 50,00 463,768 Passed
512 50,00 481,203 Passed
1024 50,00 490,421 Passed
1280 50,00 492,308 Passed
1518 50,00 493,498 Passed

Start Plot Frm's Results

Figure 5.20. Test results

Test results are displayed as a table that contains the following val-
ues: frame size (bytes), throughput value (percents), measured value for the

throughput (select unit measure by pressing F3 : Mb/s or Frm/s).

e Graph

B A:1000 - By—— — 19:58
Throughput

4222?9? Fri‘m/’s, i100 z
TS e 0 T
T Foda, 6T
5988?5 Fr'rv;/S, 1?00 7
4807% Fr'n;/'s, 1?00 7
T e T T

I
&
i
il
4
|
i
il
£
Il
&)

size, bytes

Table

Figure 5.21. Test results

The diagram shows throughput values for each specified frame size.
The measured throughput value in Frm/s and in percentage (relatively to
the specified rate) is displayed on the diagram vertical bars.

The results may be displayed in two ways (press F3 button):
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5.6 RFC 2544. Performing analysis 35

1. The maximum value marked on the Y axis is the maximum transmission
rate value. The X axis shows frame size value.
Empty bars display maximum theoretical rate value. Completed bars
display measured rate value.

2. The maximum value marked on the Y axis is the maximum measured
rate value. The X axis shows frame size value.

5.6.2 Latency. Test results
e Table

= A:—— - B:—— - 22 57

Latency
Frame Rate,X Time.ms Status
64 10,04 0.012 Passed
256 10,04 0,014 Passed
1024 10,05 0.029 Passed
1280 10,05 0,035 Passed
1518 10,05 0.039 Passed

Start Plot Results

Figure 5.22. Test results

The table shows mean value for the latency (ms) for each of the specified
frame sizes, and the corresponding value of the throughput (percent) measured
as a result of the Throughput test.

e Graph

[ o Te—

latency,ms
0, 0391

0L 0B12] o]
0, 0234] o

04 BLSE} oo eeee e

e

64 286 Loz 1280 1518
size.bytes

Figure 5.23. Test results

On the diagram, for each of the frame sizes a vertical bar shows the mean
value of the latency (ms).
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5.6.3 Frame loss. Test results

e Table
s A - B:r—— - 23 02
Frame loss

Frm, Rate,¥ Loss. %
256 40 74,9916
296 30 66,6591
256 20 49,9812
296 10 Q,.0000

1024 100 89,9975

1024 90 88,8847

1024 80 87.49851

1024 70 89,7003

Start Plot Results

Figure 5.24. Test results

The table shows the frame loss value (percent) for each of the specified
frame sizes (in bytes) and the rate value (percent).

e Graph

W n:—— - B:——— - 22:59
loss, 2 Frame loss
100 - e

2.
1)
Fof .. B
11308

51
40t
30|
21)
PT SO

Table Legend

Figure 5.25. Test results

On the diagram, for each of the specified frame sizes the relation between
frame loss (percent) and the rate (percent) is shown.
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5.6.4 Back-to-back. Test results

e Table
0 A:i000 - Br——— - 21:13
Back-to—back
Frame Rate.% Count Status

1024 100,000 6,150e+05 Passed
128 100,000 4,290e+06 Passed
256 100,000 2,3150e+068 Passed
212 100,000 1,207e+06 Passed

1024 100,000 6,158e+05 Passed

1280 100,000 4,944e+005 Passed

1518 100,000 4,151e+05 Passed

Start Plot Time, s Results

Figure 5.26. Test results

For each of the specified frame sizes, the table shows period of time during
which the tested equipment is coping with peak load.

If this time is not detected, the error messages are shown in the test stage
column and dashes appear in the Time, s column.

If you press * F3  button (Frames), the Count column will be shown instead
Time, s column.

e Graph
[ -] Az 1000 - Bi—— - 20:09
time.s Back-to-back
B0 e e
PO B
kN
=l |=| |=
= E[LELLE]l =]l 1l =
2,0 Sk £ £ E
i [ [ e R it
ol | (e
= @ = (=] (=] |se] e
1,00 |82 (BB ]
f=3 fur) =+ jre) [ o f=3
] I =1 B = N =1 N1 3 I [
Y O =] BT N ) =1 I =Y I =
F=] [ B B 1 7= O 3 [
M 1w e s it Lz LR
size,bytes
Table

Figure 5.27. Test results: graph

On the diagram, for each of the specified frame sizes a vertical bar shows
measured value of the time during which the tested equipment was coping

with peak load.
The count of frames that are transmitted during the test is displayed on

the diagram vertical bars.
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5.7

Asymmetric test

Asymmetric test function [ is used to check operability of communication
link that has different transmitting and receiving rates.

By testing two Bercut-ET should be used: local and remote. On the
local device the test parameters are set. The remote device is on the other
end of asymmetric channel. Test traffic generation can be performed in two

ways:

1.

From local device to remote. In this case the port A(B) is set as a
source port. Port Remote is selected as a destination one.

From remote device to local. In this case the port Remote is set as a
source port. Port A(B) is selected as a destination one.

Connection scheme is shown on the fig. (.28

port A(B) asymmetric channel  port A(B)

’/ b =
local Bercut-ET remote Bercut-ET

Figure 5.28. Connection scheme

Tests for which the function is available are listed below:

1.
2.
3.

RFC 2544: throughput, frame loss, back-to-back.
BERT (L2, L3, L4).
Complex traffic.

Note: To transmit data UDP protocol is used. Number of server UDP
port s 0x 9000.

4The option is not included in the basic configuration; should be purchased additionally.
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5.8 Complex traffic

Function of complex traffic generatiotﬁ allows to generate up to 10 data
streams with different settings. Using this function you can emulate various
types of rates, check priority accuracy in the tested equipment.

0 A:ico - B:——— - 03:16

Complex traffic

Setup

Figure 5.29. Complex traffic menu

e Tests — switch to the Complex traffic: summary menu (test starting,
results displaying).

[ A:100 - B:——— - 19 41

Complex traffic: summaruy
# Frm Rate,¥ Loss.% BHW.Mbps
1 64 10 0.00 76.19
2 9600 30 0.00 299,38
3 64 10 0.00 76.19
4 1000 10 0.00 98,04
5 9600 10 0.00 99.79

Start Flot Results

Figure 5.30. Complex traffic: summary menu

To start testing press ~F1 button (Start). Test settings should be set
up preliminarily in Setup menu.
After the end of testing the following parameters will be displayed:

specified frame size;
— specified rate;
frame loss;

bandwidth.

5The option is not included into the basic configuration; should be purchased addition-
ally.
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To switch to the screen that contains graphical representation of test

results press

F2 button (Plot).

Cu

Az100

Br————

loss, &
101y

B0l

Bl

Py P

Complex traffic

9 10
stream

Table

Figure 5.31. Complex traffic. Plot

On the diagram, for each stream a vertical bar shows measured loss
value.

To switch to the Results menu press F4

tion [£19).

button (Results) (see sec-

To switch to the screen Complex traffic: latency press @ button.

[ A:100 - B:——— - 19:40
Complex traffic: latencu
# Cur.ms Min.ms Avg.ms HMax.ms
1 0,001 0,001 0,001 0,001
2 0,001 0,001 0,001 0,001
3 0,001 0,001 0,001 0,001
4 0,001 0,001 0,001 0,001
5 0,001 0,001 0,001 0,001

Start Plot Results

Figure 5.32. Complex traffic: latency screen

— Cur — current value of latency;
— Min — minimal value of latency;
— Avg — average value of latency;
— Max — maximal value of latency.

To switch to the screen that contains information about number of trans-

mitted and received frames press button.
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[ m] A:100 - B:—— - 18 45
Complex traffic: frames

# Tx REx

1 775074 775074
2 20326 20326
3 775074 775074
4 63899 63899
5 8775 6775

Start Plot Results

Figure 5.33. Complex traffic: frames screen

For each of the streams information about number of transmitted (Tx)
and received (Rx) frames is displayed on the screen.
e Setup — switch to the Setup menu.

1 A:100

[_____ Streanms Jy}

Duration 9

Topelogy

Rates (L2}

Setup

Header
Frames

Figure 5.34. Setup menu

— Streams — number of data streams (1-10).
— Duration — time of data streams generation (1-2886 s).
— Topology — switch to the Topology menu.
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O A:100 - B:———— - 19:48
Topology
[_______Tx port
Rx port B

Remote IP 192,168.1.1

A E Remote

Figure 5.35. Topology menu

Use the Topology menu to specify receiving and transmitting ports.
The same port can be used for both data transmission and receiving
(for example, with the Loopback feature). If you use asymmetric
test function you must select Remote as receiving/transmitting
port (see section [B7).

— Header — switch to the Header menu.

[ n:ico - By———— - 03:18

Header
Stream 2
00:21:CE:08:00:01
Dst MAC ©00:21:CE:08:00:02
Src IP 192,168.1.1
Dst IP 192.168.2.2

Advanced
WLAM Off
1P ToS 0000b: precedence 0
Lop GO0/ 50000
A B

Figure 5.36. Header menu

To select stream number press @or @ buttons. Settings cor-
respond to one described in the subsection B.Z.1] and
— Frames — switch to the Frames menu.
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0 A:ico - B:——— - 03 20

Frames

1 64
2 512
3 64

Figure 5.37. Frames menu

Frame size for every stream defines within 64-9600 bytes range.
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— Rates (L2) — switch to the Rates (L2) menu.

W A:100 -  B:———— 23 44

Rates (L2)

10 %

2 0 %

3 0 %

4 0 %

5 0 %

6 0 %

7 0 %

8 o %

9 o %

10 o %
T Rb/s Mb/s

Figure 5.38. Rates (L2) menu

5.8.1 Complex traffic. MPLS settings

Framed rate value specified in percent (' F1 ), in kbps (' F2 ) or in
Mbps ( F3 ).

Label stack for networks testing can be specified in the Label stack menu:
Tests = Complez traffic = Setup = Header = Advanced = MPLS.

1 n:ico -

Label

Label

MPLS COS
TTL
Label
MPLS COS
TTL
Label
MPLS COS
TTL

Off 1

Figure 5.39. Label stack menu

Labels — number of labels (1-3).
Label — label value.
MPLS COS — class of service for datagram.
TTL — time to live for datagram.
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5.9 Loopback

The Loopback function is necessary for networks testing in compliance
with the RFC 2544, as well as for a number of other tasks. This function
allows to test the network without changing it’s settings. Network testing
with the Loopback function can be performed at the following OSI layers:

e at the Physical layer (L1) all the incoming traffic is being retransmit-
ted backward without changing; statistics is gathered for the incoming
traffic;

e at the Data link layer (L2), all the incoming frames are being retrans-
mitted backward with swapping destination and source MAC addresses
or without swapping MAC addresses. Bercut-ET supports substitu-
tion of destination and/or source MAC address with user-defined MAC
address. Both incoming and outgoing traffic statistics are gathered.

Note: for the loopback at the L2 or L3 layers, packets with identical
destination and source MAC addresses as well as OAM protocol data units
(OAMPDU) and ARP-requests, are not being retransmitted.

e At the Network layer (L3) all incoming packets are being retrans-
mitted backward with source and destination IP addresses swapping.
Bercut-ET supports substitution of destination and/or source IP ad-
dress with user-defined IP address. Both incoming and outgoing traffic
statistics are being gathered.

Note: if the incoming packet contains the label, it will be retransmitted
without changing it’s value.

e At the Transport layer (L4) all incoming packets are being retrans-
mitted backward (without error packets) with source and destination IP
addresses and source and destination TCP/UDP port numbers swap-

ping.

Note: if the incoming packet contains the label, it will be retransmitted
without changing it’s value.

Bercut-ET. Operations manual



46 Analysis. Typical tasks and solutions

[ A:100 - B:——— - 04:51
Loopback
[ FPort ]
Layer OFff

Layer 2 setup

Layer 3 setup

ET-Discovery
0AM

A E

Figure 5.40. Loopback menu

e Port — select port (A or B) to enable the Loopback function.
e Type — select the layer at which the traffic will be retransmitted:

— 1 — Physical Layer;

— 2 — Data Link Layer (MAC);
— 3 — Network Layer (IP);

— 4 — Transport (TCP/UDP).

e OAM — switch to OAM menu.

5.9.1 Configuring L2 Loopback

7 n:ico - By———— - 00:10

Loopback setup
Layer 2 setup

OFf

Replace MAC OFF
Source 00:21:CE:08:00:11
Destination 00:21:CE:08:00:12

Replace VYLAN OFfF
D ¢
Priority ©

Off n

Figure 5.41. Layer 2 parameters

e Swap MAC — enable/disable swapping of destination and source
MAC addresses in incoming packets.
e Replace MAC — select MAC address substitution mode:

— Off — MAC address substitution is disabled;
— Source — substitute Source MAC Address value, see fig.
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— Destination — substitute Destination MAC Address value, see

fig. B.22

— Src+Dst — substitute both Source MAC Address and Destination

MAC Address values, see fig. [5.44]

e Source — specify MAC address that will substitute Source MAC' Ad-
dress of an Ethernet frame.
e Destination — specify MAC address that will substitute Destination
MAC Address of an Ethernet frame.

e Replace VLAN — select VLAN-tags swapping mode:

Off — VLAN-tags swapping is disabled;
ID — swap VLAN ID values;
Priority — swap VLAN priority values;

ID+Pr — swap both VLAN ID and VLAN priority values.

e ID — specify the value that will substitute VLAN ID of an Ethernet
frame.

e Priority — specify the value that will substitute

Ethernet frame.

receive

VLAN priority of an

-

[MACd=MAC1 [ MACs

=MAC2 |

port A(B)

—_—

{MAC d = Dst MAC| MACs

=MACT |

transmit

receive

[MACd=MAC1 [ MACs

=MAC2 |

-

loopback | port A(B)

R

[[MACd=MAC2 [MACs = Src MAC]

transmit

Figure 5.43. Src swapping mode
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N | receive

D

[MACd=MAC1 | MACs=MAC2 |

loopback P port A(B)

IMAC d = Dst MAC[MAC s = Src MAC |}
transmit

Figure 5.44. Src+Dst swapping mode

5.9.2 Configuring L3 Loopback

[ n:ico - By———— - 00 11

Loopback setup
Layer 3 setup

Eeplace IP NUS3
Source ©0.0.0.0
Destination ©0.,0,0.0

Replace OFfFf
ToS 0000
Precedence ©

Off Source Testination Src+list

Figure 5.45. Layer 3 parameters

Replace IP — select the mode of IP addresses swapping:

— Off — TP address swapping is disabled;

— Source — swap Source IP address, see fig. 040}

— Destination — swap Destination IP address, see fig. 54T

— Src+Dst — swap both Source IP address and Destination IP
address, see fig. [543

e Source — specify IP address that will substitute Source IP Address of
an Ethernet frame.

Destination — specify IP address that will substitute Destination IP
Address of an Ethernet frame.

Replace — select the mode of ToS swapping;:

— Off — swapping of Type of Service and Precedence values is dis-
abled;

— ToS — swap Type of Service values;

— Precedence — swap Precedence values;
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— ToS+Prec — swap both Type of Service and Precedence values.

e ToS — specify the value that will substitute Type of Service of an
Ethernet frame.

e Precedence — specify the value that will substitute Precedence of an
Ethernet frame.

receive
[ IPs=1P2 [ 1Pd=IP1 |

loopback ! port A(B)
_ o IPs=5rcIP | TPd=TP1 |

transmit

) receive
- [ IPs=1P2 [ 1Pd=1P1 |
loopback port A(B)
[ IPs=1P2 | IPd=DstIP |

transmit

| receive
[ IPs=1P2 [ 1Pd=1P1 |

loopback ! port A(B)

[ IPs=5rcIP | IPd=DstIP |
transmit

Figure 5.48. Src+Dst swapping mode
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5.10 OAM

An important task is to provide high quality of administrating and main-
tenance for Ethernet-networks. To regulate these tasks the IEEE 802.3ah[g]
standard (also known as Ethernet in the First Mile (EFM) OAM) has been
worked out.

OAM (Operations, Administration, and Maintenance) is a protocol of
monitoring the link state. The protocol operates at the Data Link Layer of
OSI model. To transmit data between two Ethernet-devices, OAM protocol
data units (OAMPDU) are used.

An important feature of the OAM protocol is providing the ability to use
Loopback mode for the remote end. Both devices should support the IEEE
802.3ah standard.

To establish connection between Bercut-ET and remote device via OAM
protocol and to switch on Loopback mode it is necessary to execute the fol-
lowing actions.

e Connect Bercut-ET and remote device directly in accordance with
fig. £.49] given below.

remote device

physical connection

Figure 5.49. OAM testing scheme

On the remote device:
e Enable OAM protocol function in active or passive mode.

On the local device:

Switch to the OAM menu (see fig. [550).

In the menu item Port select port the remote device is connected to.
In the menu item Mode select active operating mode of OAM protocol.
The discovery state of the remote device must be Send any.

Switch to the Remote device menu. Information about remote device
will be displayed on the screen.
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e Press F1 button (LB up). Loopback mode (L2) is switched on on the
remote device (all the incoming traffic is being retransmitted backward
without changing MAC-addresses).

Press F1 (LB down) button to switch Loopback mode off.

0 A:i000 -  B:1000 - 00 52

oA
A

Mode Active
Discovery Send any

Remote device

A E

Figure 5.50. OAM menu

e Port — select a port for OAM configuring.
e Mode — available OAM states.

— Active — active mode. In active mode, the selected port can send
commands to locate remote device, to enable the Loopback mode
on the remote device, and to response Ethernet OAM commands
from the remote device.

— Passive — passive mode. In passive mode, the port can only
response to the Ethernet OAM commands from the remote device,

but cannot initiate the Loopback mode.
— Off — OAM disabled.

e Discovery — state of locating the remote device. Available states:

— Fault — initial state, connection with remote device is not estab-
lished;

— Send local — transmission of OAMPDU with information about
supported operating modes;

— Passive wait — waiting for OAMPDU with information about sup-
ported operating modes from remote device that is configured in
active mode;

— Send loc/rem — transmission of OAMPDU with information about
supported operating mode of local and remote devices (with label
that means connection establishing possibility);

— Send loc/rem ok — receiving OAMPDU with information that
operating modes of local and remote devices are compatible;
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— Send any — connection with remote device is established.

The connection can be established if the field Discovery state is Send
an
e Remote device — switch to the Remote device screen.

0 A:i000 -  B:1000 - 00 49

Remote device

MAC address 00:21:CE:08:05:F1
Yendor OUI Ox0Q Ox21 OxCE
Mode Active

Unidirectional Not supported
Eem. loopback Supported

Link events Not supported
Var. retriewval Not supported

LB status Douwn

LE up

Figure 5.51. Remote device screen

e MAC address — MAC-address of a remote device.

e Vendor OUI — organization unique identifier, that is used to generate
the MAC-address.

e Mode — OAM state of the remote device.

e Unidirectional — unidirectional connection support.

¢ Rem. loopback — support of the Loopback mode for the remote
device.

e Link events — connection errors notification support.

e Var. retrieval — support of reading variables that are used for esti-
mation of data link quality.

e LB status — Loopback mode state at the remote device.

6Successful connection will be established only if the remote device supports Remote
loopback function.
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5.11 ET discovery

ET discovery function allows to switch loopback mode on at the data link,
network or transport layer on remote device Bercut-ET or Bercut-ETL.

Bercut-ET/Bercut-ETL

loopback

<

Network el

“ ’ - loopback
|

Figure 5.52. Connection diagram
In accordance with connection diagram it is possible to switch loopback

mode on for several devices Bercut-ET and/or Bercut-ETL in series. The
devices may be in the same or in the different subnets.

WD A:ico - Bi———— - 00:14

ET-Discovery

Il 192.168.222.152
Loopback OFfF

Dizcovery

Figure 5.53. ET discovery menu

To receive data about remote device and to switch loopback on:

e connect the device to a network;
e in [P field enter IP address of remote device;

e press F4 (Discovery) button.
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If discovery is successfully completed, TP address, host name and MAC
address will be represented on the screen. Loopback menu item will become
accessible for editing.

Buttons for loopback level selection are described below:

e F1 — gswitch off loopback mode;

e F2 — gwitch on loopback at the data link layer;
e F3 — gswitch on loopback at the network layer;
e F4 — switch on loopback at the transport layer.

Note: To transmit data UDP protocol is used. Number of server UDP
port is 0x8018. Number of client UDP port is 0x 8019.
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5.12 Testing TCP/IP

All the tests described in the current section are required for testing
through routable networks. Using these tests, you can detect network con-
figuration problems, check server availability, check operability and estimate
load of data link.

5.12.1 Ping

Ping tes] allows to check availability of specified address inside or out-
side of a subnet. Ping utility sends requests to the specified network host
and registers incoming responses. This procedure is based on the IP and
ICMP protocols of datagram transmission, and allows to check operability
and measure load level of data links and intermediate devices.

To perform the test it is necessary to execute the following actions:

1. Connect Bercut-ET to network using one port in accordance with con-
nection diagram given below.

Network

port A(B)

Figure 5.54. Connection diagram 1

Note: you can connect Bercut-ET to network using two
ports (see fig. [Z00). In this case settings are the same as for
the one port connection.

"The option is not included in the basic configuration; should be purchased additionally.
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portA ————
Network
portB ——

Figure 5.55. Connection diagram 2

2. Switch to the Ping menu (see fig. [.50). Press F4 button (Setup).

1] A:100 - B:;——— - 21:48

Ping (216,239,59,104)

Start Statistics Setup

Figure 5.56. Ping menu

Functional buttons:

e F1 (Start) — test start;
o F2 (Statistics) — switch to the Ping statistic screen;

e F4 (Setup) — switch to the Ping settings menu.

3. Set test parameters in the Ping settings menu.
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0

Az100 -

Ping settings

Port

IP address
Packet size
Count
Timeout
Pause

Automatic
192.168.1.1
56

L]

1000

1000

A

B

Automatic

Figure 5.57. Ping settings

e Port — allows to select a port to send requests from (A/B/Automatic).
If the device is connected to the network and Automatic is set, the
port for data transmission will be selected automatically.

— if port A and port B are in the same network (network parts
of IP addresses are equal) ping will be sent from port A.

— if port A and port B are in the different networks ping will
be sent from the port that is located in the same network as
DUT.

— if port A, port B and DUT are in the different networks ping
will be sent from port that is located in the same network as
gateway ﬁ

IP address — IP address of a network host to be tested for avail-
ability.

Packet size — size of payload in transmitted frame, in bytes.
Count — number of packets to be send (0-9999). If the null value

is selected, the ping test will be performed until * F1 = button (Stop)
is pressed.

e Timeout — period of time to wait for response to a ping request
(ms).

e Pause — pause between two successive requests (ms).

4. Press F1 button (Start) to start the test. The following information
will be displayed on the screen:

size of ICMP packet;

IP address of a network host that has responded to the request;
packet number;

time between request sending and response receiving.

8Gateway IP address is set in the Network setup menu

Bercut-ET. Operations manual



58 Analysis. Typical tasks and solutions

Test result example is shown on the fig.

[ I re—

Br——

00 11

Ping (209.85,171,100)

B from 209,05,171,100;
B from 203.85,171,1003
B from 203,85,171,1001
B from 203,586,171 1003
56 B from 209,85,171,1003
B from 209,85,171,1003
B from 209,05,171,100;
B from 203.85,171,1003
B from 203,85,171,1001
56 B from 209,85,171,100%

n=1 time=246
2 tine=216
3 time=240
4 time=245
0 time=233
£ tine=229
7 tine=241
8 tine=203
9 time=240

n
e
e
m
m
n
n
e
e

53
ms
53
3
s
(3
53
ms
53

=10 time=241 ms
10 packets transmitted, 10 received, 0 packet loss
mindava/maxs 209/235/246 ns

Start Statistics

Setup

Figure 5.58. Ping results

Ping statistics (see fig. [B.59)) show information about the following pa-

rameters:

e minimum, maximum, and average time between request sending

and response receiving;

e number of packets sent, received, lost, and repeated (with the same

sequential number);

e number of packets a waiting time for which has been exceeded

(timeout).
Hl  A:100 - Br———— - 10 43
Ping statistic
Trip time
minimum 9 ms
max imum 0 ms
average 0 ms
sent ©
received 0
lost 0 (0%)
DUPs. ©
timeout ©
Start Ping Setup

Figure 5.59. Ping test statistics

5.12.2 Traceroute

Traceroute utilitylg is used to determine data transmission routes in
TCP/IP networks. The utility sends sequence of datagrams to a specified

9The option is not included in the basic configuration; should be purchased additionally.
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network host, and registers data about all intermediate routers that sent data-
grams passed through during transmission. Thus, Traceroute utility allows
the diagnostics of all intermediate network equipment on a data transmission
path.

To perform the test it is necessary to execute the following actions:

1. Connect Bercut-ET to network using one port in accordance with con-
nection diagram (see fig. [£.54).

2. Switch to the Traceroute menu (see fig.[0.60). Press F4 button (Setup).

- A:100 - B;——— - 21:49

Traceroute (216,239,59,104)

Start Setup

Figure 5.60. Traceroute menu

Functional buttons:

e F1 (Start) — test start;
e F4 (Setup) — switch to the Ping settings menu.

3. Set test parameters in the Traceroute settings menu.

0 A:ico - B:——— - 00:13

Traceroute settings

[s)u @l Automatic
IP address 192,168.,1.1
Max hops 30
Packet size 40
Timeout 1000

A E Automatic

Figure 5.61. Traceroute settings

e Port — allows to select a port to send requests from (A /B/Automatic).
If the device is connected to the network and Automatic is set, the
port for data transmission will be selected automatically.
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— if port A and port B are in the same network (network parts
of IP address are equal) ping will be sent from port A.

— if port A and port B are in the different networks ping will
be sent from the port that is located in the same network as
DUT.

— if port A, port B and DUT are in the different networks ping
will be sent from port that is located in the same network as
gateway .

IP address — IP address of the host.

Max hops — maximum number of routers that packets can be
transmitted through.

Packet size — size of payload in transmitted frame, in bytes.
Timeout — period of time between two successive requests (if
there was no response for the first request).

4. Press ' F1 button (Start) to start the test. The following information
will be displayed on the screen:

e hop number;
e [P address of the transitional host;
e response waiting time.

"L

If response waiting time is more than timeout ”*” will be displayed in
the test results row.
Test result example is shown on the fig. [5.62)

1] A:100 - B:—— - 02 43

Traceroute (192,168.1.1)

1 192,168,222,100 6 ms
2 192,168,1,10 7 ms

Start Setup

Figure 5.62. Traceroute test results

5.12.3 DNS (DNS lookup)

DNS (Domain Name System) — distributed database that is able to de-
termine an IP address of a network host upon a request with the host domain

0Gateway IP address is set in the Network setup menu
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name. DNS lookup featurd] allows to detect errors in NS-servers operation.
To perform the test it is necessary to execute the following actions:

1. Connect Bercut-ET to network using one port in accordance with con-
nection diagram (see fig. [5.54).

2. Switch to the DNS lookup menu (see fig. £.63)).

Enter domain name in the menu item Host.

4. Press F1 button (Start). In the menu item IP IP address of the host
will be displayed.
If requested IP address cannot be retrieved, all bits in IP address will
be set to null.
Test result example is shown on the fig.

@

m A:—— - B:——— - 00 23
DNS lookup

google.com

IP  209.85.171.100

Start

Figure 5.63. DNS menu

e Host — name of host, IP address of which should be determined.
e IP — IP address of the host, named above, determined during the
test.

5.12.4 ARP monitor

ARP monitor utility allows to observe ARP replies that are transmitted
in the network and to get the IP and MAC addresses they contain. This data
form the table (see fig. B.6HI).

To perform the test it is necessary to execute the following actions:

1. Connect Bercut-ET to network in accordance with connection diagram

(see fig. (.54 and [E55).
2. Switch to the ARP monitor menu (see fig. [5.64).

1 The option is not included in the basic configuration; should be purchased additionally.
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1 A:100 - B:——— - 21:50

ARP monitor {B)
FRF cache iz empty

A

Figure 5.64. ARP monitor menu

Functional buttons:

e F1 (Stop) — test stop;
e F4 (A/B) — switch to the ARP table for the port B(A).

3. Press F4 button to select port.

4. After a short while inscription ”ARP cache is empty” will be disap-
pear from the screen. IP and MAC addresses of network hosts will be
displayed on the screen (see fig. [£.65]).

W n:i00 - Bi——— - 00:11

ARP monitor (A}

192,168,222,7  00313:04:90:99:5F
192.168.222.10  00:13:04:40:43:15

Stop B

Figure 5.65. ARP monitor screen

If any of entries presented in the table is not updated within one minute,
it will be deleted from the table.
5. Press F1 (Stop) button to stop the test.

5.12.5 TCP-client

TCP-client is a utility to establish connection with remote network node,
to receive data from it and to transmit data to it. TCP-client optior allows

12The option is not included in the basic configuration; should be purchased additionally.
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to manage the remote node via TELNET protocol.
To perform the test it is necessary to execute the following actions:

1. Connect Bercut-ET to network in accordance with connection diagram
(see fig. [(.04).

2. Set connection parameters (TCP-client = Setup (' F4 )):

e enter domain name or IP address of a node;
e enter port number (see Table [5.4]).

B N:1000 - By;———— - 01 52

TCP client
Setup

google.com
Port 80

HTTP
File Jfindex.html

Figure 5.66. TCP-client setup

e Host — domain name or IP address of a host.

e Port — receiver’s port number.

e File — name of a file with content that will be displayed in the
results window if the request is successful.

3. Open TCP connection (press ~F1 (Open)).

If TCP connection is successfully established, you can enter remote control
commands and request web pages from server.

If there are problems with TCP connection establishing, the error message
will be displayed. Some possible messages:

protocol not supported;

can’t assign requested address;
network is down;

network is unreachable;

network dropped connection on reset;
software caused connection abort;
connection reset by peer;

connection timed out;

connection refused;

host is down,;
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e 1o route to host.

Port numbers of TCP/IP protocol are displayed in Table 5.4l

Table 5.4. Port numbers of TCP /IP protocol

Port number Protocol
21 FTP
22 SSH
23 TELNET
25 SMTP
80 HTTP (WWW)
161 SNMP
W3 A:—— - B:——— -  22:19
TCP client

connecting to
twiki.ddg (192.168.222,100:80]
connected

Close HTTPGET Setup

Figure 5.67. Example of successful connection

TCP-client option also allows to check whether tested server responds to
HTTP-requests [14. Content of the specified resource can be retrieved using
HTTPGET method.

To retrieve this information you need:

1. Enter the file name in File field (see fig. 0.60).

2. Establish connection between Bercut-ET and host.

3. Press F2 button (HTTPGET). Test result example is shown on the
fig.

13The option is not included in the basic configuration; should be purchased additionally.
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0 A:—— - B:—- - 22 38

TCP client

Tates Wed, 25 Feb 2003 08:21:48 GHT

Server: Apache/2.0.55 (Debian) DAY/Z SYN/1.4.0 PHP/4
J4,d4-1 mod_s=1/2,0,55 OpenS5L/0,9,8c

Content-Length: 202

Content-Tuped text/html: charset=izo-2859-1

<IDOCTYPE HTHL PUBLIC "-//IETF//DTD HTHL 2,0/7EN">
<htmlr<head>

<title>d04 Not Found<{/title>

</head><body>

<h1>Not. Found</h1>

<p>The requested URL /demo was not found on this ser

ver, /pr
</body></html>

Open Setup

Figure 5.68. Response example

Bercut-ET. Operations manual



66 Analysis. Typical tasks and solutions

5.13 Pass through

In the Pass through mode, the tester joins between two tested devices. All
the traffic incoming to port A(B) is retransmitted to the port B(A). See the
connection example at the figure fig. [5.69

" | — - o
——— e e e e e e g

" Network | Network

|
- | I————---——--)s '
|

Figure 5.69. Example of Transit mode connection

During traffic retransmission from one port to another, the tester gathers
statistics on transmitted traffic. Statistics results are shown in the Statistics
menu.

When counting statistics data, error packets are not taken into consider-
ation.

If transmission rates for port A and port B are different, data loss is
possible. Data loss occurs if transmission is carried out from port with greater
rate to the one with lesser one.

[ n:ico - By———— - 00 17

Pass through

Pass through JEOES

Off n

Figure 5.70. Transit menu
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5.14 Cable diagnostics

Bercut-ET allows to perform diagnostics of twisted-pair cable by basic
operating characteristic measuring and by analyzing its state and type.
To perform the test it is necessary to execute the following actions.

1. Switch to the Cable test screen (see fig. B71))

2. Connect cable to Bercut-ET using RJ-45 connector [,

3. By pressing F2 (A) and F3 (B) buttons select port the cable is con-
nected to.

4. Press F1 (Start) button.

To determine cable type it is necessary to execute the following actions.

1. Switch to the Cable test screen.

2. One end of the cable connect to the port A(B) of Bercut-ET, another
one — to the port B(A).

3. By pressing F2 (A) and F3 (B) buttons select port one end of the
cable is connected to.

4. Compare testing results displayed in the menu item Crossover for port A
and port B with values that presented in the table

O A:100 - B:———— - 15:29

Cable test (A}
Pair 1-2 3-6 4-5 -8
Status norm, norm, short short
Att,.dB ——— ——— -1.,9 -2.7
Dist,.m ——— ———— 17 16
Polarity
Crossover MDI My ———m— ————

Start A E Results

Figure 5.71. Cable test screen

e Status — current state of the cable.
Possible states:

— test — test is running;

— norm. — normal state;

— open — lack of continuity between the pins at each end of the
twisted-pair cable;

14The measurements are only possible with connection to tested cable via RJ-45 connec-
tor. SFP-modules cannot be used for these tests.
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— short — two or more conductors are short-circuited together;
— fail — test failed.

Att.,dB — signal attenuation value.
Dist., m — distance to the defect.
Polarity — polarity of twisted pairs.
Possible states:

— <+> — positive polarity (normal state);
— <—> — negative polarity (two conductors in a twisted-pair are
connected with reverse polarity).

Crossover — cross-connection of twisted-pairs (MDI/MDI-X); these
values allow to define the cable type.

In the table [5H speed (Mbit/s) for the port A and port B can be specified
in the Interface setup menu.

Table 5.5. Cable type analyzing

Speed, Mbit/s | Pair Value in | Value in | Cable type
menu item|menu item
Crossover Crossover
for the port|for the port
A B

1-2 MDI MDI Crossover
3-6 MDI MDI

4-5 — —

7-8 — —

1-2 MDI-X MDI-X Crossover
3-6 MDI-X MDI-X

4-5 — —

7-8 — —

10/100 1-2 MDI-X MDI straight-
3-6 MDI-X MDI through
4-5 — —

7-8 — —
1-2 MDI MDI-X straight-
3-6 MDI MDI-X through
4-5 — —
7-8 — —
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Table 5.5. Cable type analyzing (continued)

1-2 MDI MDI crossover
3-6 MDI MDI
4-5 MDI MDI
7-8 MDI MDI
1-2 MDI-X MDI-X crossover
3-6 MDI-X MDI-X
4-5 MDI-X MDI-X
7-8 MDI-X MDI-X

1000 1-2 MDI-X MDI straight-
3-6 MDI-X MDI through
4-5 MDI-X MDI
7-8 MDI-X MDI
1-2 MDI MDI-X straight-
3-6 MDI MDI-X through
4-5 MDI MDI-X
7-8 MDI MDI-X
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5.15 BERT

BERT (Bit Error Rate Test) — this test allows to measure bit error rate,
the ratio of error bits to the total number of bits transmitted. To perform the
test, a specific binary pattern (known both to the source and destination) is
encapsulated into an Ethernet frame which is to be transmitted.

At the destination, the sent pattern is compared to the source one and
then the bit error rate is counted. To connect to the TDM-network, the
interface converter is used to convert packet network (Ethernet) traffic into
the TDM-traffic format.

Testing can be performed at four layers of the OSI model.

e At the Physical layer test data is send piecemeal with specified inter-
frame gap (IFG). In this case the test is performed from the port A(B)
to the port B(A) (see fig. [(.83) or using the Loopback function (see

fig. G34).

‘ Test pattern ‘ FCs ‘ IFG ‘ Test pattern ‘FCS ‘

Figure 5.72. Physical layer frame

e At the Data Link layer, all data is encapsulated into an Ethernet
frame thus allowing to transmit test packets through a network with the
OST’s second-layer equipment (for example, network switch). Possible
connection schemes are shown on fig. £.85] £.86, and .87

MAC

header Test pattern FCcs

Figure 5.73. Data link layer frame

e At the Network layer, all data is encapsulated into IP packet, and then
— into Ethernet-frame thus allowing to transmit test packets through a
network with both OSI’s second- and third-layer equipment (for exam-
ple, network switch, network router). Possible connection schemes are

shown on fig. B85 B.80, and B.87

MAC IP

header |header| Test pattern FCs

Figure 5.74. Network layer frame
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e At the Transport layer, test data is encapsulated into an UDP header,
then — into IP header and an Ethernet frame thus allowing to transmit
test pattern using transport protocols. Possible connection schemes are

shown on fig. £.85 [(5.80, and .87

MAC
header

UDP
header

IP
header

Test pattern

FCS

Figure 5.75. Transport layer frame

1] A:100 - B:——— - 05:00
BERT
ET 00:00:05 RT 00:59:55
BITs 3.419e+09
EBITs ©0.000e+00 BER  ©0,000e+00
LSS 0 XSS 0.000
LOS 0 %LOS 0.000
[ __Setup |
Start Results

To switch to the Results menu press
details see section [£.19

Figure 5.76. BERT screen

ET — time elapsed since the test started.
RT — time remained till test finish.
BITs — number of received bits.

EBITs — number of bits with errors.
BER — ratio of the EBITs value to the BITs value.
LSS — duration of the synchronization loss.
%LSS — ratio of LSS duration to the elapsed time (ET), percentage.
LOS — duration of signal loss.
%LOS — ratio of LOS duration to the elapsed time (ET), percentage.
Setup — switch to the BERT Setup menu.

F4
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[ A:100 - B:——— - 23 76
BERT
Setup
1
Pattern User
User AABBCCDD
Frame 64
Rate (L2) 100 %
Duration ©1:00:00
Topelogy
Header
1 7 3 7
Figure 5.77. BERT setup menu
e Level — select OSI model layer to perform test at:
— 1 — Physical layer;
— 2 — Data Link layer;
— 3 — Network layer;
— 4 — Transport layer.
e Pattern — select standard or user-defined test pattern.
e User — specify user-defined pattern.
e Frame — specify frame size.
e Rate (L2) — framed rate value specified in percent (' F1 ), in kbps
("F2 ) or in Mbps (' F3 ).
e Test duration — specify test duration.

e Tests topology — switch to Topology menu.

O A:100 - B:——— - 19:48
Topology
[_______Tx port
Rx port B

Remote IP 192,168.1.1

A E Remote

Figure 5.78. Topology menu

Use the Topology menu to specify receiving and transmitting ports.
The same port can be used for both data transmission and receiving
(for example, with the Loopback feature). If you use asymmetric test
function you must select Remote as receiving/transmitting port (see
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section [B.7).

e Header — switch to Header menu.

1

Az100

VLAN
P
UDFP

Header

Stream 2
00:21:CE:08:00:01
Dst MAC ©00:21:CE:08:00:02
Src IP
Dst IP

Advanced

182.168.1.1
192.168.2.2

0ff
ToS 0000b: precedence O
EO000/50000

A

B

Figure 5.79. Header menu

Settings correspond to one described in the subsection 4.1 and [£.4.2)

All test patterns used for measurements are in compliance with ITU-T

0.150 [7] standard.

Table 5.6. Test patterns

Pattern type

Usage (recommended)

Error measurements on data circuits at

2e9-1 bit rates up to 14 400 bit/s.
Error and jitter measurements at bit
2ell-1 rates of 64 kbit/s and 64xN kbit/s,
where N is an integer number.
Error and jitter measurements at bit
2el5-1 rates of 1544, 2048, 6312, 8448, 32064
and 44 736 kbit/s).
9020-1 Error measurements on data circuits at
bit rates up to 72 kbit/s.
9023-1 Error and jitter measurements at bit
rates of 34368 and 139264 kbit/s.
9629-1 Errors detection (for higher-speed data
links
9031-1 (transmission rate is over 139264

kbit/s)).
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5.15.1 BERT. MPLS settings

Label stack for networks testing and reception rules can be specified in the
MPLS menu: Tests = BERT = Setup = Header = Advanced = MPLS.

WD A:ico - Bi———— - 03 50
MPLS
Reception

T¥ not configured

R¥ not configured

Figure 5.80. MPLS menu

e Transmission — switch to the Label stack menu.
e Reception — switch to the Reception rules menu.

Values specified in the Label stack and Reception rules menu are also
displayed on the screen.

W n:i00 - Bi——— - 03 49

Label stack

[ Labels [
Label 20000
MPLS COS ©
TTL 128
Label 30000
MPLS COS 5
TIL 128
Label 00000
MPLS COS ©
TTL 128

Off 1 2 3

Figure 5.81. Label stack menu

Labels — number of labels (1-3).

Label — label value.

MPLS COS — class of service for datagram.
TTL — time to live for datagram.
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WD A:ioco - Bi———— - 03:48

Reception rules

2
Label 1 30000
Label 2 10000
Label 3 00000

OFF 1 2 3

Figure 5.82. Reception rules menu

e Labels — number of labels (1-3).
e Label 1, Label 2, Label 3 — label value.

5.15.2 Connection schemes

cable

port A(B)
port B(A) ]

port A(B)

{loopback

Figure 5.84. Physical layer testing (scheme 2)
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X - packet that contains error in the test pattern

Figure 5.85. Data link/Network layer testing (scheme 1)

packet bursting

O
port A(BY

O]

Ethernet network
switch/ —=

router =
ey

. loopback

<] - packet that contains error in the test pattern

Figure 5.86. Data link/Network layer testing (scheme 2)

packet bursting

. B ‘
A= [ | e ) . iloopback

DX - packet that contains error in the fest pattern

Figure 5.87. Data link/Network layer testing (scheme 3)
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5.16 Packet jitter

Another important task for Ethernet-network testing is the packet jitter
measurements. According to the RFC 4689 methodology [6], the packet jitter
is the absolute value of the difference between the forwarding delay of two
consecutive received packets belonging to the same stream. This parameter
is used to estimate transmission capability of latency-sensitive traffic such as
video and speech data.

Packet jitter measurement is an optiona feature.

WD A:ico - Bi———— - 22 08

Packet jitter
Summary
ET 00:01:00 RT 00;00:00

PKTs 7. 795e+07
000Ps  ©.,000e+00 X000Ps 0.000
INOPs 7.745e+07 XINOPs 100,000

< 100 ms ¥PKTs 100,000

>= 100 ms ¥PKTs 0,000
Start Plot Distribution Results

Figure 5.88. Packet jitter. Summary

ET — time elapsed since the test started.

RT — time remained to the test finish.

PKTs — summary number of received packets.

OOOPs — number of received out-of-order packets.

%00O0Ps — quantity of received out-of-order packets (percentage of
PKTs).

INOPs — number of packets received in the same order they were
transmitted.

%INOPs — quantity of packets received in the same order they were
transmitted (percentage of PKTs).

< ms%PKTs — number of packets (percentage of PKTs) with jitter
value which is less then specified threshold.

>=ms%PKTs — number of packets (percentage of PKTs) with jitter
value exceeding or equal to the specified threshold.

Setup — switch to the Packet jitter. Setup menu.

By pressing the ' F1 button (Start), the measurement of packet jitter for
the port which has been specified in the Packet jitter. Setup menu, is started.

15The feature is not included into basic configuration and should be purchased addition-

ally.
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When the measurement starts, all settings of the menu become unavailable
for editing.
To switch to the Packet jitter Plot screen, press the F2 button (Plot).

WD A:ico - Bi———— - 2155

Packets, % Packet. jitter
101, . . .

Bl

1)

|

21

B 1205 BT BTE E0LT EEE TE.0 9.5 10,0 it
Jitter range.ms

Distribution Summary

Figure 5.89. Packet jitter. Plot

To switch to the Packet jitter Distribution screen, press the ~F2  button
(Distribution).

WD A:ioco - Bi———— GEN 00 26

Packet jitter
Distribution
Jitter range.ms Packets. %
Q.000, .. 12,500) 100,000
12.500. .. 25.000) 0,000
25,000, .. 37.500) 0.000
. 50,000} 0,000
. 62,500) 0.000
62,500, .. 75.000) 0,000
. 87.500) 0.000
. 100,000} 0,000
. ) 0.000

Start Summary Plot Rezults

Figure 5.90. Packet jitter. Distribution

At the screen two columns are shown. In the first one, intervals are dis-
played, the second one shows the quantity of packets (percentage) jitter value
of which lies within corresponding interval.

Upper limit of an interval can be specified in the Packet jitter. Setup menu
(see Threshold, ms parameter). Interval between null and the threshold value
is divided into defined number of sub-intervals. As a result of the test, in
the right column the percentage of packets with jitter within corresponding
sub-interval limits is displayed.

To switch to the Results menu press F4 button (Results). For more
details see section
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WD A:ico - Bi———— - 02:13

Packet jitter
Setup
[______Rx port Wi
Thresheld.ms 100
Duration ©0:01:00

Test traffic

A E

Figure 5.91. Packet jitter. Setup

Rx port — select a port to measure jitter at.
Threshold, ms — jitter threshold value.
Duration — jitter measurements duration.
Test traffic — switch to the Test traffic menu.
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5.17 Test traffic

Test data generating feature is to be used for the packet jitter measure-
ments. The analyzer supports generating the test data flow in two following
modes:

e test data is generated and then jitter is measured at the same port (see
fig. £.92);

e test data is generated at one port, and then jitter is measured at another
one (see fig. B93)); in this case, destination port could be a port at a

remote device (see fig. [(.94)).

When generating the test data has been started, all settings in the menu
become inaccessible for editing.

test data generating

port AB) ._iloopback

jitter measuring

Figure 5.92. Jitter measurements. Scheme 1

test data generating

i
I
v
port BA) ———/ O\ |
port A(B) . iloopback

| jitter measuring

Figure 5.93. Jitter measurements. Scheme 2
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test data generating

|
|
]
port A(B) port B(A)

jitter measuring

Figure 5.94. Jitter measurements. Scheme 3

3 A:100 - Bi——— - 23:30

Test traffic

off
Tx port A
Frame 64
Duration ©0:01:00
Rate (L2} 100 %

Header

ET —i1—:— RT ——i——i——

OFF On

Figure 5.95. Test traffic menu

Send — enable/disable test traffic generating.

Tx port — select the port to generate test traffic at.

Frame — frame size (any value in the range between 64 and 9600 bytes).
Duration — duration of the test traffic generating.

Rate (L2) — framed rate value specified in percent (' F1 ), in kbps
("F2 ) orin Mbps ( F3 ).

Header — switch to the Header menu.

e ET — time elapsed since the traffic generating has started.

e RT — time remained to the traffic generating finish.

5.17.1 Test traffic. MPLS settings

Label stack and reception rules can be specified in the Label stack menu:
Tests = Test traffic = Header = Advanced = MPLS.
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WD A:ico - Bi———— - 03 49

Label stack

[ Labels
Label 20000
MPLS COS ©
TTL 128
Label 30000
MPLS COS 5
TTL 128
Label 00000
MPLS COS ©
TTL 128

OFF 1 2 3

Figure 5.96. Label stack menu

Labels — number of labels (1-3).

Label — label value.

MPLS COS — class of service for datagram.
TTL — time to live for datagram.
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5.18 Statistics

To navigate between screens, use @/@ and F2 / F3  buttons.
Function keys

F1 (Reset) — statistics reset.
In all screens apart from Aggregated statistics screen, to select port press

F4  button.

5.18.1 Aggregated statistics for two ports

1 A:100 - Bi——— - 03:58
Aggregated statistics

Port A Port B
Ex frames 22 1927
Tx frames 3342 1
Rx bytes 2508 123328
Tx bytes 214354 64
Rx Kb/s 0 L]

Reset < b

Figure 5.97. Aggregated statistics

Rx frames — number of received frames.

Tx frames — number of transmitted frames.

Rx bytes — number of received bytes.

Tx bytes — number of transmitted bytes.

Rx Kb/s — this field shows the number of kilobits per second received
on port.
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5.18.2 Stats by frame types

0 A:ico - B:——— - 00:34
Stats by frame type {A)
type Rx Tx
Broadcast 691 17
Multicast O Q
Unicast 150586271 35243910
Pause o Q
Reset <& p2d B

Figure 5.98. Stats by frame type

Broadcast — broadcast frames.
Multicast — multicast frames.
Unicast — unicast frames.

Pause — pause frames.

Rx — number of received frames.
Tx — number of transmitted frames.

5.18.3 Stats by frame size

[ n:ico - By———— - 0035
Stats by frame size (A)
frm size Rx Tx
< 64 ) Q
64 58238548 35241887
69,.127 305 31
128..255 91 ]
206, ,511 48 1%
512,.1023 12 2080
1024, ,1518 o Q
> 1518 L] ]
Reset < b B

Figure 5.99. Stats by frame size

e frm size — frame size (in bytes).
e Rx — number of received frames.
e Tx — number of transmitted frames.

Bercut-ET. Operations manual



5.18 Statistics 85

5.18.4 Stats by layer

0 A:ico - B:——— - 00:35
Stats by layer {(A)
layer Rx Tx
2 150587130 35244098
3 58238781 35244038
Reszet < B ]

Figure 5.100. Stats by layer

e layer 2 — number of received (Rx) and transmitted (Tx) frames at the
Data Link layer.

e layer 3 — number of received (Rx) and transmitted (Tx) frames at the
Network layer.

5.18.5 Stats by frame errors

0 A:ico - B:——— - 00 36
Stats by frame errors (A}
Rx
CRC 12
Runt 6
Jabber L]
Reset < > E

Figure 5.101. Stats by frame errors

e CRC — number of frames with FCS error.
e Runt — number of packets less then 64 bytes with correct CRC.
e Jabber — number of packets larger then 1518 bytes with FCS error.
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5.19 Saving test results

Results menu allows to view information about previously saved measure-
ment results (' F1 ), save test settings and results (including statistics) (' F2 ),

and to load ( F3 ) or delete ( F4 ) previously saved test configurations and

results.

To view detailed information about previously saved measurement results

press (- F1 ) button.

]

A:100 = Bi——— - 11322

Results

Record name Sawve time

1 testl 01-01-1970 00:49:54
test? 01-01-1970 01:38:28
3 test3 01-01-1970 01:36:22
4
5
6
7
8
9
10

Information

Save Load Telete

)

Record name;
Save time:

Figure 5.102. Results menu

A:100 - By——— -

Record information

testl
18-04-2003 21:56:20

Begin

RFC-2544  18-04-2009
BERT It St
PJ 18-04-2003
CTR it et

End
20159119 18-04-2009 21300308

21303105 18-042009 21304309

Figure 5.103. Record information menu

To save the data:

press @;

e press @;

press

F2 (Save).

select a number you want to save the entry with;

type in a name for the entry to save;
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To load previously saved test results and settings:

e select number of an entry;
e press F3 (Load).

To delete previously saved test results:

e select number of an entry;
e press F4  (Delete);

e press F3  (Yes).
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Analysis. Typical tasks and solutions

5.20 Network setup

1 A:100 - B:——— - 05 08

Network setup

[ FPort

DHCP  On
IP address 192,168.222.163
Subnet mask 255,255,255.0

Gateway 192,168,222,100
DNS 192.168.222.100
MPLS OFFf

A E LAN

Figure 5.104. Network setup menu

e Port — select port (A, B, or LAN).
e DHCP — if enabled, all parameters (IP address, subnet mask, gateway

IP address, and the DNS server IP address) are provided automatically
by the DHCP server;

e IP address — port IP address;
e Subnet mask — specifies which part of the IP address is the network

address and which part is the host address.

e Gateway — gateway IP address.
e DNS — IP address of the DNS-server.
e MPLS — on/off frames with label transmitting for port A (B) (for LAN

port MPLS does not supported). If a value of the MPLS field will be
set to Off MPLS field (Interface setup menu) will become inaccessible
for editing.
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5.21

Interface setup

1] A:100 - B:—— - 05 09

Interface setup

[ FPort U

Speed Automatic
Autoneg, On
MAC address ©00:21:CE:08:08:09

YLAN OFF
ID ¢
Priority 1
MPLS

A E LAN

Figure 5.105. Interface setup menu

e Port — select the port to customize.
e Speed — select transmission rate. If you selected Automatic, then

transmission rate will be determined automatically (any of the 10/100/1000
Mbit/s values can be used). Also, in this case a value of the Autoneg.
field will be set to On and become inaccessible.

Autoneg. — enabling the auto-negotiation mode. If enabled, you
need to select the preferable rate (or set Automatic, the any of the
10/100/1000 Mbit /s values can be used) and set the Autoneg. parameter
to On.

The connection will be established only if the auto-negotiation mode is
enabled also on remote end, and at least one of the parameters is set to
the same value.

MAC address — MAC address of the port (A, B, or LAN), which can
be speciﬁeﬂ.

VLAN — enabling/disabling VLAN parameters setup.

ID — 12-bit VLAN identifier (integer in the range 0-4095).

Priority — traffic priority (see Table B.1).

MPLS — switch to the MPLS. Interface A menu (MPLS. Interface B).

Note: if you use SFP-modules, then the Speed should be always
set to the 1Gb/s value.

16When pressing = F1 (Default), the device MAC address value shown in the Information
menu is automatically inserted in the field.
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WD A:ioco - Bi———— - 00:09

MPLS. Interface A

Reception

L5k IF: 0,0,0,0
Label COS 5 TIL
TH label stack 3 0 0 0 128
0 0 0 128
0 1 128
Subnet 3 0,0,0,0/255, 255, 265,0

RH labels 100/

Figure 5.106. MPLS. Interface A menu

e Transmission — switch to the Label stack menu.
e Reception — switch to the Reception rules menu.

Values specified in the Transmission and Reception rules menu are also
displayed on the screen.

1 n:ico - By———— - 00:10
Transmission

I TR ©.0.0.0
Rule On

Subnet IP 0.0.0.0
Subnet mask 255,255,255.0
Label stack

Figure 5.107. Transmission menu

e LSR IP — IP address of router interface to which the Bercut-ET is
connected. LSR realize label switching.

e Rule — on/off the rule for sending packets in the subnet parameters of
which defines below.
Subnet IP — subnet IP address.
Subnet mask — subnet mask.
Label stack — switch to the Label stack menu.
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Cu]

Az100 -

Label stack

Label
MPLS COS
TTL
Label
MPLS COS
TTL
Label
MPLS COS
TTL

OFF

1

H

Figure 5.108. Label stack menu

Label — label value.

Labels — number of labels (1-3).

MPLS COS — class of service for datagram.
TTL — time to live for datagram.

)

A:100 -

Reception rules

Label 1
Label 2
Label 3

[ Labels [

L]
]
L]

OFF

1

2

3

Figure 5.109. Reception rules menu

e Labels — number of labels (1-3).
e Label 1, Label 2, Label 3 — label value.
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5.22 Device setup

5.22.1 Display setup

-

Az1000 — B:1000 — 01 09

LEDs bright. 28 %
Chromaticity 26 %
Keyboard beep On

LCD auto off OFfFf
Auto power off OFF

LCD. LED and keyboard

Backlight 3¢ %

Figure 5.110. LCD, LED and keyboard menu

LEDs bright. — customize LEDs brightness.

Backlight — customize brightness of display backlight.
Chromaticity — customize display chromaticity.

Contrast — customize display contrast.

Keyboard beep — enable/disable keyboard beeping.

LCD auto off — select either of the following values for the automatic

display switching off: Off, 20 s, 40 s, or 60 s. To increase the autonomous
action period, select the minimum value.

e Auto power off — select either of the following values for the tester
automatic switching off: Off, 1, 5, or 10 minutes.

5.22.2 Basic settings

(o]

A:100 - B:—— - 00 12

ENG

Basic settings

Date 01-01-1970
Time 00:12:58

ENG

SPA CHI

Figure 5.111. Basic settings menu
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e Language — set the interface language.
e Date — enter or select current date.
e Time — enter or select current time.

5.22.3 Information

N AN:100 - By—— - 13:59

Information
MCU v.0.2.45-15
SYS FPGA v,0,1.11
EXP FPGA v.0.6.10-4
BOOT w.0.0.7/Fd90d6
FILES —
HW  w.1.1
S/N 8183
MAC A 00:21:CE:08:06:09
MAC B 00:21:CE:08:06:0A
MAC LAN ©00:21:CE:08:06:0B
@ Metrotek

Information Time

Figure 5.112. Information screen

This screen shows software versions, serial number, and MAC addresses
of device ports.

Press F2 button (Time) to switch to the Uptime menu.

0 A:ico - B:——— - 20:42

Uptime

Current 21:08:23
Previous ©00:01:14

Information Time

Figure 5.113. Uptime menu

e Current — device work period between the last switch on and present
moment.

e Previous — device work period between the previous switch on and
switch off.
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5.22.4 SFP information

0 A:ico - B:——— - 00:41

SFP module info {B)

Vendor name FINISAR CORP.
Part number FCLF-85%21-3
Mode 1000BASE-T

A E

Figure 5.114. SFP module info menu

The screen shows the following information about SFP-module: vendor,
part number, and supported data transfer mode. To select the port, press

either 'F1 (port A) or F2 (port B) buttons.

5.22.5 Battery

Battery

Temperature 43 °C
Voltage 5075 mV
Current —862 mA

Capacity 361/3476 mah
Charging 9 s

Figure 5.115. Battery screen

The screen shows the following data about the current condition of the
internal battery: temperature (°C), voltage (mV), current (mA), current and
maximum capacity (mAh), and the charging time (period of time passed after
the charging start) in seconds.

5.22.6 Managing options

Option is an extra-functionality of the Bercut-ET analyzer that is not
bundled in the basic shipment.
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To activate an option you need to get an activation key, which is generated
for the particular serial number of a device. You should type in the key in the
Options menu or via remote control using the ats command (see appendix [Bl

for details).

Table 5.7. Options

Option Description
TCP/IP network diagnostics (routing, nodes availability,
ETIP
DNS).
ETWEB HTTP-connections testing (requires ETIP option enabled).
ETJT Packet jitter measurements.
ETRC Remote control for the Bercut-ET via TELNET protocol and
WWW-interface.
ETMM Complex traffic generating.
ETMPLS MPLS support.
ETAT Asymmetric test support.
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6. Remote control

Bercut-ET analyzer allows to connect to a personal computer (PC) via
USB 1.1/2.0 interface or via a LAN-port.

To connect the analyzer to a PC via USB-interface, you have to previously
install Virtual COM Port driver.

Attention! Please note that installation of the driver is neces-
sary for the correct initialization of Bercut-ET analyzer in your
system.

Download the latest version of the VCP driver from the official site of
FTDI Chip company (http://www.ftdichip.com) and extract the archive
to any suitable folder.

Please refer to the http://www.ftdichip.com/Drivers/VCP.htm page for
the distribution archives for different operation systems.

6.1 Management in the Terminal mode

An interaction with the analyzer can be performed using HyperTerminal,
the standard Microsoft Windows 95/98/XP /2000/2003 utility.

To update the Bercut-ET microcode, the terminal utility should provide
file transmission via the X-modem protocol.

6.1.1 Terminal mode connection settings

1. Make sure that the device is switched on.
2. Connect Bercut-ET to a USB-port using the USB-cable from the kit.
3. If you use HyperTerminal utility, perform the following steps:

e create new connection (File = New Connection menu);

e in the Connection Description dialog box, enter a name and choose
an icon you like for the connection, click OK;;

e in the Connect To dialog box, choose the COM port that
Bercut-ET is connecting to, click OK;

e set the following properties of the COM-port:
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Bits per second 57600

Data bits 8
Parity None
Stop bits 1
Flow control None

e click OK, and HyperTerminal utility will attempt to connect to
Bercut-ET; to check the connection, type AT command — the
device should respond with OK.

When successfully connected, user can manage the analyzer using com-
mands described in Appendix

6.1.2 Updating analyzer software

Attention! Fualse actions during the software update can lead to
the device part-malfunctioning which can be repaired in the service-
center only.

The latest versions of the Bercut-ET software are available for down-
loading at http://www.metrotek.spb.rusite. Current software versions are
shown in the Information menu (Bercut-ET Settings=Information).

The order of update procedures for FPGA microcode and MCU program
does not matter. In addition, only one of those can be updated if there is no
new version for another one.

6.1.2.1 Updating FPGA

1. Connect the Bercut-ET to PC via USB (see section [E.1.T).
Check the connection using AT command.

2. Type in ATR command.
Select either system FPGA or expansion FPGA.
In the Transfer = Send File menu of HyperTerminal utility, specify
the path to FPGA microcode file (with .rpd extension) in the Filename
window and select the Xmodem in the Protocol window. Click Send.
Estimated duration of the update procedure is 1 minute for the system
FPGA and 4 minutes for the Expansion FPGA. If the data previous-
ly displayed on the screen has been restored, the update procedure is
completed successfully.

6.1.2.2 Updating MCU program

1. Connect the Bercut-ET to PC via USB (see section [EI1.T).
Check the connection using AT command.

Bercut-ET. Operations manual


http://www.metrotek.spb.ru

6.1 Management in the Terminal mode 99

2.

Type in ATR command.

Select MCU.

In the Transfer = Send File menu of HyperTerminal utility, specify
the path to a MCU program file (with .bin extension) in the Filename
window; and select the Xmodem in the Protocol window. Click Send.
Estimated duration of the update procedure is 1 minute. If the da-
ta displayed previously on the screen has been restored, the update is
completed successfully.

Note: if MCU program version is not compatible with versions of the
system FPGA and expansion FPGA microcodes, then you will get a warning
message and the expected version number. In this case, the expected version
should be installed instead of the current version.

Note: when FPGA microcodes and MCU are updated, it is recommended
to press the hardware restart button with any thin blunt pin. The button is
next to the 12V power supply connector on the side panel.

6.1.2.3 Updating file system

1.

2.

Connect the Bercut-ET to PC via USB (see section B.I.T)).

Check the connection using AT command.

Type in ATR command.

Select FS image.

In the Transfer = Send File menu of HyperTerminal utility, specify
the path to a MCU program file (with .bin extension) in the Filename
window; and select the Xmodem in the Protocol window. Click Send.
Estimated duration of the update procedure is 5 second. If the da-
ta displayed previously on the screen has been restored, the update is
completed successfully.
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6.2 Remote control via TELNET

TELNET (Telecommunication Network) is a protocol to access and inter-
act with a remote network device. To configure test properties, to view the
current settings, and to perform measurements, use the commands described
in the Appendix

Remote control via TELNET is an optional functionalityﬁ. To control
remotely Bercut-ET via TELNET protocol, connect to the device via A(B)
port or the LAN port and then type in the following command in a console:
telnet IP-address of the port. Default user name and password: admin.

6.3 Remote control via WW W-interface

Remote control via WWW-interfacd? function allows to view and save on
PC all the settings and results of the major tests.

To view results, connect to Bercut-ET via A(B) port or the LAN port,
and type the IP-address of connected port into the address line of your web-
browser.

To save the data press Download report. The data will be saved with
.csv extension.

RFC2544 BERT Jitter Screenshot Complex Traffic

RFC2544 test report

Jownload report (separated by semicolon|~ [}

lester : BERcut-ET
started © 12-07-2007 01:22:27
Stopped : 12-07-2097 02:29:56
“onfiguration
HAC 00:21:CE:08:06:00 -> 00:21:CE:08: 06: 0A
IP address : 162.168.222,225 -> 192.168,222,193
LA v -
P ToS 0000b; precedence O
P : 60000,/50000
“rames : 64 128 256 512 1024 1280 1518 9100
rhroughput 2s; rate 553 Mb/s
_atency : 20 trials; 120s each
“rame loss i ls
3ack-to-hack 1 trials; 2s each
zesults
Throughput
“rame % Mb/s  Frm/s  Status

64 100.00 761.905 1488095 Passed
128 100.00 864,865 844594 Passed
256 100.00 927,536 452898 Passed
512 100.00 962.406 234962 Passed
Lo24 1060.00 980,843 119731 Passed
1280 100.00 984,615 96153 Passed
1518 100.00 986.996 81274 Passed
180 1060.00 997,807 13706 Passed

Figure 6.1. RFC 2544 test results

1 Optional functionality. Not available in the basic configuration and should be ordered
additionally.

20Optional functionality. Not available in the basic configuration and should be ordered
additionally.
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6.4 Screen shot

To get screen shot, connect to Bercut-ET via A(B) port or the LAN
port, and type into the address line of your web-browser:
http://IP-address_of_connected_port/sshot.

File Edit View History Bookmarks Tools Help
@B 828 0 ri;http:]]192.163‘222‘152[55hut j]@':[vu,-gle @,

=] Most Wisited v Getting Started [5)]Latest Headlines Lingvo online — oHA... [@Bugzilla Main Page
9 g @} Bug: 9

Record information

Done

Figure 6.2. Screen shot
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A. Ethernet frame structure

Destination MAC Address

Source MAC Address

Length/Type

Frame Check Sequence

Figure A.1. Ethernet frame structure

e Destination MAC Address — 6 bytes field that contains MAC ad-
dress of the destination network node.

e Source MAC Address — 6 bytes field that contains MAC address of
the frame source network node.

e Length/Type — the field contains 16-bits integer and possesses either
of the following values:

— if the contained number is less than or equal to 1500, the value is
set to Length and defines the length of the data field;

— if contained number is more than or equal to 1536, the value is set
to Type value and specifies type of the protocol used.

e Data — data field can contain from 46 or 42 (in the case of a frame
with VLAN-tag) to 1500 bytes.

e Pad — Padding. If the data field is less than 46 bytes, the containing
frame is complemented to the minimum allowed length (64 bytes) with
the padding field.

e Frame Check Sequence — the 4-bytes field contains the checksum.
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Destination MAC Address

Source MAC Address

Tag Protocol Identifier

Tag Control Information —>| Priority | CFI | VLAN ID |

Length/Type

Frame Check Sequence

Figure A.2. Ethernet frame with VLAN-tag structure

e Tag Protocol Identifier — this 16 bits field defines that the frame
belongs to the 802.1Q [I] standard.
e Tag Control Information — TCI field contains three following fields.

— Priority — User (VLAN) Priority. Three bits that contain infor-
mation about the frame priority (eight possible priority values are
available []).

— CFI — Canonical Format Indicator is an one-byte flag which must
be equal to 0 (null) for Ethernet frames.

— VLAN ID — VLAN Identifier (VID) is a 12-bit identifier which
is defined in the 802.1Q standard [I]. VID uniquely defines VLAN
to which the current frame belongs to.
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B. Remote control commands

Table B.1. Remote control commands (console)

Command Description
AT empty command, used to check connection
ATR restart the device (analyzer)
ATM1 RFC 2544 test results and settings output
ATM2 BERT test results and settings output
ATM3 display measurements results and settings for the packet jitter
ATI display device information
ATH display command’s help
ATS enter the option activation key. The key is a decimal number which

should be typed in right after the ats command, without any spaces.
ATC switch to the test configuring and running mode (optional feature)
Table B.2. Remote management commands (TELNET). Show mode
Command Information displayed in console
RFC 2544

show rfc2544 header src udp source UDP-port number
show rfc2544 header src mac source MAC address
show rfc2544 header src ip source IP address
show rfc2544 header dst udp destination UDP-port number
show rfc2544 header dst mac destination MAC address
show rfc2544 header dst ip destination IP address
show rfc2544 header vlan enabled show whether VLAN parameter is enabled
show rfc2544 header vlan id VLAN identifier value
show rfc2544 header vlan priority traffic priority value
show rfc2544 header precedence frame priority value
show rfc2544 header tos type of service for the packet
show rfc2544 topology port tx transmitting port
show rfc2544 topology port rx receiving port

show rfc2544 throughput duration |throughput trial duration

show rfc2544 throughput enabled show whether throughput test is enabled

show rfc2544 throughput maxrate maximum rate for the throughput test
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Table B.2. Remote management commands (TELNET). Show mode (continued)

show rfc2544 frames 1

show rfc2544 frames 2

show rfc2544 frames 3

show rfc2544 frames 4

show rfc2544 frames 5

show rfc2544 frames 6

show rfc2544 frames 7

show rfc2544 frames 8

user-defined frame size (or standard value
in accordance with RFC 2544 methodology)

show rfc2544 latency enabled

show whether the latency test is enabled

show rfc2544 latency count

number of trials for latency test

show rfc2544 latency duration

trial duration for the latency test

show rfc2544 frameloss enabled

show whether the frameloss test is enabled

show rfc2544 frameloss duration

trial duration for the frameloss test

show rfc2544 backtoback enabled

show whether the back-to-back test is enabled

show rfc2544 backtoback count

number of trials for the back-to-back test

show rfc2544 backtoback duration

trial duration for the back-to-back test

rfc2544 start

start RFC 2544 tests

rfc2544 stop

stop all RFC 2544 tests

rfc2544 show

RFC 2544 test results

BERT

show bert header src mac

source MAC address

show bert header src ip

source IP address

show bert header src udp

source UDP-port number

show bert header dst mac

destination MAC address

show bert header dst ip

destination IP address

show bert header dst udp

destination UDP-port number

show bert header vlan enabled

show whether VLAN parameter is enabled

show bert header vlan id

VLAN identifier value

show bert header vlan priority

traffic priority value

show bert header precedence

frame priority value

show bert header tos

type of service for the packet

show bert topology port tx

transmitting port

show bert topology port rx

receiving port

show bert level

at which layer of OSI model BERT will be performed

show bert pattern

standard test pattern

show bert user-pattern

user-defined test pattern

show bert frame

user-defined frame size

show bert rate

user-defined rate (Kbps)

show bert duration

trial duration for BERT

bert start

start BERT
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Table B.2. Remote management commands (TELNET). Show mode (continued)

bert stop stop BERT

bert show show BERT results

Packet jitter

show jitter port on which port jitter measurements will be performed

show jitter threshold threshold (ms)

show jitter duration measurements duration

jitter start start Packet jitter test

jitter stop stop Packet jitter test

jitter show Packet jitter test results

Test traffic

show txgen header src mac source MAC address

show txgen header src ip source IP address

show txgen header src udp source UDP-port number

show txgen header dst mac destination MAC address

show txgen header dst ip destination IP address

show txgen header dst udp destination UDP-port number

show txgen header vlan enabled show whether VLAN parameter is enabled

show txgen header vlan id VLAN identifier value

show txgen header vlan priority traffic priority value

show txgen header precedence frame priority value

show txgen header tos

type of service for the packet

show txgen port

transmitting port

show txgen frame

user-defined frame size

show txgen duration

trial duration

show txgen rate

user-defined rate (Kbps or %)

txgen start

start test traffic generating

txgen stop

stop test traffic generating

txgen show

show test traffic results

Interface setup

show gbe a speed

show transmission rate for the port A

show gbe b speed

show transmission rate for the port B

Network setup

show network a dhcp

show whether the DHCP function is enabled for the
port A

show network a ip

show IP address of the port A

show network a subnetmask

show subnet mask for the port A

show network b dhcp

show whether the DHCP function is enabled for the
port B

show network b ip

show IP address of the port B

show network b subnetmask

show subnet mask for the port B
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Remote control commands

Table B.2. Remote management commands (TELNET). Show mode (continued)

show network gateway

show gateway IP address

show network dns

show DNS IP address

TCP/IP testing

ping | start ping test

Common commands
exit exit the command mode
reboot reboot the analyzer
help show the list of available commands
configure switch to the configuration mode
show version show firmware number

Table B.3. Remote control commands (TELNET). Configuration mode

Command

| Operation

RFC 2544

rfc2544 header src udp text

set source UDP-port number

rfc2544 header src mac XX: XX: XX: XX: XX: XX

set source MAC address

rfc2544 header src ip 4.4.4.1

set source IP address

rfc2544 header dst udp text

set destination UDP-port number

rfc2544 header dst mac X X: XX: XX: XX: XX: XX

set destination MAC address

rfc2544 header dst ip 4.4.4.4

set destination IP address

rfc2544 header vlan enabled off/on

enable/disable VLAN parameter

rfc2544 header vlan id text

set VLAN identifier

rfc2544 header vlan prior text

set traffic priority

rfc2544 header precedence text

set frame priority

rfc2544 header tos 0000 / 1000 / 0100 / 0010 / 0001

set type of service for the packet

rfc2544 topology port tx a/b

set data transmitting port

rfc2544 topology port rx a/b

set data receiving port

rfc2544 frames user enabled no/yes

enable/disable user-defined frame
size

rfc2544 frames 1 text

rfc2544 frames 2 text

rfc2544 frames 3 text

rfc2544 frames 4 text

rfc2544 frames 5 text

rfc2544 frames 6 text

rfc2544 frames 7 text

rfc2544 frames 8 text

set arbitrary frame size

rfc2544 throughput duration text

set trial duration for the throughput
analysis

rfc2544 throughput enabled no/yes

enable/disable throughput analysis
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Table B.3. Remote control commands (TELNET). Configuration mode (continued)

rfc2544 throughput maxrate text

set maximum rate value for the
throughput analysis

rfc2544 latency enabled no/yes

enable/disable latency analysis

rfc2544 latency count text

set number of trials for the latency
analysis

rfc2544 latency duration text

set trial duration for the latency
analysis

rfc2544 frameloss enabled no/yes

enable/disable frameloss test

rfc2544 frameloss duration text

set trial duration for the frameloss
test

rfc2544 backtoback enabled no/yes

enable/disable back-to-back analysis

rfc2544 backtoback count text

set number of trials for the back-to-
back test

rfc2544 backtoback duration text

set trial duration for the back-to-
back test

BERT

bert header src mac XX: XX: XX: XX: XX: XX

set source UDP-port number

bert header src ip 4.7.7.¢

set source IP address

bert header src udp text

set source UDP-port number

bert header dst mac XX: XX: XX: XX: XX: XX

set destination MAC address

bert header dst ip 4.4.4.1

set destination IP address

bert header dst udp text

set destination UDP-port number

bert header vlan enabled off/on

enable/disable VLAN parameter

bert header vlan id text

set VLAN identifier

bert header vlan priority text

set traffic priority

bert header precedence text

set frame priority

bert header tos 0000 / 1000 / 0100 / 0010 / 0001

set type of service for the packet

bert topology port tx a/b

set data transmitting port

bert topology port rx a/b

set data receiving port

bert level 1/2/3/4

layer of OSI model at which BERT
will be performed

bert pattern user / crtp / 2el1-1 / 2e15-1 / 2e20-1 /

2e23-1 / 2e29-1 / 2e31-1

select standard or user-defined test
pattern

bert user-pattern hex

set user-defined test pattern

bert frame int

set user-defined frame size

bert rate int

set user-defined rate (Kbps)

bert duration hh.mm.ss

set trial duration for BERT

Packet jitter

jitter port a/b

select port on which jitter measure-
ments will be performed

jitter threshold int

set threshold (ms)

jitter duration hh.mm.ss

set measurements duration
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Remote control commands

Table B.3. Remote control commands (TELNET). Configuration mode (continued)

txgen header src mac XX: XX: XX: XX: XX: XX

set source MAC address

txgen header src ip 4.4.4.4

set source IP address

txgen header src udp text

set source UDP-port number

txgen header dst mac XX: XX: XX: XX: XX: XX

set destination MAC address

txgen header dst ip 4.4.4.%

set destination IP address

txgen header dst udp text

set destination UDP-port number

txgen header vlan enabled off/on

enable/disable VLAN parameter

txgen header vlan id text

set VLAN identifier

txgen header vlan priority text

set traffic priority

txgen header precedence text

set frame priority

txgen header tos 0000/1000/0100/0010/0001

set type of service for the packet

txgen port a/b

set transmitting port

txgen frame int

set frame size

txgen duration hh.mm.ss

set trial duration

txgen rate

set user-defined rate (Kbps or %)

Network setup

network a dhep off/on

enable/disable DHCP option for
port A

network a ip .7.7.%

set IP address for the port A

network a subnetmask 4.4.4.1

set subnet mask for the port A

network b dhep off/on

enable/disable  DHCP option for
port B

network b ip i.7.7.9

set IP address for the port B

network b subnetmask 1.7.4.4

set subnet mask for the port B

network gateway .7.7.7

set gateway IP address

network dns 4.7.4.4

set IP address for the DNS network
node

Interface setup

gbe a speed automatic/10/100/1000

select the transmission rate for the
port A

gbe b speed automatic/10/100/1000

select the transmission rate for the
port B

Common commands

exit

exit from the configuration mode

help

show the list of available commands

Bercut-ET. Operations manual




111

C. Specifications and Technical characteristics

Table C.1. Bercut-ET Specifications

Display Color graphic display, 320x240 pixels
Keyboard Film keyboard (25 keys)
Connect to PC interface USB-client
External power supply unit
12V
voltage

Operating current

Less than 1,5 A

NiMH with 4.8 V rated voltage and capacity of

Battery 4300 mAh
Protection elements (power Overvoltage protection
supply)

internal safety device 5 A

Gigabit Ethernet interfaces

2%x10/100/1000Base-T and SFP

Control interfaces

USB, LAN 10/100 Ethernet

Overall size

200%x101x44 mm

‘Weight

0,640 kg

Table C.2. Technical capabilities of Bercut-ET

Tests according to RFC 2544

Available tests:
Back, Latency.

Throughput, Frame Loss, Back-to-

Frame size: 64, 128, 256, 512, 1024, 1280, 1518 bytes,
and user-defined.

IP-tests Ping, Traceroute, DNS lookup, TCP-client.
Loopback at the Physical (PHY), Data Link (MAC),
Loopback and Network (IP) layers with VLAN support and fields
swapping capability.
Testing a copper cable for break, short-circuit, estimat-
Cable test ing the distance to the break point.
BERT Test is used to determine the major data link quality

parameter — bit error rate.

Packet jitter

Packet jitter measurements, results are displayed as a
table and graph. The test is used to estimate the test-
ed network capability to transmit the latency-sensitive
traffic.
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Table C.2. Technical capabilities of Bercut-ET (continued)

Remote control of the analyzer in the following modes:
terminal, via TELNET protocol, via WW W-interface.
With remote control running the tests, parameters set-
up, getting test results are supported.

Remote control
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D. Troubleshooting

Table D.1. Troubleshooting

Failure symptom

Possible reason

Repair method

Incorrect system time

Hardware reset has been

Set the system time in the Basic

pressed settings menu
You cannot power on the | The buttery is dis- | Connect the power supply unit
device charged. and charge the battery.

Software failure

Press the hardware reset button
(the pin-hole next to the 12V con-
nector on the side panel of the de-
vice)

The battery is not
charged from the exter-
nal power supply

Power supply unit fail-
ure, broken wire, battery
failure

Check and replace if necessary the
power supply unit or the buttery
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