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1. YcnoBHble 0603HavYeHns U cokpalieHunst

B nanroM pyKOBOJICTBE UCIOIB3YIOTCS 0003HAYEHNUS, [IPUBEJICHHBIE

B TabJnIe HUXKE.

Tabmumna 1.1. YcioBHble 0603HAYEHUST

O6o3HaueHnue KomMmeHnTapuit
IIpumeyanwue: Baxxnoe yka3zaHue uinu 3aMedanue
Tekct ObGo3Havyenne IIyHKTa MEHIO Ipubopa

B texcre pykoBomucTBa 6e3 pacimudpoBKU OYIyT IPUMEHSITHCSA CO-
KpallleHnsl, TPUBEIEHHDBIE B TabJINIlE HUXKE.

Tabmuna 1.2. Cokpamennst

Cokpainenue KomMmmenTapwmit

DUT Device under test (Tectupyemoe ycTpoiicTBo)

NUT Network under test (Tectupyemasi ceTs)

SLA Service Level Agreement (Cornamenue 06
YPOBHE O0C/TY >KUBAHMUS )

QoS Quality of Service (KauecrBo 06cityKuBanus)
NGN Next Generation Networks (Ceru ciiemyrorero
[TOKOJICHMS )

IIK IlepcoHanbHBIN KOMIIBIOTED
110 IIporpammuoe obecneuenne
L1 (cokp. or layer 1 Pusnuecknuii yposerb moaeau OSI

cokp. oT layer 2

Kanasbubrit yposennb mogesun OSI

cokp. ot layer 3

Ceresott yposerb Momen OSI

)
)
)
)

cokp. ot layer 4

Tpancnoprasiit yposeasb momenun OSI







2. Obwme cBepeHunsn

Mopuynb ananusa Ethernet /Gigabit Ethernet B5-GBE (nanee — mo-
nyib, Moysib B5-GBE) coBmectro ¢ npubopom Bepkyr-MMT npena-
3HaYeH I [IPOBEICHUsT aHAJIN3A U JUATHOCTUIECKOTO TEeCTHPOBAHMSI
cereBoro obopynosanus 1o Meromuke RFC 2544 [1], ayist onenku co-
cTOosTHUS KabeJist, KOHTPOJIsI CBA3HOCTH KaHaJsa. B Momyse peann3oBana
GYHKIUsT OpraHu3alyy nureida.

2.1 QOO6nacTb npumMeHeHus

— [lacopTuzaryst KaHAJIOB M JIMATHOCTHKA HEHCIPABHOCTEN B ce-
TSX, UCTOJIB3YIoNMX Texnooruio Ethernet /Gigabit Ethernet.

— IlpoBepka COOTBETCTBHs KadecTBa IPEIOCTABIISEMbBIX YCIYT CO-
ralreHnio oo yposHe obcirykuBanus SLA.

2.2 OcHOBHble BO3MOXXHOCTU

1. Untepdeiicer:

— 2xSFP;
2x10/100/1000 Base-T*;
— 1xLAN 10/100 Base-T;
— 1xUSB1.1/2.0.

2. TectupoBanue B coorBercTBuu ¢ Merojukoit RFC 2544:

— TIPOIYCKHAasl CIIOCOOHOCTB;
— 3aJIePIKKa,;

— YPOBEHb TIOTEPH KaPOB;
npeJiesibHast Harpy3Ka.

3. Opranmzanus nuieiida Ha HU3MIECKOM, KAHAJIBHOM, CETEBOM U
TPAaHCIIOPTHOM YPOBHAX.

'Hamumune unTepdeifcoB 3aBHCHT OT MOTH(PHUKAIAN MO (cm. pazmen b5).
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3. KoMnnekT nocrtaBku

Tabsmna 3.1. KommiekT nocraBku

HaunmenoBanme Koa-Bo
Momyns ananusa Ethernet/Gigabit Ethernet B5-GBE 1
Bpomopa «Bepkyr-MMT. Monyns anamusa Ethernet/Gigabit 1
Ethernet B5-GBE. PykoBoacTBo 10 SKCIIyaTammms.

Bpomopa  «Bepkyr-MMT. Moayns amanuza Ethernet/Gigabit 1
Ethernet B5-GBE. Ilacnopr»

Kabens USB 1

Kabems Ethernet 1
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4. Mepbl 6e3onacHoCTH

— Mo nagasna paborsr ¢ mojayiem B5-GBE cienyer BHumarTeabno
U3YYIUTH HACTOSIIEE PYKOBOJCTBO IO IKCILIyaTallnl, Ha3HAUEHHE
BHEITHUX Pa3bEMOB U COCTABHBIX YacTeil MOJTYJIsI.

— Ilepen ucnosib3oBaHeM HEOOXOIUMO BBLIEPXKATH MOJYJIb B HOD-
MaJIbHBIX YCJIOBUSX HE MEHee 2-X TIacoB.

— YcJI0BHSE SKCILIYATAIIUH JIOJI2KHBI COOTBETCTBOBATD YCJIOBUSIM, TIPEJI-
craBjieHHBIM B npuioxkenun C.3.

— Ilpu skcrryaTanum MOy JTOJ2KHBI BBITIOJHATHCHA 0011He TPedo-
BaHUs MTPABUJ OYKAPHOU OE30IIaCHOCTH.

— Iluraromas ceTh He JOMKHA UMETh PE3KUX CKAYKOB HAITPSIYKEHUSI.
Pﬁ,ZLOIVI C pa60qI/IM MECTOM He JOJIZKHO 6bITb NCTOYHUKOB CUJIbHBIX
MATHUTHBIX U JIEKTPUIECKUX TTOJIEH.

— Heobxoaumo obeperaTh MOIY/Ib OT yIapOB, MONAJAHUST BJIATH U
MBLTH, JTATETHLHOTO BO3IEHCTBUS MPSIMBIX COTHETHBIX JIydIeil.
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5. BHewHuii Bug mopyns B5-GBE

Bun nepenneit u 3agmeii maneseir monyiass B5-GBE npencrasien na
puc. 5.1, 5.2 u puc. 5.3. Cy1ecrByer Be MOAUMPUKAIIME MOJTYJIS:

— nepBas MojuduUKanus: Kaxpiii mopt Moxyist (A u B) comepxkur
nBa pazbéma — RJ-45 u SFP!;

— Bropast MojuduKanust: Kax/plii nopt Moxyist (A u B) comepxur
onun SFP pazbém.

T
Link A Link B

LActAl
!

| ActB

D C

D C

Link B ActB

Puc. 5.2. Ilepenuss nauens moayns B5-GBE (Bropas momudukarms)

'Bo Bpemst TeCTHPOBAHUS HCIIOIBL3YETCH TOMBKO OJMH U3 PA3bEMOB IOPTA.
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BHEIITHUN BuJ Moayiasa B5-GBE

6..19V  ysp

0000
0000
A
0000
00000000

08

Puc. 5.3. Baguas nanens monynsa B5-GBE

Tabmuna 5.1. Onucanne UHINKATOPOB

MapkupoBka

Onucanue

CaeTono, 0TOOparKaromnii MOJAKII0YEHNE BHEIITHErO MTHTAa-
HUS:

— He TOPUT — NUTAHUE He TIOJaHO WM MOJY/Ib HEUCIpa-
BeH (cM. paszen D);
— TOPHUT 3eJIEHBIM — ITUTAHUE MI0aH0, MOLY/Ih B pPaboueM

peKIME;

— TIOpUT KpacHBIM — IIUTaHUE [OJAHO, MOAYJb B Hepabo-
4yeM pexkume (cM. paszgen D).

puc. 5.1,
WHIUKATOPHI 1

YeTblpe MHAMKATOPA OTOOPAYKAIOT HAJIWYNE COETUHEHUs U
npuéma/Iepeiadn MaKeTOB B CIIyvae MCIOIb30BAHUS JIJIs Te-
cTupoBaHus pazbéma RJ-45:

— Link (3en1€Hblif, TOPUT NOCTOSTHHO) — COEJMHEHUE C Te-
CTUPYeMBIM 0GOPYIOBAHUEM YCTAHOBJICHO.

— Link (kpacHblil, TOPUT HOCTOAHHO) — COEJAMHEHUS HET.

— Act (Muraer maM TOPUT [OCTOSIHHO) — HAST PU-
éM/mepeiaua IaKeTOB.

— Act (me ropur) — mpuém/mepemada IMaKeTOB HE OCY-
IIECTBIISETC.
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Tabsmna 5.1. Onucanne MHIMKATOPOB: IIPOIOJIXKEHNE

puc. 5.1, 5.2
WHIUKATOPHI 2

YeTbIpe UHANKATOPA OTOOPAYKAIOT HAJIMYINE COEIMHEHNSI U CO-
CTOSIHUE TIpUeMa,/TIEPEJIAtHU TTAKETOB B CJLy9ae UCIOIb30BAHUS
JJisi TecTupoBanus pazbéma RJ-45 niu SFP:

Link (3es1€Hblif, TOPUT IOCTOSIHHO) — COEJMHEHUE C Te-

CTHPYEMBIM 000PY/IOBAHHEM YCTAHOBJIEHO.

Link (KpacHblii, FOPUT MMOCTOSIHHO) — COEINHEHUsT HET.

Act (MWraeT WIM TOPHUT IIOCTOSHHO) — HUAST IIPHU-

éM/mepeiaua aKeTOB.

IIECTBJIACTCHA.

Act (me ropur) — npuém/nepejada NAKETOB HE OCY-

Haznadenne pa3beéMOB 1 TOIKIIIOUAEMble K HIM YCTPOUCTBA IIPUBe-

IeHbl B Tabsune 5.2.

Tabsmia

5.2. Ouncanve pazbEMOB MOIYJIs

Mapkuposka

Haznauenue

ITonkrouyaeMoe ycTpoiicTBO

Port A, Port B

st Momyneit mepBoit  MoOIH-
dburkanym: pazbvémbr RJ-45 s
[TOJIKJTFOYEHHU ST TecTupye-
MOMY YCTPOHCTBY WJIM CETH
Ethernet/Gigabit Ethernet
(CKOPOCTD TIEpeIaTn JTAHHBIX —

10/100,/1000 M6wur/c).

K

Kabenr Ethernet

st Moysteit iepBoit M BTOPOit
MOAUMUKAINN:  TTOIK/TIIOYEHUE
SFP-momysteit mjist coeanHeHUsT
C TeCTUPYEMBIM YCTPOHCTBOM
mwm cetbio  Ethernet/Gigabit

SFP-momysnb ¢ cOOTBETCTBYIO-
UM Kabejrem

Ethernet (ckopocts mepena-
g manHeix — 10/100/1000
Mb6ur/c)
6..19V IMojK/IoMeHne BHENHEro 6s10Ka | Biok muranus’
MMUTAHUS
USB IMonkmouenne k 1K 1o unrep- | KaGens USB!
deiicy USB
puc. 5.3, Tlopxouenne k anajmsaropy | Amamusarop Bepkyr-MMT
pasbém 4

’B CTaHIAPTHYIO KOMIIJIEKTAIINIO HE BXOIUT.
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Mudpoit 3 Ha puc. 5.3 0b6o3HAUEHBI OTBEPCTHUS JIJIsI 3aKPEILIEHUS
MO/TYJIsI B TPUOOPE ¢ TIOMOTIIBIO KPETEKHBIX BUHTOB.

Kunonka BOOT u kHomKa, obozHadeHHast Ha puc. 5.3 kak RESET,
CIy>KaT JjIsi OOHOBJIEHUSI IIPOITUBKYA MUKPOKOHTPOJLIEPA MOLYJISI.

Kunonka RESET rakske ciryKut Jijist coOpoca MOJTYJIsI TIPH TTOJIKJTIOYe-
uru o USB u/uiun npn HaJuanu BHENTHETO MUTAHUS.
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6. YcrtaHoBka moayns B5-GBE B npnbop

Bepxusa manens npubopa Bepkyr-MMT umeer 1Ba yCTaHOBOYHBIX
MeCTa, JJisi CMEHHBIX MOJLyJIel.

@;_m_;:_)_ ool oo o = o = = g

o[~ 0 005,00

) = = oo T oo = oo @) v o 0o o o e = (@)

e e
|
[VANLENN) ]
YOO

Puc. 6.1. Ilanenb cMeHHBIX MOyt

s nojkiovenusi cmenHoro mojyiisi B5-GBE k npubopy mHeobxo-
JUMO BCTaBUTH MOJYJIb B JIIOOOE CBOOOIHOE YCTAHOBOYHOE MECTO U 3a-
BEPHYTHb KPeNéKHble BUHTHL. [Ipu ycTaHoBKe STUKETKA MO/ JOJKHA,
pacoJiaraThbCsl JIMIOM K [OJIb30BATEIIO (€C/IU CMOTPETh Ha MEPEHIOI0
[aHe b IPIOOPA).

Monynb ompenensercsa ananuzaTropoMm bBepkyr-MMT aBromarude-
cku. Ilocie 3Toro 3arpy»Karorcst pOrpaMMbl, HEOOXOIUMBbIE JIJIsl Ha-
CTPOHKU U POBEJICHUS U3MEPEHUiT. 3arpy2KarTCs TOJIBKO T€ IPOrpaM-
MBI, KOTOPBIE BXOJISIT B KOMILJIEKT [OCTABKH (B COOTBETCTBHUU C [IPUOG-
PETEHHBIMU OIIUSAMH).

st m3BIedeHns MOMIYJIsI HEOOXOMMO OTBEPHYTH KPEIEXKHbIEe BUH-
Thl U, IOTSHYB 3a HHUX, BBIHYTbH MOJYJIb U3 yCTAHOBOYHOI'O MECTa.
[Tocsie u3BIevUeHUsT MOMIYJIsl 3arpyKeHHbIE PaHee MPOIPAMMbBI CTAHYT
HEJIOCTYITHBI.

IIpumeuanue: B MOMEHT yCTAHOBKU WM u3BJiedeHus: momyias B5-GBE
pubop BepkyT-MMT moxkeT HAXOAUTCS KAK BO BKJIIOUYEHHOM, TAK U B BbI-
KJTIOYE€HHOM COCTOSIHUU.
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7. I'pacbnyeckuin nntepdeiic

7.1 QOO630p

I'naBroe mento pexkuma namepennii «GBE» comepuT KHOIIKHU T1e-
pexosa K IIPUJIOKEHUAM JJId IIPOBEJICHU aHaIN3a U KHOIKU IIepexo/ia
K HaCTPOIKaM IapaMeTpOB U3MepEHUi.

E 09:09

\
2
.

.
Kowdpurypauus RFC 2544 —6

E

ocranock 00:06:51

\
J

@ )

Topter Ethernet

{

3
J

‘Cetesbie uHTep(heMCh!

I

©iil:98: 88

(oo [ oor | e |
:

Puc. 7.1. I'maBaoe MeHIO

1 Tekymuit pexxuM n3MepeHnii.

2 Ianenb mHIUKATOPOB cocTognus mHTEPdEiicoB (cM. pasmen 8).

3 Uxonka, cocrostams GaTapen’.

4 Vkouka nadopmanuy 06 OCHOBHBIX HACTPORKAX TECTOB (CM. paszes 7.2).

5 Kuonku mnepeksiouennst MeXK/1y M3MEPUTEJLHBIMU MOJLYJISIMA ¥ OCHOB-
HBIMU PEXKUMaMU U3MEPEHUHA.

6 Kuonku nepexojia K HaCTpoiKaM apaMeTpoB U3MEPEHUN U JOCTYITHBIM

peXKuMaM U3MEPEHHUI.

Hloxpobroe omucanue npejcrapieso B 6pommope «Bepkyr-MMT. Yuusepcaib-
HBII aHAJIN3ATOP TEJEKOMMYHUKAIIMOHHBIX ceTeil. PYKOBOJCTBO 11O 9KCILIyaTAIN».
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7.2 TlonyyeHue cBoaku 0O M3MepeHUsiXx U HACTpOMKax

CrarycHast maHe b 0TOOPaXKaeTCsl IPU HAXKATUU HA KHOIIKY @ wm
02, COJIEPXKUT MHMOPMAITUIO O HACTPOUKAX OCHOBHBIX TECTOB, & TaK-
2K€ O COCTOSTHUU BBITIOJIHAIONINXCS U3MEPEHNIA.

RFC 2544
Tononorus : E— S -B
IP ncTOUHMKA : 192.168.222.198
IP nonyuatens : 192.168.222.199

Puc. 7.2. Crarycnas nanesnn

Ha manenmn orobparkaloTcsi MHAUKATOPBI BPEMEHU TECTHUPOBAHUS
JJIsl BCEX BBINIOJIHIEMBIX Ha JIAHHBIIT MOMEHT U3MEPEHUi, a TaKyKe Ha-
CTPOMKU TOIIOJIOI'MH U 3aI'0JIOBKA.

7.3 WHpukaTtop BpemMeHun TecTupoBaHuA

NuaukaTop BpeMeHU TECTHPOBAHUS OTOOpaXKaeT BPEMs, HPOIIEI-
IIlee ¢ HavaJla 3aIlyCKa TecTa, U BPeMsl, OCTaBIIEeeCs 10 OKOHUYAHUS Te-
cTupoBanus, B hopMaTe «II:MM:CC».

[- npowno 00:00:11, octanock 00:05:04 ]

IIBeT mHIIKAaTOPa MOXKET MEHATHCA B IIPOIECCe aHAJN3a B 3aBHCH-
MocTu or craryca Tecra (cM. pasjen 13.2):

— 3eJIEHBII: TeCTUPOBAHUE MTPOXOIUT yCIIEITHO;
— KpaCHBII: IPOU30IILIa OIHOKA.

?Knonka ° pacIoyioXKeHa Ha MepeHeil TaHem KOPILyca mpudopa.
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7.4 Bsop nHcopmauun

IIpu HacTpolike HEKOTOPBIX MTAPAMETPOB BOBHUKAET HEOOXOIMMOCTD
BBOJIa KaKOH-n60 nHdopmanuu (ducsa, crpoku). st srux nesteit uc-
HOJIb3yeTCsl SKPaHHas KJIapuarypa u Kiasuma §).

DKpaHHas KJIABUATYPa MPEJCTaBsIeT co00il BCIIOMOraTe/IbHOE OK-
HO, KOTOPOE OTOOPaXKaeTcs IPKU HAXKATHHU Ha I0JIs, IPeIHA3HATCHHBIC

JJId peJaKTUPOBaHUA.

Puc. 7.3. DkpaHHas KJIaBUATypa: BBOJ, YUCJIOBBIX U OYKBEHHBIX 3HAYECHUIT

BBO,IL 3HAYEHUI OCYHIECTBJIACTCHA IIPU HazKaTUMW Ha KJIaBUIIIN dKPaH-

HOII KJIABUATYPHI.

IloaTBepauTh BBEAEHHDBIE 3HAYCHUST

HaskaTs Ha KnaBuITy ek Ecn BBe-
JICHO HeBepHOe 3Ha4YeHHe, TO IIOCTIe
HayKaTUA Ha KJIABUIILY MHTaeT CTPO-
Ka C yKa3aHHeM JMAlla30Ha JOITyCTH-
MBIX 3HAYCHUH /I JTAHHON BEJIMYUHBI
(cTpoKa pacIIOIoXKeHa MeXKIy IOJeM
BBOJIA M KJIaBUATYpPOii ). B aToM caygae
HEOOXOIMMO BBECTH BEpHOE 3HAYEHHE
73 YKa3aHHOIO Juana3oHa. Bmecro
KJIaBUIITA _ MO2KHO HCIIOJIB30BaTb
KJIaBUIILY @ KJIABHATYPBI IpUOOpa.




24

I'PA®UNYECKUN UHTEP®ENC

OrmenuTs BBOJ, HHPOPMAIUT

Haxxkare mna kiaBunly |goiday: OK-
HO 3KPaHHOH KJIaBHATyPhl 3aKPOETCH,
BB€/IEHHbIE [aHHbIE IPUMEHEHDI He Oy-
AYT.

CrepeThb BBEIEHHOE 3HAUEHUE

KiaBuma g ly crupaer ImociegHuit
BBeIEHHBII cuMBoJ. Ecinm HakaTh n
YIIEP?KUBATH KJIABHUIILY, OyIyT yIaJIeHbI
BCe BBEJEHHBIE CUMBOJIBL. Ecimm cum-
BOJIBI OBLIHM IIPEIBAPUTENIBHO BBIIEIIE-
HBI, OJJHOKPATHOE Ha’KaTHe Ha KJIaBU-
IIy TakzKe ODEeCIeYUT CTUPAHUe BCEX
CHMBOJIOB.

Bsectu 3armasnyio 6ykBy

Hazxare ma xjmaBumry |y Iepen TeM,
KaK HayKaTb Ha OYKBY.

Ilokazars OyKBEI

Haxkarn na xnasumry [R5,

Ilokasare 1udpel, 3HAKK NIpPENUHAHUA,

CHUMBOJIBI

HaxxaTp Ha KJIaBHUIILY 1238

Ilepekai0unTh PACKIAJIKY KIABUATYPBI

Haxxarp wa  kjaBuIny W/ﬁ

JJs  BBOJA CTaHYT JOCTYIHBI pycC-
CKme /aHrmMiicKue OyKBBI.
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8. AuarHocTtuka coctosiHnsa unHtepdeiicoB

ITpu noax/IIOYeHnN K TeCTUPYeMOil CeTH, a TaKzKe IIPU IIPOBeIeHIN
U3MEPEeHnit JUarHOCTUKa COCTOsIHUS MHTepdeiicoB Ipudopa ocymecTs-
JISIETCST C TIOMOIIBIO TIAHEJN UHIMKATOPOB (CM. puc. 7.1).

Nunukarop | IIBer Cocrosinue Onucanue

COeIMHEHNE C TECTUPYEMBIM 000-
PYJOBAaHUEM YCTAHOBJICHO; HA WH-
3€JIEHBI | TOPHUT IOCTOSIHHO | JIMKATOPE OTOOparkaeTcsi 3HAUEHUe
CKOpPOCTH coefuHeHnst B Mo6wur/c

(10, 100 s 1000)

COeIMHEHNUsI HET; Ha WHINKATOPE
oTobpaxkaercs cioBo LINK

LINK

KpaCHI)IIL/'I TOPHUT IIOCTOAHHO

™ .. ., |MuUraetr mJm rOpUT ..
ATX 3€JIEHBIN UIET Iepejlada IaKeTOB
: TIOCTOSTHHO
repesada IaKeTOB HE OCYIECTBJIS-
— HE TOPUT
eTcs
RX .. ., |MuUraetr mJim rOPUT . ..
3eJIEHBIN UJET IPUEM IIAKETOB
TIOCTOSTHHO
— HE TOPUT IIPUEM ITAKETOB HE OCYIIIECTBIISAETCS

MIPOBOJUTCST  TECTUPOBAHUE  WJIK
Braouen pexuMm <«I[lmeitd»; Ha
3€JIEHBI | TOPUT IOCTOSIHHO | MHJIWKATOPEe OToOpaKaeTcs  ab-
OpeBHATypa TEKYIIErO PpPEXKUMAa
U3MepEeHUit

—
m
wn
—

H.

pexkum «IIleitc» BBIKIIOYEH, Te-
CTUpOBaHUE HE IIPOBOJUTCHA; Ha
WHIUKATOPE OTOOParKaeTcst CJIOBO
FREE

— HE T'OpUT

Tekymuit pexkuM m3MepeHnit obosHavaeTcss abOpeBHATYpPOl Ha WH-
jmkaTope TEST:

THR (throughput) AHaJu3 POITYCKHOM CITOCOOHOCTH.

LAT (latency) Ananns 3a1epKKH.

FRL (frame loss) AHau3 ypoBHs MTOTEPH KapOB.
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BTB (back-to-back) Ananms npesenpHO HATPY3KH.

LB1 (loopback layer 1 Ilneitd ma dusnaeckom (mepBOM) ypOBHE.

IIieiicp HA ceTeBOM (TpeTbeM) yPOBHE.

( )
LB2 (loopback layer 2) [lneitd na kanagIbHOM (BTOPOM) YPOBHE.
LB3 (loopback layer 3)

( )

LB4 (loopback layer 4 IIieiip HA TpaHCIIOPTHOM (4ETBEPTOM) ypPOBHE.
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9. Mopgkniouenne k NUT/DUT

9.1 BbIbop cxembl nogknoHeHUs

Lt IpoBeieHNs aHAJIN3a, CIIEIYEeT MOAKIIOYUTD IIPUOOP K TeCTUPY-
€MOMY YCTDPOICTBY /CEeTH B COOTBETCTBUU C OJHOIl M3 CXeM, IPUBEIEH-
HBIX HUKE.

IIpuMeyaHue: TPy TOJKIIOYEHIN K TECTUPYEMOl CeTH JTMarHOCTUKA, CO-
crosiuus uHTEpdeiicoB TPUGOpa OCYIIECTBIAETCS C MOMOIIBIO HAHEIN WHJIU-
KaTopoB (cM. pasmen 8).

B ciyuae TecTupoBanus ceTeil, comepKaIux yCTpoiicTBa, paboraio-
mue Ha KaHaabHoM yposae monenn OSI', mpu6op Bepkyr-MMT moz-
KJIIOYAIOT B COOTBETCTBUU CO CXEMOIl, npuBeiéHHon Ha puc. 9.1. B arom
cydae TeHEepUpyeMblii TpuOOpOM TpaduK I0KEH ObITh IepeHaIpaB-
JIEH 0OpaTHO IIOCPEICTBOM opranusanuu mueitda. IIpu sToM Bo BXoms-
mux makerax MeHsirorcst Mectamu MAC-aapeca OTIIpaBUTENST U IIOJIY-
qaresisd, 1 TpaduK BO3BPAIIAECTCA Ha MCXOIHBINA ITOPT.

_MAC1 MAC2
[MACd=MAC2[MACs =MAC| [MAC d=MAC 2[MAC s = MAC 1]

BepkyT-MMT | nopr AB) «—— < mopr A(B) lneiid
[MAC d=MAC I]MAC s = MAC 2 IMAC d = MAC I[MAC s = MAC 3] 2-ro ypoBHI

MACd — MACs

Puc. 9.1. Bapuant nogkmouenust 1

B cayuae TecTupoBaHus cereii, comepxKallux ycTpoiicTsa, pabora-
fomue Ha ceresoM yposre Mojesau OSI?, Bepkyr-MMT nosaxmouaor
B COOTBETCTBUHU C AHAJOTMYHON cxeMoil, nmpuBeaéHHol Ha puc. 9.2. B
oTJimyue orT Hpeﬂbl,[[y]l[eI‘O Cﬂyqaﬂ, BO BXOJLAIIUX ITaKeTaX MEHAIOTCH
Mectamu 1 MAC- u [P-anpeca ornpasureliss U moJiydareis, 1 TpaduK
BO3BPAIIaeTCs HA UCXOJIHBINA HOPT.

'"Hampumep, ceresoit kommyTaTop (switch).
2Hampumep, maprupyruzaTop (router).
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1P I,MAC 1 1P2,MAC 2

IPs=1P[IPd=IP2
[MAC d=MACRIMAC s =MAC 1|

IPs=1PI[IPd=1P 2]

NUT/DUT

BepkKyT-MMT | nopr A(BB) = - ——> nopr A(B) Ineiid
router - 3 o o
T T BHS
P —TPIPaPT] \EGRESD/ [IFs—PAIPd-TP] P

[MAC d=MAC I[MACs = MACR]| [MAC d = MAC RIMAC s = MAC 2

MAC d-—MAC s
IPd—IPs

Puc. 9.2. Bapuant noaxodeHus: 2

B ciyuae TectupoBaHusi cereil, comeprKaluX yCTPOUCTBA, CIOCO0-
Hble MapIIPyTU3uUPoBaTh [P-Tpaduk, MOXKHO UCIIOIB30BAThH JABa IIOPTA
(puc. 9.3). B arom ciydae makeTsl HEPEHAIIPABIIAIOTCS Ha APYTOH OPT
pubopa Mpu MOMOIIU MAPIIPYTU3ATOPA.

IP1LMAC 1 IP2,MAC2

[Ps=TP1IPd =1P 2]
IMAC d = MAC RIMAC s = MAC |

moprA  ——>

NUT/DUT

router =
o Y Ym

MAC R

BepkyT-MMT
PRy mopr B <—

Puc. 9.3. Bapuanrt nogkaouenus 3

Takzxe Bepkyr-MMT MozkeT ObITH ITOAKIIOYEH K CETEBOMY KOHIIEH-
TpaToOpy, TaKoe MOJKJII0UEeHNe MOKa3aHo Ha puc. 9.4.

[Ps=1P1IPd=1P2

[MAC d =MAC2|MAC's = MAC ]

moprA —>

BepkyT-MMT

moprB  «—

MAC d= MACIMAC s =MAC T

Puc. 9.4. Bapuaut noaxsodenus: 4

Ha cxemax IOAKJIIOYEHUA BBEIACHBI CJIEYIOINe 0003HAYCHUS]:

MAC s MAC-anpec ornpaBuTesis
MAC d MAC-anpec nonydaress
IP s IP-anpec ornpasuresns
IPd IP-anpec mosyuaress

MAC r MAC-anpec maprpyTusaTopa
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MAC 1 MAC-anpec npubopa Bepkyr-MMT

IP1 IP-agpec mpubopa Bepkyr-MMT. Ha puc.9.3 u
puc. 9.4 IP 1 — IP-anpec ceTu, B KOTOPOI HAXOIUTCSI
nopt A npubopa.

MAC 2 MAC-azpec y1ajiHHOTO yCTPORCTBA, BHIITOIHSIONIE-
ro GyHKIMIO IepeHanpasienus Tpaduka (mureid)

IP 2 IP-anpec ymajiéHHOrO yCTPOMCTBA, BBIMOJIHSIONIETO
dyukmio nepenanpasienns rpaduka (meid). Ha
puc. 9.3 u puc. 9.4 IP 2 — IP-axpec cetu, B KOTOpPOIA
HaxomuTcst mopT B mpubopa.

switch CeTeBoit KOMMYyTaTOP

router Mapmpyrusarop




30



9.2 BeiGop TOTmOJIOTUYN TECTUPOBAHUS 31

9.2 Bbibop TONoNOrMN TECTUPOBAHUA

Hacrpoiika Toronorun jijist 1MpoBe/IeHUs] TECTOB BBIIOJIHAETCS Ha
BKJaJike «Tomojorusi» B pexxume «Kouduryparus RFC 2544».

ﬁm KoHdurypaums REC 2544 05:54

Tononorua

3aroNnoBoK

[
Kagpbr

ponyermea

CrnocoGHOCTE

ARX

. _
EPHKa
|—I'IopT nepepauy-) I—I‘IopT npuéma— anef

B:TX

H W
KaapoB
BRX e
Harpyska

e

HaCTPOKK

CLH

Puc. 9.5. Bruanka «Torosiorusi»
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9.2.1 Tononorua A = B (B = A)

B nanmoM cilydae HCTOYHHKOM TECTOBOIO TpaduKa sIBJISETCS IOPT
A (B), a moiyuaresem — mopr B (A) momysns B5-GBE.

NUT
(DUT)

IlopT ucTounuka Ilopt nonyuarens

[Tpu BBIOOPE B KadecTBe IOJIyYaTe /s TeCTOBOIO TpaduKa OHOTO U3
moptoB Moayst B5-GBE, IP- u MAC-aipeca ncToYHUKA 1 TOJTyIaTeIs,
3aJaHHbIe Ha BKJIaJIKe <<3aI‘O.HOBOK>>, 6y,ZLyT aBTOMaTNYE€CKU U3MEHEHBI
na IP- u MAC-anpeca mopra A un B.

HeO6XO,ZLI/IMO Y4UTbhIBaThb, 9TO €CJ/IM CXeMa TeCTUPOBaHUA aHaJIOTHUYI-
Ha cXeMme, TPEJICTABIECHHON Ha puc. 9.2, T.e. TIOPTHI MO/ HAXOJSITCS
B Pa3HbIX MOJCETSIX, TO HEOOXOAMMO TIEPERTH Ha BKIAJKY «3ar0JJOBOK>
u Bpyunyto 3amarb MAC-anpec nonyuaresns. B manaom ciayaae MAC-
aJipec moJrydaresist JoJizkeH coorBercTBoBaTh MAC-aapecy 6smkaiire-
ro K UICTOYHUKY MapIiipyrusaropa. Ecim MAC-aapec MapiipyTusaropa
HeusBecTeH, cieayer nposectu ARP-3ampoc (em. pasmen 9.3.3).
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9.2.2 Tononorua A = A (B = B)

B JaHHOM CJIyd9a€ MCTOYHHMKOM M ITOJIydaTejieM TeCTOBOI'O Tpa(l)I/I—

ka siBsisiercst nopt A (B) momayns B5-GBE. Ilpu sTom HeoGxoaumo Bbl-

6paTh yCTPORCTBO, KOTOPOE OY/IET BBIOJIHATH IIepEHAIIPABJICHIE TECTO-
BOro Tpaduka Ha UCXOAHBIN MOPT: 9TO MOYXKET ObITh KaK JIPYroil mopT
MOJIyJIsI, TaK W JiIoOOe BHEIIHee YCTPOMCTBO, obsajaroniee (pyHKIIAEH

opranuszanuu muieiida.

ITo ymosrdaHuio B KadecTBe yCTPOMCTBA, BBIIOJIHSIONIENO epeHa-
npasjieHre TecToBoro rpaduka seiopan nopt A (B) momyiist.

NUT
(DUT)

JUi1st mepeHanpaBIeHnst TECTOBOTO Tpaduka
ucnonbs3yercs nopt B monyns B5-GBE

Ecnu nepenamnpasiienne TecToBOro Tpaduka 6y1eT BhIIOJIHATD BHEIII-
Hee yCTPOMCTBO, cjedyeT HayKaTh Ha KHOIKY BbIOOpa ycrpoiicTBa. [lpu
9TOM Ha dKpaH Oy/eT BBIBEICHO COODIIEHWE O HEOOXOIUMOCTH 3aaTh
IP- u MAC-apec ymanéunoro ycrpoiicra (cM. pasmei. 9.3).

NUT
(DUT)

-————>

Haxars st Be160pa
yRanéHHoro nuierda

(o 0)

LWneiid - YAANEHHBIN, Ho MAC

P

- MAC artoro \

or

ot IP

NUT
(DUT)

) T
p 0 nopra A. J
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9.3 HacTpoiika TecToBbIX NakeToOB

Hactpoiika 3nadennii mapaMeTpoB 3aroT0BKA BLITIOIHSIETCST Ha BKJIAI-
ke «3arojioBoky» B pexkxume «Kouduryparus RFC 2544 5.

ﬁm KoHdurypaums REC 2544 05:31

[
. Tononorus
ATX
3arofnoBoOK
ARX
IP uctounuka | 192.168.222.198 LR
A:FRE% - ——
CrnocoGHOCTE
. IP nonyuatens |192.168.222.199 [
3agepmra
B:TX \ [Rerepum,
KagpoB
MAC ucTtouHuKa | 00:21:CE:50:00:01
B:RX mereTsimn
- Harpyska
W
MAC nonyyartens | 00:21:CE:50:00:02 HACTPOIKK

-

©0:

Puc. 9.6. Briaaka «3aroyioBok»
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9.3.1 VYcraHoska IP- n MAC-agpecos

Hnst yeranosku [P- 1 MAC-aipecoB HCTOYHUKA ¥ TIOJTydaTes Cie-
JIyeT TMepeiT Ha BKIAJKY «3aroJIOBOK», HAXKATD Ha MOJIe BBOJA U BBE-
CTH 3HaYEeHHUE C IIOMOIBHIO SKPAHHON KJIaBUATYPHI.

IP uctounuka

[ 192.168.222.156”

[wanasou: 0.0.0.0 - 255.255.255.255

n @ . ) 6 . D 6 . ™

[ — > é . D @ _ v ’: ~
IP uctounuka | 192.168.222.156 E ‘ P — i - 4 “
[ 2] @ ~

o)

Hasarb st BBozta IP-apeca

IIpu 3amanuun MAC-anpecoB HEOOXOIUMO YIUTHIBATDH CJIEAYIOIIEE:

— B kavectBe MAC-ajpeca ucrounuka ykaswiaercs MAC-ampec
nHTEepdeiica OTIpaBUTEISI;

— €CJTM UCTOYHUK U TIOJIyYaTe/h COeTMHEHBI HATIPSIMYTO, 663 mpoMe-
JKYTOYHBIX MapIIpyTH3aTopoB, B KadecrBe MAC-aapeca mosyya-
Tesst ykazbiBaeTcst MAC-aspec untepdeiica moydaTes;

— €CIM MEXKJly MCTOYHUKOM M ITOJIyYaTesleM CYIECTBYET XOTsI Obl
OJTMH MapIIpyTu3aTop, B KatectBe MAC-ampeca mosrygaresist Heo6-
xoauMo ykazarh MAC-anpec 6ymKafIero K iCTOYHUKY MapIIpy-
THU3ATOPA.
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9.3.2 AsTtomaTtunyeckasa nogcrtaHoska IP- n MAC-agpecos

Hmeercss BOBMOXKHOCTEL aBTOMaTHYecKoil nojgcranosku 1P- 1 MAC-
aJpecoB.

00:21:59:0C:7:8 -

MAC uctouHuka

00:21:CE:14:8D:38

nopt A R E = MAC ucTouHuka

MAC nonyuartens

nopt B

Haxarp U151 aBTOMaTHYECKOH
noxcranoBkn MAC-anpeca nopra B

B srom ciayuae B kadectBe MAC-ajapeca MCTOYHMKA /IOy daTe/ st
6yzner nogcraien MAC-apeca soiGpannoro nopra (A wiu B).

IToxcranoBka IP-apecoB MpOUCXOJUT aHAJIOIUYHO: B KadecTBe [P-
ajlpeca UCTOYHMKA/TIoJyyaTess nojcrasisercs [P-aapec nopra A (B).

9.3.3 Onpepenedne MAC-agpeca nony4dartens

Hnsa onpenenennss MAC-ajpeca nosydaresns 1mo mspectHomy IP-
aJIpecy CJeyeT epeiiTu Ha BKJIAJIKY «3arojoBOK» U BBITOJTHUTH ARP-
3a11poc.

MAC nonyuartens |00:21:CE:14:8D:38 -

nopr A

IP uctouHuka
nopt B

Hasxare nnst npoenennst ARP-3anpoca

B pesynaprare ARP-3ampoca Bmecto Tekymero MAC-anpeca moty-
qaresst Oymer mozacrasien MAC-ajpec, coorBercrByforuit [P-agpecy
[IOJTy 9aTeJIsl.
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9.3.4 Bblbop pa3mepa kagpa

Bribop pasmepa Kajapa st IPOBeIeHUs] TECTUPOBAHNS BLITOJIHIET-
cs1 Ha BKIajke «Kaapol» B pexxume «Koudurypamus RFC 2544,

-

Kondurypauua RFC 2544

05:28

Tononorua

3aronosoK

Kagpb!

CNOCcoBHOCTE

3agepmra

e —

Kaapos

[peaenenaan

Harpyska

e

HACTPOMKKU

ATX
ARX (
64 1024
A:FRE
“E B
B:TX
L
B:RX
B:FRE% f
512 64

A
Mo ymonyanumo

Puc. 9.7. Bruagka «Kamgpbr»

Pasmepsr nepegaBaeMbIX KaJIpoB MOXKHO 33JIaTh JIByMsI CIIOCODAMU:

1. Beibparh cTagapTHbe pasMepbl B COOTBETCTBUU C METOIHKOM
RFC 2544 (knasumma o ymonyanumio): 64, 128, 256, 512, 1024,
1280, 1518 6aiit. IIpu 3TOM HMeEeTCs BO3MOXKHOCTD JIONOJIHATE b

HO 3aaTb OAWH Ka/Ip IIPOU3BOJILHOI'O pa3Mepa.

2. BBectu pasmepsnl KaJpoB BPYUIHYIO.
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Ecim oIpu IIpoBeJCHNN TECTUPOBaHUA HeO6XO,ZLI/IMO HCIIOJIb30BaTh HE
BCe pa3Mepbl Ka/JIpOB, HEHY2KHBIE 3HAYCHUA MO2KHO OTKJ/IIOYUTD.

m 256 —---»W( 256 W
- | v L )

Hasxars 17151 OTKIIFOUEHUS
pasmepa Kaapa
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10.

RFC 2544. BoicTpblii cTapT

OmnmcanHast HUXKE IIOCIEI0BATEIBHOCTD HEHCTBUIl TO3BOJISIET IIPO-
BepuTh paborocmocobHocTh TectoB Meronuku RFC 2544 u mosyquThb
HEOOXOIUMbIE HABBIKM JIJIsl IIOCJIEIYIONIEr0 BBLIIOJIHEHUs] aHAIN3a pe-
aJIbHBIX ceTeil U yCTPOMCTB.

1.

8.

Yeranosuth Moayib B5-GBE B nputop Bepkyr-MMT (cm. pas-
neit 6, crp. 19).

C momomipio Kabesst Ethernet, BXomsiiero B KOMIIIEKT ITOCTABKH,
coeimanTh IopT A u opt B momyiist B5-GBE.

[ToakmounTs K mpubopy OJIOK ITUTAHUSI.

BximiounTs mpubop.

[Tepeittu B pexkum «GBE» u ybeaurbcest, uro naaukaTop «Links
ropuT 3eJIE6HBIM (CM. pasfen 8).

[Tepeiitu B pexxum «Konduryparus RFC 2544» wa BrtagKy «To-
moJiorust» u BbIOpaTh mopT Tx — A, mopt Rx — B.

Ilepeittu B pexkum usmepennii «RFC 2544» u HazkaTh Ha KHOII-
Ky «BbIbop TecToBy. YOeauThCst, 9TO JJIs BBIIOJHEHUS] BHIOPAHDI
BCE TECTHI: IIPOITYCKHAsI CIIOCOOHOCTD, 3aJIePXKKa, MOTEPU KAIPOB,
npeJiesibHast Harpy3Ka.

Haxxare na xkHOUIKY «CTapTs.

ITocre BBITIOTHEHNE BCEX MEPEUNCIEHHBIX NeficTBUIl HAUHETCS TPO-
mecc TecrupoBanusi. HdopMaliust 0 pe3ysibTaTax TeCTHPOBAHUS IPe-
cTaBJieHa B pasieiie 14.

HpnMeanMe: AJITOPUTM IIPOBE/IEHNA TECTOB B CJ/Iy4dae aHaJIn3a peaJlb-

HBIX CeTell U yCTPOICTB onucaH B pasgene 11.
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11. RFC 2544. Anropntm npoBegeHusi TeCcToB

[poBeeHus Jroboro recra mo meromuke REC 2544.

[IpuBenéunbIil HUXKE AJTOPUTM IIPEJCTAaBJIAeT CODOM IOcenoBa-
TEJBLHOCTD JIeHCTBUI, KOTOPbIE HEOOXOINMO BBIIOJHUTD JIJIsl YCIIEIITHOTO

HeiicTBue

Crpas. MaTepuaJIbl

Veranosurs moxyias B5-GBE B nputop Bepkyr-MMT.

pazzen 6, ctp. 19

IToakmounts mpubop bBepkyr-MMT & Tectupyemoit
ceTu.

pazzesn 5, crp. 15
pazzen 9.1, cTp. 27

BxrounTs npubop.

B pexnme «Hacrpoiikuy BBITOTHUTE HEOOXOAMMBIE Ha-
crpoiiku cern !, mepeiitu B pexxum «GBE» u y6enurhes,
aro uaaukarop «Link» ropur 3eaéHbIM.

paszaen 8, cTp. 25

Ilepeiitn k pexumy «Kondwurypamus RFC 2544» na
BKJIQJIKY «TOmOJIOrusi» 1 BBIOPATH TOITOJIOTHUIO TECTUPO-
BaHUs.

pasznen 9.2.1, cTp. 32
pasnen 9.2.2, crp. 33

Ecn BeibpaHa TOmoI0rust, Ipu KOTOPOI CJIEIyeT BBIIOJI-
HUTb HACTPOWKY 3aroJIOBKa, MEPENTH Ha BKJIAIKY <«3a-
rojoBok» u 3agarb MAC- u IP-agpeca ncrounuka u 1mo-
JIydaTesisi.

pasnen 9.3.1, ctp. 35

Ilepeiitn na BRIanKy <«Kaaper» m BbIOpaTh HEOOXOMM-
Mble pa3Mephl KaJIpOB.

pazzen 9.3.4, crp. 37

IlepeiiTn Ha BKJIAJKY MPOBOAMMOrO TECTa W HACTPOUTH
€ro napaMeTphl.

paszen 12, cTp. 43

Ilepeittn Ha BKJIAJKY <« lomosHUTE/IbHBIE HACTPONKU»
¥ BBIIOJHUTH HACTPOUKY JONOJHUTEJIBHBIX ITapaMeTPOB
TECTUPOBAHUS.

pasznen 12.5, ctp. 50

10

st Hava a TECTUPOBAHMS CJIIEIYET IEePEefTH B PEXKUM
u3mepenniit «RFC 2544» u HaxkaTh Ha KHONKY «CTapT».
Kuonka «BeiGop TecTOB» MO3BOJISIET 381aTh JIJIsT BBITIOJ-
HEHHS BCE TECTHI WM OCYIIECTBUTH BBIOOPOYHOE TECTH-
posanue. [lo yMoI49aHUIO BBIIIOTHSIOTCS BCE TECTHI: IIPO-
IyCKHAsI CIIOCOOHOCTD, 3aJI€PXKKA, MOTEPH KAIPOB, IIpe-

JeJIbHasl Harpy3Ka.

MToxpo6roe omucanue npeacrasieso B 6pommope «Bepkyr-MMT. Yuusepcaib-
HBII aHAJIM3ATOP TEJIEKOMMYHUKAIMOHHBIX ceTell. PyKOBOICTBO MO 3KCILTyaTaIlUN».
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12. RFC 2544. Hactpoiika napameTpoB TecToB

st onTuMu3annu CKOPOCTU U MOBBIIIeHNs 3D MEKTUBHOCTH TTPOBE-
Jennst aHaJim3a B npubope B5-GBE mpemxycmorpera Bo3MOKHOCTD W3-
MeHeHUsl CTaHJapTHBIX (omnpenenéHubix Metogukoii RFC 2544) 3nave-
HU# 1mapaMeTpoB TeCTOB.

B coorBercrBun ¢ pexkomenganueii RFC 2544 pesysbraTbl TecTOB
[PEJICTABJISIOTCS B Tab/JIMYIHOM u rpadudeckoit popmax.

Sa,ﬂ;aTb SHAYCHUA ITapaMeTPOB TECTUPOBaHUA IJId IIPOBECACHUA aHa-
JIn3a MOXKHO JIBYM:I criocobaMu:

1. BeibpaTh cTangapTHbIe HACTPONKU B COOTBETCTBUU C METOIMKOI
RFC 2544.

2. IlpoBecTu HACTPOWKY BPYYHYIO B COOTBETCTBUHU C YKA3aHUSIMU
pasnesioB 12.1-12.5.



N
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12.1 NMapametpbl Tecta «lponyckHas cnocobHOCTbL»

ﬁ ! KoHdpurypauus RFC 2544 05:44

Tononorus

ATX
3aronoBoK
ARX
Harpyska (L1) 100/ % Kagpbr
= R
MponyckHasa
COOCOBHOCTL
. Mpoba, ¢ 2
. J
B:TX
PaspelweHnue, % 0.01]
B:RX

Harpyska

Mopor, % 1

—

HaCTPOKK

-
.

Puc. 12.1. Briagka «IIpomyckHasi ciocoGHOCTb»

Harpyska (L1) Buauenne dusmueckoii (L1) ckopocru B mporeHTax, Kour/c
nmu Mo6ur/c. Ilpn 3amannn HU3MIECKOH CKOPOCTH yUUTHIBA-
erca pasmep Ethernet-kagpa (sxmowas CRC), npeamGymbr n
MEXKKaJIDOBOI'O WHTEPBAJIA.

Mpoba, c Ilepuos Bpemenn, B TedeHrE KOTOPOTO BBITIOJIHSIETCS TTPO0a JTst
KazKJI0T0 33JJAaHHOTO B HACTPOHKaX pasMepa KaJIpa.

Paspewwetue, % Pasperrienne, ¢ KoTopbIM Oy/1€T IPOU3BOUTHCS IIOMCK IPOITYCK-
HOI crocobHocTr. HamMenbliiee 3HadYeHne pasperieHusi COOT-
BETCTBYET HAanOOJIbIIEl TOYHOCTH M3MEPEHUsI IIPOIIYCKHOM CIT0-
COOHOCTY KaHaJja W HaubOJIbIIIEMY BPEMEHU TECTa.

Mopor, % Ilopor momycTuMmbix oTephb. TecT cuuTaeTrcss IPOMIEHHBIM, €C-
JIM KOJTMYECTBO IIPUHATHIX IAKETOB OKa3bIBAETCS MEHBIIIE KOJIN-
YeCTBA IePEJAHHbIX Ha BEJIMYUHY JIOIyCTHMOTO IIOPOT'a IIOTEPb.
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12.2 nMapameTtpbl Tecta «3apep>xka>»

mﬁ KoHdpurypauus RFC 2544 05:43

[
. Tononorus
X [
3aroNnoBoK
A:RX K_
afpbl
KonuyecTteo npo6 3
CNocoBHOCTE
. I'Ipoﬁa, C { 120] 3agepHKa
. J

B:TX =

"

KaapoB

IiHarpyskw (Ll)—‘

Bpyu4Hyto
pyHHy CMOCOBHOCTbL
Lo

Harpyska

s

HaCTPOKK

A
x
M

Puc. 12.2. Bkiagka «3amepxkas

Konunyectso npob KonmyecrBo moBropeHunii Tecta Iisi KaXKIOro 3aJ1aH-
HOI'O pa3Mepa KaJpa.

Mpoba, c Ilepuon Bpemenu, B TedeHHE KOTOPOTO BBIIOJIHSAETCS
poba JJIst KaxKJI0r'0 3aJ[aHHOIO B HACTPOMKAX pasMepa
Kajpa.

IIpu BBIOOpPE «IIpomyckHas CrIOCOOHOCTBY aHAIN3 3aAEPKKHU OyIeT
[IPOXOUTh IIPU 3HAYEHUSIX HAIPY3KH, HOJIYIEHHBIX B PE3YJILTATE TECTa
«IIponycknasi ciocobrocTh». B 9TOM Citydae mepes aHaIu30M 331K~
KM cJiefiyeT mpoBecTu TecT «IIpomyckHast criocobHOCTD>.
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ITpu BBIGOpE «BpyuHyto» 1npu mpoBejieHUN TecTa OYAYT UCIOJIB30-
BaHbl 3HAUYCHU, 3a/laHHbIC I10JIb30BaTeIEM.

[ py3ku (L1) ‘
‘ Harpy3ku (L1) 645 L 100{]\% ﬁ 10246 | 100/\% ﬁ

TMponyckHan 1285 100/ % a 12805 100]% a
2565 100/ % E 15186 100/ % E
‘ we (e G| = (== ES
Hasarp 11 pyusoro @ W[

BBOJIa HATPY30K
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12.3 Tlapametpsbl TecTa «[loTepun kagpos>»

ﬁ ! KoHdpurypauus RFC 2544 05:42

Tononorus

3aronoBoK

KonuuecTtBo Wwaros Kagpbi

CNocoBHOCTE

Mpo6a, c

> [z
2| =
;

i 3agepxka

B:TX f
Makc. Harpy3ka (L1)
B:RX -

MoTtepu

, Harpyska

MuH. Harpys3ka (L1)

L HaCTPOKK

CLH

Puc. 12.3. Bkinagka «Ilorepu kamgpos»

Konunyectso waros KousiecTBo 1m1aro u3MeHeHUsl HATPY3KU.

Mpoba, c Ilepuon BpemeHu, B Te€UeHWE KOTOPOTO BBIMOJIHSIETCST
mpoba [1JIs KayKI0T0 33JaHHOIO B HACTPOHKAX pasMe-
pa KaJpa.

Makc. Harpyska (L1) ITosst TO3BOJIAIOT 33J1aTHh IUAIIA30H 3HAYEHUI HAIPY3-

MuH. Harpyska (L1) KU, Ha KOTOPOil OyIeT NMPOBOAMTHCS AHATIHU3 YPOBH:

norepb Kaapos. 3Hadenust pusndeckoin (L1) ckopo-
CTH 3a/IaI0TCS B IPONEHTaX, Kout/c miu M6éut /c. Ilpn
3aJaHUU PUBNIECKON CKOPOCTH YYUTBIBAETCS Pa3Mep
Ethernet-kapa (Bkmouast CRC), npeamGysbl u Mex-
KaJIpOBOTO MHTEPBaJIa.
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12.4 T[lapameTtpbl TecTta «[llpegenbHas Harpyska»

ﬁ ! KoHdpurypauus RFC 2544 05:41

Tononorus

3aronoBoK

..

ARX y
bl
KonuyecTteo npo6 50 SA8
. | I —
CNOoCOBHOCTE
. I'Ipoﬁa, [ [ 50] 3agepxka
L. v
B:TX [Rorepamn

KaapoB

Harpys3ku (L1
B:RX Py ( ) | MpegensHas

_ _?O \rh—rl ':L’:
Bpyu4Hyto
Py‘Hy CMOCOBHOCTbL

Puc. 12.4. Bxinagka «IIpenenbuast Harpyskas

CLH

Konunyectso npob KosnmyecTBo moBTOpeHMit TECTA IS KarXKIOrO 3a-
JAHHOT'O B HACTPOMKax pa3Mepa KaJapa.

Mpoba, c [lepuon Bpemenu, B TedeHIE KOTOPOT'O BBIITOJIHSIET-
cs1 mpoba JIsl KaXKJI0ro 3aJIaHHOrO B HACTPOMKAX
pasmepa kazapa (2-3600 c).

IIpu Boibope «IlpomyckHas CcrocOOHOCTL» aHAIN3 TPEAeIbHON Ha-
IPy3KH OYIeT MPOXOJUTh IIPY 3HAYEHUSX HATPY3KH, [TOJIy9eHHBIX B pe-
sysnbTaTe Tecta «IIpomycknas criocobnocThy. B aToM cityvae mepes ana-
JIN30M HATPY3KHU CjiefyeT mpoBecTu TecT «lIpomyckHast CliocOOGHOCTD,
3a/1aB 3HATEHNE TPOOLI HE MeHee 2 C.

ITpu BeIGOpE «Bpyunyto» npu nposejieHnn Tecta OyIyT UCIOIH30Ba-
HBl 3HAUEHUsI, 3a/IaHHble HOJIb3oBaTeseM. SHadenus dusuydeckoit (L1)
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CKOPOCTH 3aIal0TCsl B mporeHTax, kour/c wim Méur/c. Ilpu 3amanuu
dbusngeckoit ckopoctn yuntsBaeTcs pasmep Ethernet-kagpa (Bkimodast
CRC), npeambyJibl U MEXKKaJIPOBOTO MHTEPBAJIA.

[ pyaku (L1)

\
[ Harpyaku (L1) 645 100/| % E 10245 100/| % E
L N )

o e w (s )l - e

€nocoéHoCTE _————-

5125 100 ‘% E 96005 | 100"% E

Haxarp 115 pyysoro
BBOJIa HATPY30K
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12.5 [JononHutenbHble HaCTPONKMK

ﬁ ! KoHdpurypauus RFC 2544 12:49

ATX
3aronoBoK
ARX TR
agpet
A:FREE]
Bpema me CNOoCOBHOCTE
P nay 7000
npo6amu, Mmc
- < 3ageprKa
BiTX o
Kagpos
B:RX Bpemsa o6yueHuns, Mc 2000 m
Harpyska
. v
B:FREE

Aononx.
ot

Sl

Puc. 12.5. Bxiagka «/lonosHuTE/IbHBIE HACTPONKI>

Bpemsi mexay npobamu, mc Bpemsa mexk iy okoHUaHIEM OHOM IPOOBI U OT-
IPaBKOI 00yYAaloIero KaIpa.

Bpems obyuerusi, mc Bpewms, gepes koTopoe HAUHETCST TECTHPOBAHME
[10CJIE€ OTIPABKYU O0YYAIOIIEro Ka Ipa.

IIpumeuanune: obygaronuit Kaap — Kap, 3aroJJ0BOK KOTOPOT'O COJIEPIKUT
onmuakoBble MAC-asipeca ornpaBuTesisi u nosydaress. Korga KOMMyTaTop
[IOJIy9aeT TaKOH KaJp, OH OT(UIHLTPOBBIBAET €r0, T.K. BBIXOIHON mHTEpdEiic
coBmajaeT co BXoAHbIM. IIpu sTom KomMmyTaTop cuntoiBaer MAC-aapec ot-
MIPABUTEJIA U 3aIlOMUHAET HHTEPdENC, ¢ KOTOPOro OH OBLI MTOJIy9eH.

Corsnacuo meronuke RFC 2544, 3nadenune wHTEpBaja COCTABJIS-
er 7000 mc (2000 mMc OTBOAMTCSI HA IIOJYYEHHE OCTATOYHBIX KaJpPOB,
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5000 Mc — Ha pecTabUIIM3AIMIO TECTUPYEMOrO yCTPOCTBa), & 3HAUEHUE
obyuenust — 2000 mc.

[Tonb3oBaTe b MOXKET 33/1aBaTh TPOU3BOIbHbIE 3HAYEHNS UHTEPBA-
jga B mpeaenax or 100 mo 10000 mc, BesmduHa oOyUeHUsT HE TOJIKHA
6b1Th Menbire 100 mc u npesbimars 10 000 mc.
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13. RFC 2544, lNpoBegeHue aHannsa

Ilocite BeIMOTHEHNST BCEX HACTPOEK B COOTBETCTBUU C AJITOPUTMOM,
IIPUBEJIEHHBIM B pazjieiie 11, ciejayer mepeiiTu B peKUM U3MEPEHHit
«RFC 2544». Tlo ymosraanuio OyjiyT IPOBEIEHBI BCE TECThI METOIUKHI
RFC 2544: npomyckHasi ClIOCOOHOCT, 3aJIepKKa, IOTepH KAJIPOB, IIpe-
JiesibHasi HArpyska. it BBIOOPOYHOrO TECTUPOBAHUSA CJIEyeT HAXKATH
Ha KHOIIKY <<BI)I60p TeCTOB» M CHATH BBIJCJIEHHNE C TECTOB, KOTOPbIE
BBIIOJIHATE HE HYXKHO.

3 oz o0

MponyckHasn
CHOCOBHOCTE

3agepmra

e —

K poOB
— any
CMOCOBHOCTE W

Harpyska

R

MoTepu KAQPOB

VIB MpuHnaro: 0.000 MB

A
SEBSRREEISS ”

Puc. 13.1. Pexxum nsmepennit «RFC 25445 : Boi6op TecToB

31l

©
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13.1 CrapTt TecToB

TecTupoBanue HauuMHaeTcsa IOCIe HaxKaTha Ha KHonkKy «Craprs.
IIpu sTOM B BepxHeil 4acTU dKpaHa IIOABJISETCS UHIUKATOP BPEMEHH
TeCTUPOBaHUs, KOTOPBIl 0ToOpazkaeT BpeMs, IIpoIIeiiee ¢ Hadala 3a-
IIyCKa TecTa, U BpeMsl, OCTaBIIeecs 10 OKOHYAHUS TeCTUPOBaHUs, B bOp-
MaTe «IIMMiCe» (CM. pasged 7.3).

(I npowno 00:20:25, octanock 02:20:36 )

JlmarsocTuka cocrognus HHTepdeiicoB Ipubopa OCYIIEeCTBIAETCS C
HOMOIIBIO NAHeH HHIAUKATOPOB (paszzes 8).

OKo0JI0 HAa3BaHUsI TECTA, BBLIIOJIHIEMOrO B JIAHHBI MOMEHT, 0TOOpa-
2KaeTCsl 3eJIEHBII MUTAONINN KPY2KOK.

i oz

@ npowno 00:01:25, octanock 00:24:23
[
3agepiKa
64 0 0 (%)
128
256
512

MepegaHo: 7792.618 MB MpuHaro: 0.000 MB

| e —

Puc. 13.2. Bemomnusierca tecr «IIpomnycknast crocobHOCTE»

@ & @00 E8EBEIEEE

WNudopmariust 0 KOJIMIECTBE EPEJIAHHBIX U IPUHATHIX OARTOB 0TOO-
paxKaeTcsd B HIDKHEN JacTu dKpaHa.
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13.2 OnpepeneHne cTatyca TecTta

Cocrosinre BceX TECTOB, KPOME TeCTa IOTEPH KaJIpOB, BHIBOIUTCS
B KojioHKe CocTosine. CocTosiHre TecTa IMOTEPU KaJIPOB OIIPEIeJIsIeTCsI
IMOJIb30BATEJIEM CAMOCTOSATE/IFHO, T.K. HE MOXKET ObITH MHTEPIPETUPO-
BAHO OJHO3HAYHO.

0 st TeKyIero pasMepa KaJpa BbIIOJHEHUE TeCTa 3aBEPIIEHO.

@ Tl TeKyIero pa3mepa KaJipa BBIMOJIHSAETCS MPOIECC TECTUPO-
BaHUS.

9 B pesysnbrare morepu COeIMHEHHS WX OCYIIECTBJIEHUSI HEKOP-

PEKTHBIX HACTPOEK BBIIIOJIHEHUE TeCTa OKOHYUJIOCH HEYIaIHO.

B npomecce tectupoBanus 6biia Haxkara KHonka «CTors.

13.3 TlepekntoyerHune rpacpuk = Tabnunua

PesysbraThl TECTHpOBaHUs OTOOPAXKAIOTCA B TaOJIUIHON M Ipadu-
qeckoit dopwme. Ilepekmodenune mexkmay dhopMamMu OTOOpaKEHUsT OCY-
IIIECTBJISIETCA C TOMOINBIO HAXKATHsI Ha 00JIaCTh IKpaHa, COMEPIKAIILYIO
TabuIly wian rpaduk.

[ne000] TpowinG 00:00:59, ocTanoce 172625 ) — X e —
g s
] 3 a0

64 100.00 1488095 ° i
- 128 100.00 844594 [V] - g
[pamd 256 100.00 452898 [V) - ':g: o - § N 8 |
- 512 100.00 234962 ° - g § § § § §
) 1024 100.00 119731 [V) 3 § —E e e e _,,é
- 1280 100.00 0 [%) [ar) § 3 3 3 § '§ §
Y - o % 5 § : g
B0 B J 8 i3 8

Paswep xaapa, 5
a Nepepano: 123.533 MB Mpunsito: 123.158 MB a Mepepano: 1930.006 MB MpunsTo: 1929.833 MB
@ —— —— @ — ——
Haxarp n1s1 nepexoza

K Tpadudeckoii popme
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14. RFC 2544. Pe3ynbTaTbl aHanu3a

14.1 TlponyckHas cnocobHocTb. Pe3ynbTaTbl aHanm3a

o L[S oz .

( npowno 00:00:59, octanock 17:28:29
MponyckHasa 0
CNOCODHOCTE
—
RX 3agepmra
100.00 1488095 Q
e —
128 100.00 844594 KagpoB
256 100.00 452898 \Tezreren
512 100.00 234962 R
1024 100.00 119731
1280 100.00 0

Mepegaro: 123.533 MB MpuHAaTo: 123.158 MB

o
i

Puc. 14.1. Pesynbrarsr Tecta: Tabinna

el lllllill

Kagp Bagannbiii B pexxume «Koudurypamus RFC 2544» pasmep
kaJpa (B GaifTax).

Harpyska, % Bagannoe B pexkume «Koudurypanuss RFC 25445 3navenune
narpysku L1 (B %).




58 RFC 2544. PE3VJIbTATHI AHAJIU3A

Kagp/c TlostyueHnHoe B pe3yJibTare aHAIN3a 3HAYEHUE TTPOITYCKHOM CII0-
cobuocru. Ilpn maxkaTnm Ha KHONKY Kaap/c mpomcxomuT BbI-
6op emuuur, usmepenuss — Mo6ur/c L2, M6ur/c L3, Méur/c
L4 wim xanp/c.

Boibop eaunul] u3MepeHust CLy>KUT JIjisd [IePecuéra MOJIe3HON
COCTABJISIONIENl HATPY3KM B COOTBETCTBUU C OIPEAETEHHBIM
YPOBHEM:

— KaHajabHbIA ypoBenb (M6ut/c L2): yunTbiBaercs Tob-
ko pasmep Ethernet-kaapa (sxkiouas CRC);

— cereBoit yposeub (M6ut/c L3): yuurbiBaeTca pasmep
Ethernet-kanpa 6es CRC, Ethernet-zaronoska, VLAN-
n MPLS-metoK;

— TpancnoprHeiil yposenb (M6ut/c L4): yuursiBaercs
pasmep FEthernet-kagpa 6es CRC, Ethernet- u IP-
zarosoBka, VLAN- u MPLS-meTok.

CocTosiHne CwM. paszgen 13.2.

st epexosia K rpadudecKoMy IIPEICTABICHUIO PE3YILTaATOB Te-
CTUPOBaHUS HEOOXOIMMO HAXKaTh Ha 00JIaCTb TaOJINIIHL.
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Y w254 1304
npowno 00:01:29, octanock 17:25:25
(Eieg ( v

ARX

[=
(=]
o
o

Harpyska

MNMponyckHas cnoco6HOCTL, MBUTIC

64 128 256 512 1024 1280
Pasmep vagpa, B

MepepaHo: 1930.006 MB MpuHaTo: 1929.833 MB

| —

Puc. 14.2. Pesynprarsl Tecta: rpaduk

_RI1J] | H

IIpu HaxkaTuM Ha KHOIIKM MaKC. U aBTO ITPOUCXOIUT IEPEKTIOUeHNe
MeXKIy ABYMsI BAapHAHTAMH I'PAMDUIECKOTO IPEICTaBICHUS PE3YILTATOB
TEeCTUPOBAHUSI:

aBTo MakcumaJibHOe 3Ha4YeHre 10 och Y COOTBETCTBYET MaKCHMaJlb-
HOIt ckopocTu coequueHusi. [IycThie cTOMOIBI OTOOPAXKAIOT MaK-
CUMAaJIbHOE TEOPETUIECKOe 3HAUEHNE MPOIYCKHOM CITOCOOHOCTH.

MaKc. MaxkcumaJibHOe 3HaY€eHre 0 OCH Y COOTBETCTBYET MAaKCHMAJIb-
HOMY U3MEPEHHOMY 3HAYEHUIO IIPOITyCKHOM CIOCOOHOCTH.

IIo ocu X B 0b6oux cirydasx OT/IOYKEHbI 3HAUEHUS, COOTBETCTBYIOIINE
pa3Mepy Kajpa B baiiTax.

Ha zamosimennnix crobnax auarpaMMbl OTOOPAXKAeTCs IOJIyIeH-
HOe B pe3yabTarTe TECTUPOBaHUsI 3HAYEHNE IIPOILYCKHON CIOCOOHOCTH
B KaJIp/C U B IPOIEHTaX OTHOCUTEJLHO 3a/[AHHON HATDY3KH.
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=]

14.2 3apep>xka pacnpocTtpaHeHusi. Pe3ynbtaTbl aHanmn3a

o o) oz

ock 00:01:41

RX
100.00 0.001 Q
128 100.00 0.001
256 100.00 0.002
512

MNepegaHo: 1055.867 MB MpwuuaTo: 1055.346 MB

(T
i

Puc. 14.3. PesynbraTshl Tecta: Tabymia

e@oI208: 08

Kaap Samannbiii B pexkume «Kondurypanns RFC 2544» pasmep kaapa
(B Gaitrax).

Harpyska, % 3HadeHne MPOITyCKHOM CIIOCOOHOCTH, 3a/IaHHOE TI0JIb30BATEJIEM B
pexume «Koudurypanuss RFC 25445 myn nojiydeHHOE B Pe3yYJIb-
Tare Tecta «lIpomyckHass cltocOGHOCTE>.

BpeMﬂ, MC HonyquHoe B pe3yJjibTaTe aHa/ln3a 3HaYCHUE 3aJI€P2KKU.

CocTosiHue Cwm. pazgen 13.2.

st mepexojia K rpaduvaeckoMy IIPeICTaABJIEHUI0 Pe3yJIbTaTOB Te-
CTUPOBAHUSI HEOOXOANMO HaXKaTh Ha 00JIaCTh TAaOJIUIIBI.
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o [% oz

i mpoiuno 00:01:15, octanock 00:02:33 )

e
[=]
o
=1

3apepxka

3agepxKa, MC
P
[=]
(=]
(=]
®

ﬁ 0-
64 128 256 512
Pasmep vagpa, B

MepepaHo: 1095.302 MB MpuHsaTo: 1095.302 MB

A
e it

Puc. 14.4. Pesynprarsr Tecta: rpaduk

Ha jpmarpamme mjist Kaxkaoro pasmepa Kajapa 0ToOparKaeTcsi CTOJI-
Oer1, BBICOTa KOTOPOT'O COOTBETCTBYET M3MEPEHHOMY 3HATEHUIO 38, 1€ PK-
K.
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14.3 VYposeHb noTepb kagpos. Pe3ynbTaTthl aHanusa

E

m REC 2544 05:28

ATX CNOCOBHOCTE
ARX 3ageprKa
64 100 0
Motepu
128 100 0 o
256 100 0
™ 512 100 0

R

X

MNepegaxo: 646.586 MB MpuxAaTo: 646.586 MB

T

Puc. 14.5. PesynbraTsl Tecta: Tabmia

R T HHE HAdl

Kaap Samannbiii B pexkume «Kondurypanns RFC 2544» pasmep kaapa
(B Gaitrax).

Harpyska, % 3HadeHne MPOITyCKHOM CIIOCOOHOCTH, 3a/IaHHOE TI0JIb30BATEJIEM B
pexume «Kouduryparus RFC 2544 5.
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Motepu, % [Tonyuennoe B pe3ysbrare aHajn3a 3HAYEHHE YPOBHS IOTEPbD.
IIpu HaxkaTum Ha KHONKY [loTepu, % mpomcxomuT BEIGOD eMHUTY
n3mepennsi — M6éur/c L2, M6ur/c L3, M6ur/c L4 umm xkanp/c.
BrIiGop eguHMIl H3MEPEHUST CIIYXKUAT IS IepecyéTra IO0JIe3HON Co-
CTaBJIAIONIEHl HAIPY3KH B COOTBETCTBUU C OIIPEIEJEHHBIM YPOB-
HeM:

— KaHaJbHBIA yposeHb (M6uT/c L2): yunmTeiBaeTCS TOJIBKO
pasmep Ethernet-kanpa (Brmowas CRC);

— cereBoit yposerb (M6éut/c L3): yumreiBaeTcs pasmep
Ethernet-kagpa 6e3 CRC, Ethernet-zarososka, VLAN- u
MPLS-merok;

— TpaHCHOpPTHBINA ypoBeHb (M6ut/c L4): yaurbiBaeTca pas-
mep Ethernet-kaapa 6e3 CRC, Ethernet- u IP-3aromoska,
VLAN- u MPLS-meToOK.

Jlnst mepexojia K rpauvueckoMy IIpeICTaBJIEHUI0 pe3yJIbTaToB Te-
CTUPOBAHUSI HEOOXOANMO HaXKaTh Ha 00JIaCTh TaOJIUIIBI.
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e

100 : : . . . — crnocoBHoCTE
é. 1 bk ! ! ; [ o o
5 80
Easy) ]
]
40 -
20_ ..........

100
Harpyska, %

MepepaHo: 646.586 MB MpuHnaTo: 646.586 MB

A

Puc. 14.6. Pesynprarsr Tecta: rpaduk

3

@&d@0

Ha rpaduke nokazana 3aBUCHUMOCTb YPOBHSI IIOTE€Pb KAJIPOB OT Ha-
rpy3ku. [lo ymosrqanuio Ha SKpaH BbIBEJEHBI KPUBBIE [IJIsI BCEX 3a/IaH-
HBIX B HACTPOWKax pa3mMepoB Kajpa. C IMOMOIIbI0 HaXKaTusi Ha 3dJie-
MEHTBI JIETEH/IbI, PACIIOJIOZKEHHOI CIIpaBa OT I'paduKa, MOXKHO CKPBITDH
Wi 0TOOPa3UTh KPUBBIE, COOTBETCTBYIOIIUE YCTAHOBIEHHBIM Pa3MepaM
Ka/IpOB.
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14.4 TpepenbHas Harpy3ka. Pesynbrtatbhl aHanusa

2 :
L P oz o513

- , ocTanock 00:04:10
- 100.000 6.00 (V]
- 128 100.000 6.00
256 100.000 6.00 MpeaenbHas
- Harpy3xka O
512 100.000 0.00 -
‘ MNepegaxo: 241.983 MB MpuxaTo: 241.612 MB

Puc. 14.7. PesynbraTsl Tecta: Tabimia

Kapp

Bagannbiii B pexkxume «Koudurypamus RFC 2544» pasmep
kazpa (B Gaiitax).

Harpyska, %

3HaueHue MPOILYCKHOMN ClI0COOGHOCTH, 3 JaHHOE IT0JIb30BaTEIEM
B pexxume «Koudurypanuss RFC 2544» wim mosydeHHoe B
pesyabrare Tecta «IIpomyckuast crrocoGHOCTD».

Bpewms, ¢

Bpewmsi, B Tedenne KOTOporo ycTpoiicTBO CIIPABIISIETCS C 3a1aH-
HOIT HArpy3Koit. Kciin BpeMsi, B TeueHne KOTOPOTO TECTUPYEMOE
YCTPOUCTBO BBIJEPXKUBAET 3aJlaHHYI0 HArpy3Ky, OINpee/nuTb
He yaanock, B cronbre CocrosHne BuBoguTcs @, a B cronbe
«Bpewmst, ¢» — npouepkn.

IIpu nazkatuu Ha KHOUKY Bpemsi, c oTrobpaxkaercs crosber Ko-
JINYECTBO, B KOTOPOM ITPEJICTABJIEHO KOJIUYECTBO KaJpPOB, IIe-
PEIJaHHBbIX 34 BpEeMd TE€CTUPOBAHUSA.

CocTosiHue

Cwm. pazzes 13.2.
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Jlnst mepexojia K rpaduvueckoMy IIPeICTABJIEHUI0 Pe3yJIbTaTOB Te-
CTUPOBAHUS HEOOXOINMO HAXKATh Ha 00JIaCTh TAOJIUIIBI.

o

0 npowno 00:03:20, ocTanock 00:07:41

RFC 2544

61— f— f—

R

3
Bpems, ¢

-
PRI IS B R A AR

MpegenbHan

9023158 kagpos

&=
2
B
B
B

Mepepaxo: 116.147 MB

Pasmep vagpa, B
MpuHaTo: 115.949 MB

R 1118

il

e—

Puc. 14.8. Pesynprarsr Tecta: rpaduk

Ha jpmarpamme jjisi Karkjoro 3aJlaHHOTO pas3Mepa Kajipa oTobpa-
2KaeTcsi CTOJIOEI], BBICOTAa KOTOPOI'O COOTBETCTBYET BPEMEHH, B T€UEHUE
KOTOPOI'0 YCTPOMUCTBO CIPABJIAIOCH C IPeJeJbHON Harpy3KOil.

Ha cronbrax mumarpamMMbl 0TOOparKaeTcst KOJIUIECTBO MAKETOB, IIe-
PEIaHHBIX 38 BPEeMs TECTUPOBAHUS.
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15. Opranunsauyunsa wneiida

Jns TecrupoBanust ceteit o meromnke RFC 2544, namepenust BER
U pelteHusl IPpYyruxX 3a/1a4d UCIOJIb3yeTcs pexknM usmepenuii «I1leiidy,
KOTOPBIi [TO3BOJISIET TEPEHAIIPABJISATE OOPATHO MIPUXOISINNIL Ha ITPUOOP
TpaduK Ha Y9eThIpEX ypoBHsxX mojean OSI.

Wneiidy 05:37

B
| =)

ATX

OTKNHYEH

ARX

B:TX

B:RX

ClH

Puc. 15.1. Pexxum uzmepennit «I11eiid»
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15.1 OO6uwwe cBeageHuns

Ha dusunyeckom yposae (LB1) Becoh Bxogsmuii Tpaduk nepena-
npaBJisieTcst 00paTHO 63 U3MEeHEeHMIA.

Ha kanasbHOM ypoBHe (LB2) Bce Bxojsiue KaApbl lepeHAIIPaB-
JISTIOTCST OOPATHO, TP 3TOM MOTYT MeHsIThcst Mectamu MAC-ajipeca o1-
[IPABUTEJIST U TIOJTy IaTeJIsl.

Ha cereBom ypoBHe (LB3) Bce Bxojsiye makerbl lepeHanpas-
JISTEIOTCsT 0OpaTHO, Tipu 9ToM MeHstrorest Mectamu MAC- u [P-anpeca or-
[IPABUTEJISA U TIOJTy YATEJIS.

Ha Tpancnopraom yposae (LB4) Bxojgamuii tpaduk mnepena-
TIpaBJIsIeTCsS OOPATHO, TTPU ITOM, TToMuMoO TepectanoBku MAC-anpecos
u IP-anpecos, menstiorcst mecramu Homepa TCP/UDP nopros ormpa-
BUTEJIS U [TOJIYIaTeIs.

IIpumeuanne: s mteiiba KaHAJIBHOTO, CETEBOTO W TPAHCIOPTHOIO
YPOBHE MOBPEXKIEHHBIE TTAKETHI HE TIEPEHAIIPABJISTIOTCS.

IIpumeuanue: s nuieiida KaHAJIBHOTO, CETEBOTO M TPAHCIOPTHOIO
yposreit nakersl ¢ oguHakoBbiMu MAC Dst u MAC Src, a tak ke 60ku
nauabix nporokosia OAM (OAMPDU) u ARP-3anpockl, coaepzxkamuecss BO
BXO/IAIIEM TpaduKe, HE IEPEHATIPABIISTIOTCS.

IIpumeuanne: eciou Bxomsimuii maker cogepkutr MPLS merky, on Oymer
IepeHaInpas/ieH 0e3 N3MeHEHUs €€ 3HAUCHUS.

IIpumeuanue: npu opranuzaruu muieiia Ha (HUTIECKOM YPOBHE Be-
JETCsT CTATUCTHUKA 110 MPUHUMAEMOMY TpaduKy; s Ijeiida KaHAJIbHOIO,
CETEBOT0 W TPAHCIOPTHOIO YPOBHS BEAETCS CTATUCTUKA 10 ITPUHIMAEMOMY
u miepegaBaeMoMy Tpaduky.
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15.2 BkntodeHune wneicda

s Broovyenust muieiicda ua opry A (B) caenyer nepeiitu B pexkum
u3mepenuit «Illneiic» u HaxkaTh Ha KHOUIKY ¢ 1uPOii, COOTBETCTBYIO-
el Hy?KHOMY 3HAYEHUIO YPOBHSA ILIelda.

| Mopt A |

| -

‘ Ha nopry A Brutouén
uteii¢ 1-ro ypoBHs

Hasxarp mist BKITtOUEHUS
nuieida 1-ro ypoBHs
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16. Tector TCP/IP

Tectbl, onucanubie B JIAHHOM pa3zjesie, HeOOXOIUMbBI IIPU IIPOBE-
JICHUH aHaJn3a B CETHX, COJEPIKAIIUX YCTPOUCTBA, OCYIIECTBIIAIONINE
KOMMYTAIIAIO U MAPIIPYTU3AIMIO [IePeJaBaeMbIX MaHHbIX. C TOMOIIBIO
TCP/IP TecToB MOXKHO OOHADYKUTH MPOBJIEMBbI, CBA3AHHbIE ¢ KOH(bHU-
rypaiueil cetu, ybeIuThCsd B CBA3HOCTH KaHaJa MEXKJY y3J/laMU CeTH,
OIIPEJIESIUTDL MAPIIPYTHI CJIEJIOBAHUS ITAKETOB, ITPOBEPUTH PabOTOCIIO-
COOHOCTH U OIEHUTH 3arPY?KEHHOCTH KAHAJIOB HEPEeadn.

Hnsa nonkmouenus npubopa bBeprkyr-MMT k rTectupyemoit cetu
MOTYT HCIOJIb30BAThCsI B JIF000M KoMOWHaIuu mopThl A u B mMomyss
B5-GBE, nopr LAN npubopa, a Tak:ke J1060i U3 9TUX TOPTOB CAMO-
CTOSITEJIHHO.

LAN, A,
BepkyT-MMT |"* g™ ————

Puc. 16.1. BapuaHTbl NOAKIIIOYEHU

IIpumeuanne: pexxumbl usmepenuii Ping, Traceroute, Arp, Arping u
FTP/HTTP B 6a3oByio koHMUIYPAIUIO HE BXOIAT; JOCTYIIHBI IPU JOMOJ-
HUTEJIbHOM 3aKa3€e OIIIUH.
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16.1 Ping

Pexxum namepennit «Ping» mossoJisier onpeieuTb JOCTYIHOCTD Ce-
TEBBIX YCTPOWCTB, a TaKyKe OIEHUTb BPEMsl OTKJIMKA (BpeMsi MeKJLy
OTIIPABKOII 3aI1pOCa ¥ HOJIyI€HIEM OTBETA).

st mpoBeieHnst TECTUPOBAHUSI CJIeAyeT BBITOJHUTD AEHCTBUs, TIe-
pevnCIeHHbIe HUXKE.

HeiicTBue Crpas. MaTepuaJIbl

1. | [lopksounTs npubOP K TECTUPYEMOI CETH. puc. 16.1, ctp. 71

Y6enuThbcst, YTO BBIIOJHEHA KOHMUIYPAIUs CETEBOIO
unTepdeiica’.

B pexume «CereBble yTUINTBI» IIEPEATH B PEIKUM U3~

Meperuil «IP yrunurer» Ha BKIIagky «Pings. puc. 162, ctp. 73

B nosie Host/IP Beectn IP-azpec nim gqomennoe nms y3-
4.|Jy1a ceTH, AOCTUXKUMOCTH KOTOPOI'O HEOOXOIMMO IpoBe- | pazzest 7.4, cTp. 23
pUTD.

Haxarp na kHONKy <«MHTepdeiic» s BbIOOpa
5. | mHTepdeiica, € KOTOPOro OyAeT OCYIIECTBIISITHCS puc. 16.2, cTp. 73
TECTUPOBAHUE.

B mosre Hucno 3anpocos BBECTH KOJIMYIECTBO OTIIPABJIsAe-
ey
MBIX TIaKeTOB. Eciin HazkaTh Ha KHOIKY [y (<«GeckomHed-

6. puc. 16.2, cTp. 73
HO» ), IAKETHI OY/LyT OTIPABIIATHCA IO TE€X IIOD, IOKa He
Oymer Haxkara KHONKa «CToIs.

7.| Haxxarp na kHOnky «CraptT». puc. 16.2, crp. 73

B pesyiibrare BBIIOIHEHUS HEPETINCIEHHBIX JefiCTBII Ha 9KpaH Oy-
JLyT BBIBEJIEHBI CTPOKH, COJIEPIKAIIIE CJIe/y oIy 0 HHOpMaImio (cieBa
HAIIPaBo):

— paszmep ICMP-naxkera;

— IP-anpec y3ia cern, OTBETHBIIIETO HA 9XO-3aIIPOC;
— HOPSAJIKOBBI HOMED MAKeTa;

— TTL (Bpemsi )KU3HN HAKETA);

— BpeMsl OTKJIMKA.

lonpo6uoe onucanue npeacrasieno s 6poumope «Bepkyr-MMT. Yuusepcain-
HBII aHAJIN3ATOP TEJIEKOMMYHUKAIMOHHBIX ceTel. PyKOBOICTBO MO 3KCILTyaTaIlUN».



16.1 Ping

73

ITo pesynabratam TecTupoBanusi GOPMUPYETCS CTATUCTUIECKUN OT-
49T, B KOTOPOM 0TODpazkaeTcss NHMOPMAIIHS O KOJUYIECTBE [I€PEJAHHbIX,
MIPUHSATHIX, MIOTEPSIHHBIX MAKETOB, a TaKyKe O MUHUMAJILHOM, CPEJIHEM
U MaKCUMaJIbHOM BPEMEHU OTKJIUKA.

IP yTunutbi

17:06

—

Host/IP "srv.ddg
L

PING srv.ddg (192.768.
64 bytes from 192.168.

€4 bytes from 192.168.
64 bytes from 192.168.
€4 bytes from 192.168.

64 bytes from 192.168.

222.

222.

222.

222.

.100) :
.100:

—--- srv.ddg ping statistics ——-

56 data bytes
seq=0 tt1=64 time=15.857 ms

: seq=1 tt1=64 time=0.400 ms

: seq=2 tt1=64 time=0.407 ms

: seq=3 tt1=64 time=0.512 ms

: seq=4 tt1=64 time=10.224 ms

5 packets transmitted, 5 packets received, 0% packet loss
round=trip min/avg/max = 0.400/5.480/15.857 ms

Traceroute

e

l—chnu sanpocos——

-

Puc. 16.2. Ping: npumep pe3ysbTaToB TECTUPOBAHUS

cpeaHee
Host/IP ITone nyst BBOsTA IP-asipeca nin IoMeHHOTO UMEHH y3J1a CETH.
Nutepdpeiic Beibop unTepdeiica, ¢ KOTOPOro 6yIeT OCyIECTBISITHCS Te-

CTUpPOBaHHUE.

Yucno 3anpocos

TTone JJId BBOJIa KOJIMYECTBaA OTIIPABJ/IACMBIX ITaKEeTOB.

Crapr

Bamyck Tecra.
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16.2 Traceroute

Pexxum uzmepenuit «Traceroutes wucrosb3yercst Jijist OpeJeIeHust
MapUIPyTOB CJIEJIOBaHUS JAHHBIX U IIO3BOJISET JUAIHOCTUPOBATH JIO-
CTYIIHOCTB IIPOMEKYTOYHBIX CETEBbIX YCTPOMCTB.

B nporiecce TecTupoBanus YKa3aHHOMY Y31y CETH OTIIPABJISIETCS IO~
CJIETOBATE/IbHOCTD KAJIPOB, IIPU 9TOM OTOOPAKAIOTCS CBEIEHUS O BCEX
IIPOMEKYTOYHBIX MapIIPpyTHU3aTOpaX, dYepe3 KOTOpble PO JIaHHbIE
Ha MIyTU K KOHEYHOMY Y3JIy.

st mpoBeieHnst TECTUPOBAHUS CJIEAyeT BBIIOJIHUTE ACHCTBUs, TIe-
peYuCICHHBIE HUKE.

HeticTBue Crpas. MaTepuaJIbl
1. | IloaksrounTh pubGOP K TECTUPYEMON CETH. puc. 16.1, cTp. 71
9 VbenuTncsi, YTO BBITOJIHEHA KOH(UIypallUsl CEeTEBOI0 B

unTepdeiica’.

B pexume «CereBble yTHINTBI> IIEPEATH B PEXKUM N3~
3. P y P P puc. 16.3, cTp. 75

Meperuil «IP yrunurers Ha BKiIagky «Traceroutes.

B nosie Host/IP Beectn IP-aznpec min qomenHoe nms y3-
4.|a cerm, HOCTHMXKUMOCTH KOTOPOI'O HEOOXOIAMMO IpoBe- | paszen 7.4, crp. 23
pUTD.

Haxare wna knonky <«WHTepdeiics» s BbIGOpaA
5. | maTepdeiica, ¢ KOTOPOro OyAEeT OCYIIECTBIISITHCS puc. 16.3, cTp. 75
TeCTHUPOBaHMUE.

Jitst 3ampeTa BBIBOZIA JOMEHHBIX MMEH HAYKATH HA, KHOII-
Ky «He paspemars jomennble umeHas. B arom ciydae

6. puc. 16.3, cTtp. 75
IIPY BBIBOJIE PE3YJIBTATOB TECTHPOBaHUsA OyayT oTOGpa-
2KeHbl TOIbKO [P-azipeca ceTeBbIX yCTpPOHCTB.

7.| Haxxatp Ha KHONKY «CTapTs. puc. 16.3, ctp. 75

*TTompo6roe omucanne npeacrasieHo B 6porrope «Bepkyr-MMT. Yausepcasis-
HBII AHAJIN3ATOP TEJIEKOMMYHUKAIMOHHBIX ceTell. PyKOBOICTBO 1O 9KCILTyaTaIlUT».
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B pesyiibrare BBIIOJIHEHUS EPEUNCIEHHBIX JIeficTBUI Ha 9KpaH Oy-
JIyT BBIBEJICHBI CTPOKH, COJIEPXKAIIHE CJIE/LYIONLy 0 HHMOPMAIHIO (cieBa
HAIIPABO):

— HOMED y3JIa CeTH;
— nomennoe nms (IP-anpec) yamna ceru;
— MaKCHMAaJIbHOE, CPeJHee U MUHUMAJIbLHOE BPEeMsI OTKJIMKA.

Ecin BpeMsl 03K1IaHusl OTBETa OT IPOMEKYTOUYHOI'O y3JIa IPeBbICH-
710 TaiiMayT (5 ¢), B CTPOKE Pe3y/IbTaToB Oy/IET BBIBEJIEH 3HAUOK «*».

IP yTUAUTHI 12:55

Host/IP [srv.ddg
.

traceroute to twiki.ddg (192.168.222.100), 30 hops wax, 38 byte packets
1 srv.ddg (192.168.222.100) 0.360 ws 0.181 ws 0.164 us

Puc. 16.3. Traceroute: mpumep pe3yabTaTOB TECTHPOBAHUS

Host/IP Tlonie st BBOmA IP-anpeca wim JOMEHHOrO
VMEHU y3JI1a CeTH.

Nutepdeiic Bribop unTepdeiica, ¢ koToporo 6ymer ocy-
HIECTBJISITHCST TECTUPOBAHUE.

He paspewatb nmeHa gomeHos Sanper BBIBOJA JIOMEHHBIX UMEH: Pe3yJIbTaThl
TeCTHpPOBaHMA OyIyT COIepKaThb TOJIBKO [P-
aJpeca CeTeBbIX yCTPOMUCTB.
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Crapt Bamyck Tecra.

16.3 ARP

Pesxnm namepennit « ARP»? npennaznaden mst orpeeerns MAC-
ajpeca o n3secTHoMy IP-agpecy miau moMeHHOMY MMEHHU y3JIa.

MAC-anpec oupenensiercs o ARP-rabmuie, Xpauaeics B maMaTi
pubopa.

,HJIH IIPOBE/ICHNA TECTUPOBaHUA CJACAYET BBIIIOJIHUTD ﬂeﬁCTBI/IH, I1e-
pevducjieHHbIie HU>Ke.

HeiicrBue Cupas. Marepuasibl
1. | IlogksrounTs puOOpP K TECTUPYEMOM CETH. puc. 16.1, cTp. 71
9 V6enuTnest, 9TO BBITOJHEHA KOH(DUTYpaIUs CETEBOIO B
"| narepdeiica®.

B pexume «CereBble yTUINTBI» TEPEATH B PEXKUM U3~
3.0 P Y P P puc. 16.4, ctp. 77

mepennit «IP yrumurer» Ha BrIanky «ARP».

B nosie Host/IP Beectn IP-anpec min goMeHHOE UMsT y3-
JIa CeTH, JOCTHKUMOCTb KOTOPOTO HEOOXOIMMO IIPOBE-
pUTb.

4. | Kuonka Besi Tabnuua cayxur ajsa orobpaskenuss ARP-| pasmen 7.4, crp. 23
Tab/IHIBI, XpaHsmelica B mamsatu npubdopa. [Ipu stom
nose Host/IP cranoBuTCS HEAKTUBHBIM U €r0 3HAYECHUE
HE YUUTBIBACTCH.

Haxarp na kHONKy <«MHTepdeiic» s BbIOOpa
5. | unrepdeiica, ¢ KoToporo Oymer ocymiecTBIaATHCH | puc. 16.4, crp. 77
TECTUPOBAHUE.

6. | Haxxars mHa kHOTIKY «CTaprs. puc. 16.4, ctp. 77

3 Address Resolution Protocol — ceresoii nporoxos, omuacanmnbii 8 RFC 826 [3]
4loapobuoe ormcanue npejcrasiaeno B 6pomnope «Bepkyr-MMT. Yuusepcainb-
HBII aHAJIN3ATOP TEJIEKOMMYHHUKAIIMOHHBIX ceTeil. PYKOBOICTBO IO SKCILIyaTaIllM».
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B pesysbrare BBIIOJIHEHUS IIEPEYUCIEHHBIX IefCTBUIl Ha 3KpaH Oy-
JIeT BBIBEJICHA CJIEIYIONIast HH(POPMAIINS:

— JIOMEHHO€ UMsi y3J1a CETH;

— THWIT CETEBON TEXHOJOTUN;

— MAC-anpec y3na cern;

— wmerka 3anucu B ARP-ra6imre;

— ums uaTepdeiica, ¢ KOTOPOro OBbLI OTIIPABJIEH 3aIPOC.

IP yTUAUTBI 04:54

Host/IP [152.158.222.173 -
L Ping

Address HWtype HWaddress Flags Mask _

| face Traceroute
srv.ddg ether 00:1f:c6:de:ea:6d c

Arp

Arping

FTP HTTP

O =" = e

Puc. 16.4. Arp: npumep pe3ysibTaToB TECTUPOBAHUS

Host/IP Ilone mns BBOma IP-anmpeca wim mgOMEHHOTO
NMEeHHN y3ﬂa ceTun.

Nutepdpeiic Beibop wmaTepdeiica, ¢ koToporo 6ymer ocy-
HIECTBJIATHCA TECTUPOBAaHUE.

Bcst Tabnnua Kuonka ciyxur st orobpaxkenusi ARP-
Tab/IUITBI, XPAHAIMIEHCH B TaMSTH OPUOOPA.
IIpu sTom nose Host/IP cranosuTcs HeakTHB-
HBIM U €r0 3HAYEHUE He YIUTHIBACTCS.

Crapr Bamnyck Tecra.
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16.4 Arping

Pexum namepennit «Arpings mMo3BOISET BLIMOJHATD ITHPOKOBEIIIA-
tesibubiit ARP-3anpoc miis nonydenns MAC-aapeca cereBoro ycrpoii-
cTBa, yKazas ero [P-ajpec miam JOMEHHOE WMSsI, OMPENEIUTD JTOCTYTI-
HOCTBb U BPEMsi OTKJIMKA CETEBBIX YCTPOHCTB.

Pexum mamepennit «Arpings Takke UCHOIb3yeTcs, Korjga B ARP-
tabaure npubopa Her Hy:kHoro MAC-aspeca.

,HJIH IIPOBE/ICHNA TECTUPOBaHUA CJIECAYET BBIIIOJITHUTDH rHGI'?.ICTBI/IS{, I1e-
pevducjieHHbIe HU>Ke.

HeiicTBue Cupas. Marepuasbl
1. | IoakrounTh pubop K TECTUPYEMOI CeTH. puc. 16.1, cTp. 71
9 V6enuThcst, 9TO BBINOJHEHa KOHMUTYPAIHsl CETEBOTO
. s —
uHTEpdeEiica”.
B pexxume «CereBble yTUIUTBI» TMEPERTH B PEXKUM W3-
3.0 P Y P P puc. 16.5, ctp. 79

Mepenuit «IP yrunurel» Ha BKIaAKy «Arpings.

B nosie Host/IP ¢ momomnipio sKpaHHO# Ki1aBuaTyphl BBe-
4.| ctu IP-anpec nium moMeHHOE MMsI y3J1a CETH, JOCTHKHU- | pasnen 7.4, cTp. 23
MOCTB KOTOPOI'O HEOOXOJMO IIPOBEPUTH.

Haxarp wna xw#onky «UWuTepdeiicy mmas Buibopa
5.| uarepdeiica, ¢ KOTOpPOro OYIET OCYIIECTBJIATHCS puc. 16.5, cTp. 79
TEeCTUPOBAHUE.

B mosie Kon-Bo 3anpocoB BBeCTH KOJIMYIECTBO OTIPABJISI-
g
€MBbIX ITaKETOB. EC.HI/I HaKaTh Ha KHOIIKY n («66CKO—

6. puc. 16.5, ctp. 79
HEYHO» ), TAKETHI Oy T OTHPABJIATHCS J0 TEX TI0P, OKA
ue Oyjzer Hakara KHolka «Crorm.

7.| Haxxarb Ha kHONKY «CTrapT». puc. 16.5, cTp. 79

*Tloapobroe ommcanme mpeacTasteno B Gpormiope «Bepkyr-MMT. Yausepcasn-
HBII aHAJIN3ATOP TEJIEKOMMYHUKAIIMOHHBIX ceTeil. PYKOBOJICTBO 110 9KCILIyaTAIUN>.
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B pesyiibrare BBIIOJIHEHUS EPEUNCIEHHBIX JIeficTBUI Ha 9KpaH Oy-
JIyT BBIBEJICHBI CTPOKH, COJIEPXKAIIHE CJIE/LYIONLy 0 HHMOPMAIHIO (cieBa
HAIIPABO):

— IP-azapec yzmna ceru;
— MAC-anpec y3na cern;
— BpeMd OTKJIMKA.

IP yTHAUTLI 04:37

Host/IP [twiki.d:lg
L
| ARPING 192.168.222.100 from 192.163.222.156 ethd
Unicast reply from 192.168.222.100 [00:23:54:BD:EF:6B] 0.T19as
Unicast reply from 192,168.222.100 [00:23:54:BD:EF:6B] 0.T01ms
Unicast reply from 192.168.222.100 [00:23:54:BD:EF:68] 0.720us
Unicast reply from 192.168.222.100 [00:23:54:BD:EF:6B] 0.696us
Unicast reply from 192,168.222.100 [00:23:54:BD:EF:6B] 0.679es
Unicast reply frow 192.168.222.100 [00:23:54:BD:EF:68] 0.Tldus
Unicast reply from 192.168.222.100 [00:23:54:BD:EF:6B] 0.T04us
Unicast reply from 192,168.222.100 [00:23:54:BD:EF:6B] 0.Tibms
Unicast reply frow 192.168.222.100 [00:23:54:BD:EF:68] 0.T17us
Unicast reply from 192.168.222_100 [00:23:54:BD:EF:6B] 0.T15ms
Unicast reply from 192,168.222.100 [00:23:54:BD:EF:6B] 0.Tilms
Unicast reply frow 192.168.222.100 [00:23:54:BD:EF:68] 0.T17us
Unicast reply from 192.168.222_100 [00:23:54:BD:EF:6B] 0.7T12us
- L e e e e aom e ean ran e m e o e
= I—Kunwecmu3anpucDBarpin;|-| o
e | N
L A

Puc. 16.5. Arping: npumep pe3yIbTaTOB TECTUPOBAHUS

Host/IP Iloste myist BBoma IP-anpeca wan moMeHHOTO MMEHU y3J1a CETH.

NHTepdeiic Bribop unnTepdeiica, ¢ KOTOporo GyeT OCyIIECTBIIATHCS Te-
CTUPOBAHUE.

Kon-Bo 3anpocos Tloste ny1st BBOJA KOJIMYIECTBA, OTIIPABJISIEMBIX [TAKETOB.

Crapt Bamyck Tecra.




80 TecTel TCP /IP

16.5 FTP/HTTP

B pexnme mamepennii «FTP/HTTP», peasmsoBannoM Ha OCHOBE
rporpaMMbl Nmap, MOYKHO BBIITOJIHUTH CKAHIPOBAHKE CETEBBIX yCTPOINCTB
JIJIST OIpeieJIeHsT COCTOSIHUSI TIOPTOB U IOEPXKUBAEMBIX TUIIOB CEPBU-

ca. B xoze TectupoBanust ckanupytorcst moprel ¢ Homepamu 80 (HTTP)
u 21 (FTP) nporokona TCP.

st mpoBeieHnst TECTUPOBAHNUS CJIEIyeT BBIIOJHUTE JACHCTBUs, TIe-
peYncIeHHbIE HUKE.

HeiicTBue Crpas. MaTepuaJIbl
1. | IloaksrounTh pubGOP K TECTUPYEMOM CETH. puc. 16.1, ctp. 71
9 Y6eauThCsd, YUTO BBINOJIHEHA KOHQUIYpaIUsi CETEBOrO -

unTepdeiica’.

B pexume «CereBble yTUIMTHI» MEPERTU B PEXKHUM W3-
3. P Y P P puc. 16.6, cTp. 81

Mmepennii «IP yrummrer> Ha Briagky «FTP/HTTP».

B nose Host/IP ¢ momompio sKpaHHON KJIaBUATY DI BBE-
4.| cru IP-anpec nim oMeHHOE UMs y3Ja CETH, JJIg KOTO- | pazzest 7.4, cTp. 23
pOro HeoOXOIMMO BBITIOJHATH CKAHUPOBAHHUE TTIOPTOB

Haxxatp na kaonky «HTTP» mmm «FTPs» mis Beibopa

.16.6 .81
IIPOTOKOJIA. puc » CTP

6. | Haxxars Ha kHOTIKY «CTaprs. puc. 16.6, cTp. 81

B pesynbraTe BbIIOTHEHUS IEPEIUCIEHHBIX JIEHCTBUI Ha SKpaH Oy-
JeT BBIBEJEHA CJIeJIyIolias HHPOPMAIINs:

— HOMeEp TOPTa;
— COCTOSIHHE TIOPTa;
— HUMs CepBHCA.

STIonpo6roe ommcanune npencrasieno B 6pommiope «Bepkyr-MMT. Yausepcasn-
HBII aHAJIN3ATOP TEJIEKOMMYHUKAIMOHHBIX ceTell. PyKOBOICTBO MO 3KCILTyaTaIlUN».
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IP yTUunuthl

Host/IP [srv.ddg

Starting nmap 3.81 ( http://www.insecure.org/nmap/ ) at 2011-08=22
16:29 MsD

Interesting ports on srv.ddg (192.168.222.100):

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.9 ((Debian) DAV/2 SVN/1.5.1
mod_ss1/2.2.9 OpenSsSL/0.9.8g)

FTP HTTP

Nmap finished: 1 IP address (1 host up) scanned in 5.284 seconds

e c—

Puc. 16.6. HTTP: upumep pe3yabTaToB TECTHPOBAHUS

Host/IP IToste myist BBoma IP-aapeca wn 1OMEHHOTO UMEHU y3J1a CETH.

HTTP

CkaHupOBaHUe yCTPONCTB JIJisi OIPEJEJeHUs] BO3MOXKHOCTU
dyuknronnpoBanust 80 1mopra, BBIIEIEHHOIO JJIsl IIPHUJIOXKE-
uwuit mporokosia HTTP.

FTP

CKaHUpOBaHUE YCTPOICTB JJIsl OIPE/EIEHUs BO3MOXKHOCTH
dyuxnronnpoBanus 21 mopra, BBIIEIEHHOTO [JIs IIPHUJIOXKE-
Huit nporokosia F'TP.

Crapr

3amyck TecrTa.




82



83

17.

AHann3 npoTokoN0B Nepefaydn gaHHbIX

17.1 Awnanus npotokona IPX

[Tporokos IPX (Internetwork Packet Exchange) ucronbsyercs B Jio-
KaJIbHBIX CETSIX U CJIY2KUT JJIsT TTIepeJiadn JaHHBIX 0e3 IIpeBapuTeIbHOM
YCTAHOBKU COEIMHEHMS MEXK/Ly OTIIPABUTEIEM U HOJIYUYATETIEM.

Pexxum wmamepennit «IPX» mozsossier ocymiectsiats cbop [PX-
[1aKeTOB Ha BBIOpaHHOM nHTepdeiice 1 IPOCMATPUBATE COIAEPKUMOE UX
3aroJsioBkoB. [Ipu aroM uHTepdeiic nepeBoauTesi B pexkuM (promiscuous
mode), B KOTOPOM IPUHUMAIOTCS BCE ITAKETHI M3 CETH, HE3ABUCHMO OT

TOTO,

KOMY OHHI ObLIU aJIpecoBaHbI.

JJtst IpoBeIeHNsT TECTUPOBAHUST CJIE/IyeT BBIIOJHUTD JIEHCTBUSI, I1e-
peYuCIeHHbIC HUZKE.

1
2
3.
4

. INogkmounts npubop K TecTupyeMmoii cern (cM. puc. 16.1, crp. 71).

. ¥Yb6eauThCsl, YTO BBINOJIHEHA KOH(MUTYPAIHMs CETEBOro nHTEpdeiica.

Tlepeittu B pexxum uzmepennii «CereBble yTUIUTHI» = «[PX».

. Haxkatw na kHOTIKY «HTEepdeiic» misa Beibopa naTEepdeiica, Ha KOTOPHIH Oy-

ayT npuxoauTh [P X-nakersl. Ecim He00X01uMO0, BLIOPATH PEXKUAM JAETaJIbHOTO
IIPOCMOTpa, HaXKaB Ha KHOIKY «IloipobHO»: Ha 3KpaHe OyIyT 0TOOparKaThCs
repBble OAMTHI 3aroJIOBKa 1 JaHHbIX [PX-makeros.

B nosne Kon-Bo nakeToB BBECTH KOJIMYECTBO IIAKETOB, KOTOPOE HEOOXOIMMO
cobpatb. Eciin Hazkars Ha KHONKY [ («GecKoHEdHO» ), MAKETHI OyLyT IpU-
HEMATBCH JO TeX IIOp, HOoKa He Oyzer Haykara KHomka «(CTor.

Haxartp mHa xkHOTIKY «CTapTs M HOXKIATHCS 3aBEPINEHUsS cOOPa MaKETOB JIK-
60 OCTAHOBUTH IIPOIECC HarKaTueM Ha KHOIKy «Crolrs, Korjua Heobxommumoe
KOJIMYECTBO TAKETOB OYIET COOPaHO.

B pesyabrare BHIIOJHEHUS IEPEIUCICHHBIX IeCTBUIl HAYHETCS Te-
CTHPOBaHUe, B X0Jie KOTOPOro Ha 3KpaH OyJeT BbIBeJeHa TabJuIa, Co-
JiepKalias CJIeLy oy nHGOpMAIHo (CIeBa HAIPABO):

BpeMsI [TOJIyIeHUsI TaKeTa;
MAC-azapec oTpaBuTeisi IaKeTOB;
MAC-ajpec nojtyuaresisi MakeTos;
THIT TIPOTOKOJIA..
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17.2 Awnanus npotokona SNMP

ITporokosr SNMP (Simple Network Management Protocol) ncmoss-
3yercs B CHCTeMaX YIPaBICHUS CETsIMU TePeadl JAHHbIX.

Pexxum usmepenniit « SNMP» 11o3BoJister mpoBecTu cO0p CTaTUCTUKI
¢ KOMITOHEHTa YTPaBJIsieMOil ceTn.

,HJIH IIPOBEICHNA TECTUPOBaHUA CJICAYET BBIIIOJITHUTDH rHGI"/'ICTBI/IEI, I1e-
pevduncjieHHbIe HU>Ke.

1. Toakmounts npuGOp K TecTupyemoii cetn (cm. puc. 16.1, crp. 71).
2. Y6eauThCsl, YTO BBITOJHEHA KOH(MUTYPAIUs CETEBOr0 MHTEpdeiica.
3.
4

. B mone Host/IP BBectn IP-aspec mam nomenHoe mMsi ycTpoicTBa, KOTOPOE

Tlepeittu B pexkum nzmepennii «CereBble yTUIUTHI» = «SNMP».

ABJIACTCA areHTOM.

B nosie ID obbekTa BBeCTH yHUMKANBHBI naeaTudunkaTop oobekta B MIB (6a-
3e ynpasJsomeil nadopMaIyn) Jis BLIBOAA 3HAYEHUI, COOTBETCTBYIOIIMX
KOHKPETHOMY MMeHU. KCIM 0CTaBUTH T0JIe yCThIM, Oy/IeT BBIBEIEHA BCsI J0-
cTymHast HTHGOPMAITHSI.

6. B moute lMpoTokon BeIGpaTh Bepcuio mporokosa SNMP.

8.

B mosie Community BBecTH uMsl IPYyIIbI, JaHHBIE KOTOPOW HEOGXOIUMO TIPO-
CMOTPETb.

Haxkars na knonky «Craprs.

[Tocme 3aBepiienust cbopa JaHHBIX Ha dKpaHe OTOOPA3UTCA IIOJIY-
yennast or SNMP-arenra crarucTuka, cojgep:Kalias THPOPMAIIAIO CO-
riacHo BoiOpanaoMy ID obbekTa.
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SNMP 11:47

@

Host/iP ID ofbekT.
-~

= N

~ SNMPv2-MIB

sysDescr.0 STRING: Linux iddqd 2.6.32-3-amd64 #1 SMP Thu Feb 25 07:33:41
UTC 2010 x86_64

sysObjectiD.0 OID: NET-SNMP- tOIDs.10

sysContact.0 STRING: @ddg

sysName.0 STRING: iddqd

—Mporokon— ——Community—)
i [
vl public v
\. v p. J

Puc. 17.1. SNMP: npumep pe3y/bTaToB TECTUPOBAHMS

Host/IP IP-agpec win nmst ycTpoiicTBa, Ha KOTOPOM 3alyIlIeH areHT.

ID obbekTa VHUKAIBHBIN UAeHTUDUKATOP OOBEKTa B Ha3e yIpaBiIsiio-
e nHMOPMAIUH.

Community Wwmsa rpynmsr gocryna (HeoGxoamMo 1yist mpoTokoaa SNMP
Bepemit vl, v2, v2c); ABISETCA IPOITYCKOM IIPU B3aUMOJIET-
CTBUM CHUCTEMBI YIPABJIEHUsI ¥ Ar€HTA.

MpoTokon Bei6op Bepcun mnporokosa SNMP (Bo3MOXKHBIE BapHAHTHI:
vl, v2c, v3).

Crapt Bamyck cbopa JaHHBIX.
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17.3 Ananuns npotokona PPP

PPP (Point-to-point protocol) — mpoTokos THila «TOYKa—TOYKAY,
npe/IHa3HaYeHHbIH Jjist niepegadn PPP-makeros depes cers Ethernet.
Pabora mporokoJia rpe/imosaraeT HaJiudrue KJINEHTa U cepBepa JJis IPo-
recca ayTeHTu(UKAIIT, CO3/IaHUsI BAPTYAJbHOIO KAHAJIA U JIAJIbHEIIIe-
ro oOMeHa JTaHHBIMU.

Pexxum nzmepennit «PPP» cayxur nis rectuposanus PPP-coenn-
HeHUs Jid ykKazaHHoro cepsepa. [Ipubop Bepkyr-MMT BricTymaer B
Ka4uecTBe KJIUEHTA.

,HJIH IPpOBEACHUA TECCTUPOBaHUA CJICAYET BBLIIIOJIHUTH ﬂeﬁCTBHH, I1e-
pevducjieHHbIe HUXKe.

1. THoakmounts npubop K TecTupyemoii cetn (cm. puc. 16.1, crp. 71).
2. Y6emurbcsi, 9TO BBIIOJIHEHA KOH(MUIYpAIMs CeTeBOro nHrepdeiica.
3. Ilepeiitu B pexkum uamepennii «Ceresble yTUIUThI» = «PPP».
4

. Haxarp na xnonky «Murepdeiic» s Beibopa uuTepdeiica, ¢ KoToporo 6y-
JIET OCYIIECTBJISATHCS TECTUPOBAHUE.

5. B mose Tun aytentudpmkauum Boibpars tun ayrenrudurkanun: PAP, CHAP
wm CHAP bidir.

6. B mone NIms cepBepa BBecTH mMMsi cepBepa, C KOTOPBIM CJIEIYET YCTAaHOBUTH
COe/TMHEHVE.

7. B moste imsi cnyx6bl BBectn umst PPP-cepeuca Ha cepsepe.

8. B moste Vima nonb3oBaTens BBeCTH MMsA, KOTOPOE OYAET UCIOJIB30BATHCS IPU
ayrenTudukanuu npudopa Bepkyr-MMT na cepsepe.

9. B moute lMapone BBecTH maposb.

10. B cayuae asycroponneii ayrenrndukanmn CHAP (CHAP bidir) B mose Jlo-
KanbHbIll Naposb BBECTH MAPOJIb JIOKAJIHHONU CHCTEMBI.

11. Haskarp na xnonky «CrapT».

IToce Haxkatust Ha KHONKY «Crapr» mpubop Bepkyr-MMT 6y-
JeT IepeBeICH B pexkuM kKinenta. Haunércs nporecc ycranosku PPP-
COEJIMHEHNsI, B XOJIe¢ KOTOPOIr'O Ha dKPaH npubdopa OyIeT BLIBEIECH XKyP-
HaJj coolbrenuit ¢ uudopmalueii o xoje nogkodeHus. [locie ycmern-
HOH yCTaHOBKU COEIUHEHUS ITEPUOINIECKN OY/IyT BLIBOIUTHLCS JTAHHbBIC
o cocrosinnn PPP-coemuuenus. B obonx ciydasx it TpeKpalneHust
TECTUPOBAHUsI CJIe/lyeT HaxKaTh Ha KHONKY «CToIrs.
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Iser unaukaropa Link coorsercryer cocrosinnio PPP-coenqunenns:

— KpaCHbeI — B ,ZLaHHI)II'?'I MOMEHT IITPOUCXOJUT YyCTaHOBKa CO€IMUHE-
HUA NI COeJIMHEHNE YCTaHOBUTDH HE YIaJIOCh;
— 3eJIEHBIT — coeJMHEeHNEe YCTaHOBJICHO.

PPP 11:13

WmnA cepeepa | I WmA nonesosarte.

B
fiddqd

| rt:(:ilit:vri-pxa.fizo

WA enyws Ma

(pppconnect | rmetrcmsek

rcvd [IPCP ConfReq id=0x1 <addr 10.0.0.1>]
sent [IPCP ContAck id=0x1 <addr 10.0.0.1>]

revd [CCP ConfReq id=0x1]

sent [CCP ConfAck id=0x1]

revd [CCP ConfRej id=0x1 <bsd v1 15>]

sent [CCP ConfReq id=0x2]

revd [IPCP ConfNak id=0x1 <addr 10.67.15.54>]
sent [IPCP ConfReq id=0x2 <addr 10.67.15.54>]

revd [CCP ConfAck id=0x2]

revd [IPCP ConfAck id=0x2 <addr 10.67.15.54>]
not replacing default route to eth0 [172.16.2.1)
local IP address 10.67.15.54

remote IP address 10.0.0.1

Script letc/ppplip-up started (pid 28871)
Script letc/ppplip-up finished (pid 28871), status = 0x0

-

3

—

[—Tun ayrentuduxaun— s N

Puc. 17.2. PPP: npumep pe3ysnbraToB TeCTHPOBAHUS

Nmsi cepeepa

WMmsa cepBepa, ¢ KOTOPBIM HEOOXOAMMO YCTaHOBUTH COEJIU-
HEHHeE.

Nms cnyx6bbi

Nwmsa PPP-cepBuca na ceppepe.

imsi nonb3oBaTens

Nms  momwp3oBaTens mpu  ayreHTHdHUKAAA —OTprbOpPaA
Bepkyr-MMT na ceppepe. Ilpu aBycropoHHeil ayTeHTH-
dukanuun CHAP bidir B KauecTrBe UMEHHU I0JIB30BATEJSI
ciaemyeT ykasaTh uMs npubopa Bepkyr-MMT.

Maposb

IIaposb, onpenenéHHbIi 15 IOIb30BATEII.

JlokanbHbIA naponb

IIaposnb JI0KaJIBHOM CHCTEMBI IPU JBYCTOPOHHEH ayTEHTU-
duxanun CHAP (CHAP bidir).

NnTepdeiic

Bri6op maTepdeiica a5 OCyIIecTBIeHNs COeTMHEHMS.

Twun ayTeHTudbukaymm

Tun ayrenrudukaiun (BO3MOXKHBIE BapUaHTH: PAP,
CHAP, CHAP bidir).
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Crapr

Bamyck mporecca TeCTHPOBAHUSI.
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18. HacTpoiikn noptos

Pexxum «ITopter Ethernets cioyxwur mus usmenenunst MAC-aapeca
nopra A/B, a Takke s 3a/1aHUsT CKOPOCTH COEJAWHEHUST C TECTUPYe-

MbIM 00ODY/IOBaHUEM.

MopTtel Ethernet

15:06

|

ARX ,7I'Iop1' A |

z
m
a
m
m

MACl 00:21:CE:50:00:01

A

i

ABTOMAT.

BTX CropocTh

B:RX

B:FREE

- R -

MopTt B |

MACl 00:21:CE:50:00:02 l

ABTOMAT.

@0

Puc. 18.1. Pexxum «Iloprer Ethernet»

MAC MAC-azapec nopra A/B.

CkopocTb Beibop ckopoctu mepenmaum manubix: Asto, 10 MéuTt/c,

100 M6wuTt/c, 1000 M6nT/c.

Ecmn Bei6pano ABTo, CKOPOCTB Tiepegadn OyIeT ompeaeseHa
aBTOMATHYECKH. 3HAYEHUE CKOPOCTU OTOOPA3UTCS HA WHIN-

karope Link (cm. pasnes 8).
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A. RFC 2544. Onucaxvne metoaukun

Meromuka RFC 2544 onpejessier HaOOp TECTOB, KOTOPhIE UCIIOJIb-
3YIOTCSl TIPUA OTIEHKE BaKHENINUX XapaKTEPUCTUK CETEBBIX YCTPOUCTB
U IIPOBEPKE COOTBETCTBUS NPEJOCTABIISEMBIX YCIYT XapaKTEPUCTUKAM,
KOTOpbIe oroBapupatorTcst B SLA MexXy omeparopamMu CBsI3U U KJIHEH-
TaMHU.

Biaromapst BO3MOXKHOCTH ITPOBEICHUS aHAJIIN3a IIPOILYCKHO CII0c00-
HOCTH, 33JIep>KKHU, YPOBHS MIOTEPh KAJIPOB U NIPEAeIbHON HAIPY3KH, 3T
METOINKa B HACTOMAIINEe BPEeMsl sIBJISETCS CTaHIAPTOM «Hde-(haKToy JIJIst
oIleHKHN mpou3BoauTesbuoctn Ethernet-cereii.

st onTuMu3auun CKOPOCTH U TIOBbIIeHNs 3P HEKTUBHOCTH TPOBE-
nenns anagm3a B npubope B5-GBE npemycMmorpera BO3MOXKHOCTH W3-
MeHEeHUsl CTaHJapTHBIX (onpeaenéuabix Metogukoii RFC 2544) snave-
HUUA apaMeTpPoOB TECTOB.

Hmxke mnpepcrapieHo ommcaHue 3TUX TECTOB COIVIACHO PEKOMEHIa-
uusim RFC 2544.

A.1 AnHanu3 nponyckHoW cnocobHocTun

V1

1 —_—

-
npousoLnia noteps
4

BepkyT-MMT | ,| | V2=Y1 — ) LWnend

4

Ne nonbITkn
V1, V2 - ckopocTb nepeaaym AaHHbIX

Puc. A.1. Ananus nponyckHo# CIIocCOGHOCTH

Anasus nponycrnoti cnocoonocmu, (Throughput) nposodum-
CA OAA ONPEJeNeHUSs MAKCUMANDHO BOMOHCHOT CKOPOCTNU
KOMMYMAUUL OAA CEMEBBLT INEMEHTNOE, KOTOPBIE PACTLONG-
2aromea 6 mpancnopmuoixr cemax Ethernet.
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[IponyckHast CIIOCOOHOCTH — MaKCHMaJibHAasi CKOPOCTBb IIepeiadn
JIAHHBIX, Ha KOTOPOH KOJMYECTBO Kajipos', mpormemmmx ugepes DUT,
PaBHO KOJIMYECTBY KaJIPOB, OTIPABJEHHBIX €My C TECTUPYIOIIEro 000-
pPy/loBaHUs.

[Ipu anasu3e MPOIyCKHO# CIIOCOODHOCTU HEKOTOPOE KOJUYECTBO I1a-
KETOB C MAKCHMA/TbHOIT Harpy3Koif eperaéres ua Bxox DUT? (puc. A.1).

3aTeM IMOJICUUTHIBAETCS KOJTUIECTBO TAKETOB, IIPHUIIIEIIINX C BBIXO/I-
uoro nopta DUT. Ecjiu oHo OKa3bIBaeTCsI MEHBIIE KOJIUIECTBa IIePeIaH-
HBIX ITAKETOB, TO HAIDY3Ka YMEHBIIIAETCS U TECT BBIIOJTHSIETCs CHOBA.

[Ipu omnpeseneHnn MPOITYCKHON CIIOCOOHOCTU WCIIOIB3YETCsT METOJ
OMHAPHOTO TIOUCKA.

A.2 AHanus 3apep>xku

Ta

@ M - xanp c metkon

nayka kagpos

I
bepkyT-MMT - - :) LLnend

] .

Tb

3agepxka = Tb - Ta

Puc. A.2. Ananu3 3amepxKu

Anaaus sadeporcku  (Latency) npumensemcs oas ouenru
spemert, Komopoe HeobxToduMO Kadpy O0af NPOTOHCOEHUA
OM UCMOYHUKG K NOAYUGMENO U B036PAMA K UCTOOHOMY
anemenmy. Ecau seauvuna 3adepocku usMeHAEMCA UAU
cmanosumces boavue donycmumoti, Imo MOAHCEM NPUBECU
K NpobAeMam 8 pabome cepeucos peasvbH020 6PEMEHU.

1T‘epMI/IHbI na@p 1 naxem B OIIMCaHUAX TECTOB ABJIAIOTCA CMHOHHUMAaMU.
2B 9TOM U IIOCJIEAYIOINUX OIIMCAaHUAX TECTOB BCE PaCCMOTPEHHBbIE ,HeﬁCTBHSI BbI-
TIOJTHAIOTCA TE€CTEPOM aBTOMATHUYECKH.
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Ilpu amajnuse 3aJepKKHU CHAYA/Ia OIPEHEJAETCs IPOIYCKHAS CIIO-
cobnocts DUT. 3arem juis KaxKa0ro, onpejenaéaaoro merogukoii RFC
2544, pasMepa IakKeTa Ha COOTBETCTBYIOIIECH eMy MAaKCHUMAJLHON Ha-
I'PY3KE IOCBLIAECTCH MOTOK KAJPOB, &JPECOBAHHBIX IMOJydaTeso. e-
PE3 HEKOTOPOE BPEMsI B OJIMH IIAKET BCTABJIACTCI METKA OLPEICIEHHOIO
dbopmara. Ha nepematommeii cropone sanucsiBaercs 3Hadenne Ta (Bpe-
MsI, K KOTOPOMY IaKeT ¢ MEeTKOW ObLI IOJIHOCTBIO Tepean). Ha npu-
EMHOIl CTOPOHE OIpenesseTcs MeTKa W 3aluchiBaeTcs 3HadeHune Tb
(Bpemsi mpuéMa MmakeTa ¢ METKOIA).

Bagepxkka (Latency) — sro pasuuna (Tb — Ta). ITo pesynsraram ana-
JIN3a BBIYMCJISIETCS CPEIHSIST 3a0ePIKKA.

A.3 AHanus ypoBHs NnoTepb KagapoBs

100%
—

-
notepy - X %

90%
bepkyT-MMT | 21 ] —> - ) Wnend

-~
notepy - X %

Ne nonbITku

X1%, X2% — NOTepU Npu COOTBETCTBYIOLLE Harpy3ke

Puc. A.3. Aunajuz ypoBHS NOTEPh KaJIPOB

Anasus yposhns nomepv kadpos (Frame Loss Rate) neob-
TOOUM OAA MPOBEPKU CNOCOOHOCTNU CEMU NOOIEPHCUBAMD
NPUNOHCEHUSA, KOMOPBLE PAOOMANOM 6 PEAALHOM BPEMEHU
(6e3 603MmO021CHOCTIU NOBMOPHOT Nepedayu), mak Kax 60av-
wotl NPoOUEHM nomepsv Kadpos npusedém K Yryouenuro xa-
YECTNBA CEPEUCA.

AHaju3 ypoBHsI TOTEPD IO3BOJISIET PACCUUTATE IIPOLIEHT KAIPOB, KO-
TOpbIE HE 6I)I.HI/I nepeanbl CETEeBbIM 3JIEMEHTOM IIpU IIOCTOSIHHOI Ha-
Ipy3Ke U3-3a HeJOCTAaTKa alllapaTHBbIX PECYPCOB.

[Ipu ananuze ypoBHs moTepb Kajpos Ha Bxox DUT wa ompemenén-
HOIT CKOPOCTH TOCHLIAETCST HEKOTOPOE KOJIMIECTBO KaIpoB (input count)
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U HOJICYUTBIBACTCS KOJIMIECTBO ITIAKETOB, IPUIIIEJIIINX C BHIXOHOTO [IOP-
ta DUT (output count).
YPpOBeHDb OTEPh KaJAPOB PACCIUTHIBACTCS 10 (DOpMyIIe:

100 x (input count — output count)

(input count)

[lepBasi MOIBITKA JOJKHA OCYIIECTBJISITHCA HA CKOPOCTU, MAKCH-
MaJIbHOM JIJIsi JAHHOTO COeJiMHeHusi. FCjin moTeph HET, TecT 3aBeplia-
ercsi. Creyrolasl IOIMBITKA JOJIXKHA [IPOXOIUTh HA CKOPOCTH, COCTaB-
astronieii 90 % oT MakcHMMaJIbHOM, 3aTeM Ha CKOPOCTHU, COCTABJISIONIEH
80 % or makcumaabHOI. VcnbITaHus MOBTOPSIIOT, yMEHbIIAs CKOPOCTh
TectoBoro noroka Ha 10 % (Bo3MOXKeH Jpyroii mar), 10 Tex 1op, moka
B JIBYX HOIBITKAX MOJPSI]] He OY/IeT MOTEPSTHO HU OHOTO KaJIpa.

A.4 AHanus npepenbHO Harpysku

nayka Kkagpos

—
=~
I [
1 kagp noTepsH
KOn-BO KagpoB B nayke

bepkyT-MMT ST P ) Wneiicp

-—

N
f

notepb HeT

Ne nonbITkn

Puc. A.4. Anayius npeenbHOl HArPY3KU

Ananrus npedeavroti naepysku (Back-to-back) noszsossem
OUEHUMD BPEMA, 6 MEYEHUE KOMOPO20 YCmPoticmeo cnpas-
AAEMNCA € MAKCUMANOHOT Ha2pY3KOU.

IIpn ananm3e HepaBHOMEPHOCTHU Nepefiadn maHHLIX Ha Bxom DUT B
TedeHHEe 3aJJaHHOI'O0 BPEMEHHN OTCBhLJIaIOTCA Ka/IPbI C MaKCUMaJIbHOI Ha-
TPY3KOH U MOJCINTHIBAETCS KOTIMIecTBO akeToB ¢ Bbixoga DUT. Ecim
OHO OKa3bIBAETCsI PABHBIM KOJUYIECTBY OTIIPABJIECHHLIX KaJIPOB, TO TECT
3aKkaHIYMBaeTcs. Ecan xKe KomndecTBo nakeToB Ha Buixogae DUT Mmenbime
YUCJIa OTIPABJIEHHBIX, TO BPEMSI YMEHBIIAETCS U TECT MOBTOPSIETCS.
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B. Crpyktypa Ethernet-kagpa

Destination MAC Address

Source MAC Address

Length/Type

Frame Check Sequence

Puc. B.1. Crpykrypa Ethernet-kaapa

Destination MAC Address — MAC-ajapec nosy4aaressi. [Tose
JUIMHOR 6 GaiiT, COmEPKUT alpec y3Jja CeTH, KOTOPOMY IIpeIHasHAueH
KaJIp.

Source MAC Address — MAC-anpec ornpasuress. 1lose mim-
Holt 6 GaiiT, COEPKUT aJIPec OTIPABUTENST KaIpa.

Length/Type — Huuna/Tun. [ose cogepxur 16-6uroBoe 1esroe
YUCJIO U IPUHUMAET OJHO U3 ABYX 3HAUCHMIA:

— eCJIM YHCJI0, 3aIIMCAHHOE B 3TOM TI0Je, MeHbIe wiaun paBHo 1500,
To moJie npuHuMaeT 3Havdenne Length (Jdumua) u onpejenser
JITUHY TIOJIS JTAHHBIX;

— eCJIi 3HaYeHUe, 3allUCAHHOE B 9TOM I10Jie, O0JIbIle Uian paBHO 1536,
To mojie npuHuMaer 3Hadenue Type (Twum) n ykasbiBaer Tum
HCIIOJIb3YEMOI'O IIPOTOKOJIA.

Data — mosie naHHBIX, MOXKET cofep:kaTh oT 46 mim 42/38/34 (B
cayuae, Korja kajap cogepxkut 1/2/3 VLAN-merku) mo 1500 Gaiir.

Pad — Padding (mosie 3anosnenusi). Ecou rosie 1aHHBIX nMeeT -
Hy Meree 46 GaiiT, TO KaJp JIOMOJIHIETCs OJIEM 3aIl0JIHEHUsI 10 MUHM-
MaJIbHO BO3MOXKHOTO 3HavueHus1 — 64 OaiiT.

Frame Check Sequence — Kourposbaas cymma. [lose cocrour
u3 4 6ailT, cojlepKalUX KOHTPOJIBHYIO CyMMY.
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Destination MAC Address

Source MAC Address

Tag Protocol Identifier

Tag Control Information —>| Priority | CFI | VLAN ID|

Length/Type

Frame Check Sequence

Puc. B.2. Crpykrypa Ethernet-xaapa, comepxxkamero VLAN-merky

Tag Protocol Identifier — metka «/menTudukarop mpoTOKOIAS.
16 6uT, KOTOpBIE ONPEIENSIOT MPUHAJJIEXKHOCTh Kajgpa K CTAHIApTy
802.1Q [4].

Tag Control Information — Nudopmanust jiyist ynpaBjieHust MeT-
koit. TCI comepKuT TpHU MOJIA.

— Priority — User (VLAN) Priority. Tpu 6ura, KoTopble cojepkar
uHGOPMAIMIO 0 IIpHopUTeTe Kaapa (BO3MOXKHO BOCEMb 3HAYEHMUIT
npuopurera([4])).

— CFI — Canonical Format Indicator (nmaukarop KaHOHHYECKOTrO
dopmara). OgHOOUTOBBI dJitar, KOTOPBIil Beeria paBeH HyJIo s
kaapoB Ethernet.

— VLAN ID — VLAN Identifier (VID). 12-6urHstit nnenrnduka-
top VLAN, koropsrit onpesienén B crangapre 802.1Q [4]. Ozno-
sHa4uHO ompeesnser VLAN, KoTopoit NpuHAIIeKAT KaIp.
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C. Cneyudukaunn

C.1 WnTepdeiicbi

Tabmauna C.1. Marepdeiicsr

Nurepdeiicer Gigabit Ethernet

2xSFP, 2xRJ-45"

Nurepdeiicobl ynpaBiieHus

USB tun B

C.2 TecTtupoBatue

Tabmuna C.2. Tectruposanue

CkopocTs nepemaydu

10/100/1000 M6wur/c

ITopnnep>kuBaeMble popMaThl KaJpPOB

Ethernet 11, IPv4, UDP, TCP

MAC-anpec UCTOYHUKA,/TIOJLy JaTess,
VLAN ID, npumopurer VLAN, IP-aapec

Hacrpolika mnapaMeTrpoB TeCTOBBIX | HCTOUHHUKA,/TIOJNyvdaTess, mojie ToS, mose
IaKeTOB Precedence, mose DSCP, UDP mopr or-
npaBuTelIs /oLy daress, pa3Mepbl KaJpoB
64—9600 GaiiT
IIporyckuas criocobHOCTD, 3a0epKKa, IOTe-
RFC 2544 porty  SaACpIa,
PH KaJIpOB, MpejesibHasd Harpy3Ka
OnpeiesieHne MapIIpyTOB CJI€JIOBAHUS JaH-
MappyT peN pHpy 2l pat

HBIX B cersx Ha ocuose TCP/IP

dxo-3amrpoc

Muuunmaisibaoe, cpejinee,
BpeMsI MeXKJly OTIPABKOM 3ampoca U I0JIy-
JeHneM OTBeTa. KOJIMYecTBO MEpPeJaHHBIX,
IPUHSTHIX, [IOTEPSHHBIX U IIOBTOPHBIX I1a-
keToB. KosimuecTBO makeToB, [Jisi KOTOPBIX
BpeMsI OTBETa ObLIO IIPEBBIIIIEHO

MaKCHUMaJIbHOE

ARP

Omnpenenennss MAC-aapeca o u3BeCTHOMY
IP-agpecy nian nomMeHHOMY MMEHH Y371

Arping

Brummosmenne mupoxkoseriareasHoro ARP-
3anpoca s nosydenust MAC-azpeca cere-
BOro ycrpoiictsa no ero IP-aapecy nau mo-
MEHHOMY UMEHH

'Hanuune unnTepdeifcoB 3aBHCHT OT MOTH(PUKAIIN MOTYJIs (cm. pazzmen b5).



98

CHEIUOUKALIA

Tabnuna C.2. Tectuposaume (npodoasicerue)

Ineiid (Loopback)

YpoBHm: uU3NTECKUIl, KAHAJBHBIA C IOA-
nepxkkoit VLAN, cereBoii, TpaHCIIOPTHBII
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C.3 OO0uwue xapakTepucTuku

Tabmuna C.3. Obupe XapakKTepucTUKU

PDusnyecKue napaMerphbl

TaGaputHble pazmepsbl Mmoaynsi (BXIIIXT) 30,5x103x150,5 mMm

Macca monyiis 0,36 xr

VYcaoBusi IKCILJIyaTaluu

JInanaszon pabodyux Temieparyp 5-35°C

Jdunana3oH TeMmoeparyp TPaHCIOPTUPOBKH U
XpaHEeHUs

-20...+35°C

OTHOCHUTEJbHAsS BJIA>KHOCTh BO34yXa 80% mpu Temmneparype 25°C
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D. YcTpaHeHune

HemcnpasBHOCTeN

Tabsma D.1. BodMmoxkHbIe HEUCIIPABHOCTH

XapakTepHble OpPU3HA-
KU HEUCIIPABHOCTU

BosmorxkHasa nmpuyunHa

Meton ycrpanenus

CBeTOMOAHBIN UHIUKATOD
.
., 4

OF

TOPUT KPACHBIM

Momysib HaXOqUTCs B HEpabodeM pe-
KUMe BCJIEJICTBHE YCTAHOBKYU HEKOP-
pekrroro 1O

OGHOBUTH BEPCUIO  TIPO-
IIUBKU MUKPOKOHTPOJLIIEPA
emg pas, MCIOJIb3ysl KOp-

PEKTHYIO BEPCUIO

CBeTOMONHBIN WHTKATOD
Lo

',@: He ropur (mmTaHUE
[IOZIAHO)

Momysib HaXOqUTCsE B HEpabodeM pe-
2KHMMe BCJIEJCTBUE YCTAHOBKU HEKOD-
pexraoro ITO

OOHOBUTH BEpCHIO IPO-
IMBKYA MUKPOKOHTPOJLIIEPA
emié pas, HCIOJIb3ys KOp-
PEKTHYIO BEPCUIO

MO,II\y.Hb HeHnclpaBeH

OcymecTBUTh PEMOHT MO-
JIyJisl B CEPBHCHOM IIEHTPE

B ciy4ae, eciin He ynaércest CaMOCTOSITE/ILHO YCTPAHUTD O0HADY KEH-
HYIO HEHCIIPABHOCTb MOJIYJIS, CJIeAyeT OOpPATUThCS B CIyXKOy TeXHUIe-
CKOM IIOJIIEP?KKU 10 aJIpecy:

000 «HTI-Merporek»

127322, Mockaa,

yii. dbnoukosa, .21, kopi. 3
Ten.: (495) 961-0071, (812) 340-0118, (812) 340-0119

www.metrotek.ru

www.metrotek.spb.ru

[Ipu obparmennn HEOOXOANMO YKa3aTh CJAEAYIONLYI0 HH(MOPMAIINIO:
HanMeHOBaHUEe MOIYJIA, SaBO,ZLCKOfI HOMED 1 OIlMCaHne IIpO6.HeMI)I.
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