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1. O6wune ceeaeHus

ITpu6op BepkyT-MX npenHa3HaveH AJIs1 OMEPaTMBHOTO aHaiIM3a U Kiaccudmka-
uuy IP-Tpaduka B ceTsX, IOCTPOEHHBIX Ha ocHOBe TexHosoruu 10G Ethernet.

BepkyT-MX 103BOJIsSIeT BHIIOMHSTH GUIBTPALIMIO TIOTOKOB TaHHBIX HA OCHOBeE 3a-
JaHHBIX TI0JIb30BATEIEM MTPABIII, TEPEHATIPABIISTD IPUHSTHIN 1 06pabOTaHHBI Tpa-
duK, a Taxke cO6MPATh CTATUCTHUKY.

Puc. 1.1. BuewHuti 8ud npubopa Bepkym-MX

Ipumeuanue. TIpu6GOP MMeeT HECKOIBKO aNMapaTHbIX MOAUDUKALINIA, TOTOMY BHEIIHUIA
BUJ, MOXKET OTJIMYAThCS OT MPEACTaBIeHHOro Ha puc. 1.1.

1.1. OCHOBHbIE@ BO3MOXXHOCTU

— Pexxum QuiabTpanuyu ¢ TpaHcasuuei gaHHbiX B 1G mopt. Kputepuu Boi6opa
OTIPEeeTIOTCS TI0b30BATEIEM M MOTYT GBITD 3a/IaHbI [IJI51 TIOObIX YPOBHEI MO-
nmenu OSI: MAC-anpeca, IP-agpeca moaceTeit 1 XOCTOB, HOMepa ITOPTOB MPOTO-
KOJIOB, TPYNIMPOBKA IO JMana3oHaM U AOTOJHUTeIbHbIM NapaMeTpam (Ha-
TpuMep, YETHBI/HEUETHBINI HOMep IMOopTa WM Habop CMMBOJIOB B COLEPKU-
MOM I1aKeTa).

— Pexxum VLAN-mapkepa.
— ®yukiu firewall Ipy MOOKIIOUEHUN «B pa3pbIB».

— 10G meitd ¢ OHOBPEMEHHBIM C60POM CTATUCTUIECKMX JAHHBIX. .

1KPVIT(E[Z)I/II/I c60pa CTaTUCTUKM ONPEeaenaTCa Noib30BaTeNeM, a TaKXe ONUUMAMKU NOCTABKU.
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1.2. BapuMaHTbl UICMONHEHUSA

IIpubop MMeeT HECKOJIBKO aMMapaTHBIX MOAMUGUKALIMIA, OTANYAIOLIVXCS KOIYe-
ctBOoM uHTepdeiicoB 1G u 10G. IIpu 3TOM MapKMpOBKA ¥ HA3HAUEHME Pa3bEMOB U
CBETOAVIONHBIX MHIVKATOPOB COBIIAJAIOT C ONVICAHVEM, IIPe/ICTaBIIeHHbIM B pasjerne 4.

CrienyduKanyy Kaskaoro BapMaHTa UCIIONHEHMSI IPUBeJieHbI B paszene 12.



2. KoMnaeKT nocTtaBKM

Ta6nuua 2.1. Komnaekm nocmasxu

HaumeHoBaHue

Koin-Bo

Ipu6op BepkyT-MX

1

Bsiok nuTanus

1

Iuck «bepkyT-MX. PykoBOJCTBO MO 3KCILTyaTallun»

1







3. Mepbl 6e30nacHOCTH

3.1. O6wuMe yKkasaHuUsa

— [lo Hauasa paboTsl ¢ pubopom BepkyT-MX BHMMATEIbHO U3YUUTE HACTOSIIIEE
PYKOBOJZICTBO 10 3KCILTyaTaINN.

— Ecmu ipm60op TpaHCIIOPTUPOBAJICS WITM XPAHUIICS TIPU OTPUIIATETbHBIX TEMITe-
paTypax, To Iepe]; BKIIOYeHNEM CIeqyeT BbIIepsKaTh ero B HOPMaTbHBIX KK -
MaTUYeCKMX YCIIOBUSIX HEM MeHee 2 YacoB.

— VCIoBUS 9KCILTyaTalUMyM OOJIKHBI COOTBETCTBOBATh YCAOBUSIM, ITpeACTaBIeH-
HbIM B pasgene 12.3.

— Tlpu arcruryaTanyy mpubopa AODKHBI BBITOTHSITHCS 00111e Tpe6oBaHMS ITpa-
BMJI TIOKAPHOI 6e30MacHOCTH.

— TIuTaromias ceTb He JOIKHA MMETh pe3KMX CKaUKOB HaIlpspkeHMsI. Paiom ¢ pa-
60YMM MECTOM HE IOKHO ObITh MCTOUHMKOB CUIbHBIX MATHUTHBIX U 3JIEKTPU-
YyeCcKUX MoJei.

— Heo6xomyumo obeperathb pmuo0p 1 670K IUTAHMUS OT YIAPOB, TIOMafaHMs BIaru
M TIbUTU, TIPOJO/DKUTEIBHOTO BO3/IECTBUS IIPSIMBIX COTHEUHBIX JIyU€ii.

— TIpu IIUTENbHBIX TIepepbIBaX B paboTe PeKOMEHIYETCSI OTK/II0YATh GJIOK M-
TaHus Mpubopa oT CeTu.

3.2. dneKkTponuTtaHue

JneKkTponyMTaHue Mpubopa, B 3aBUCMMOCTH OT almapaTHO MoaAUMUKALINN, OCY-
HIECTBJISIETCS IMOO OT BHEIIHETO MMITYJIbCHOTO 6JI0Ka NMUTaHusI (afarnTepa) Harps-
skeHueM 15-19 B, 1160 OoT BHyTpeHHero 6/0Ka MUTaHusT HamnpsokeHuem 85-264 B.
IMoTpebsiemMast MOIIHOCTD TaKKe 3aBUCUT OT aIllapaTHO MogudUKamum 1 CoCTaB-
nsiet 15-30 BT wim mo 120 BT, B 3aBMCUMMOCTY OT TUIIA MCITOJIb3YeMbIX ONTUYECKUX
MOZYJIe U peskuma paboThl.

AnanTep MoAgKIOYaeTcsl K Mpubopy yepes creluasbHO MpeqHasHaueHHbIA st
9TOrO pa3béM (CM. puc. 4.2).

Tpumeuanue. [y nuTanus npubopa OT CETU MepeMeHHOro TOKa MCII0b3YiiTe TOMBKO I0-
CTaBJISIEMbIi1 6JI0K ITATaAHMS.

IIpumeuanue. Bo BHenTHeM 610Ke MMTaHMS IPMGOPA MIMeEeTCs ONACHOE IS SKM3HY HaIpsi-
KeHye. 3alpeliaeTcs: IKCIUTyaTaums 6;10Ka MUTAHYUS C TIOBPEKIEHHBIM KOPITYCOM.
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4. BHewHU BUA,
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Puc. 4.1. ITepednas naxens npubopa Bepkym-MX
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Puc. 4.2. 3aduss nanens npubopa Bepxym-MX

Ipumeuanue. Buelnmii Bu, iepefHeit 1 3aHell MaHeneil M3MepUTEIbHOrO 6J10Ka 3aBM-
CUT OT amrnapaTHOi MoaudUKanyuy yCTPONCTBA Y MOKET OTIMYAThCS OT MTPeJCTaBIeHHOro Ha
puc. 4.1 u 4.2. IIpy 3TOM MapKkupoBKa ¥ Ha3HaueHMe pa3beMOB U CBETOAVOLHBIX MHAMKATOPOB

COBIIAAIOT C OIMCAHMEM, TIPENCTaBIeHHbIM B TA0I. 4.1 1 4.2.

Ta6nuya 4.1. Onucarue HeWHUX PA36EMO8

Mapxkuposka |OmucaHue HasnaueHne

TMonkoyeHue K OMTUYECKO
EX1, EX2 IMopter LAN/WAN 10G, cranmapt 10GBASE-R, JUMHME C  MCTIONb3OBAHMEM
10GBASE-W
SFP+ mogyns

EG1. EG2 IMopts LAN 1G, cranmapt 10/100/1000BASE-T, | ITogkitoueHme K 060pymoBa-
’ 10/100/1000BASE-TX HUIO aHa/M3a Tpaduka

11
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Ta6nuuya 4.1. OnucaHue 8HeWHUX PA36EMO8: NPOJOSIHEHUE

CONSOLE Cucremnsiit USB-niopr, Tumn B V;Lane‘{{ HOe YHpaBIIeHm1e
YCTPOICTBOM
MANAGE CucremHbIit mopT, crangapt 10/100BASE-T Vﬂaﬂe? Hoe YHpaBIIeHm1e
YCTPOICTBOM
=== Pa3bém i TIOAK/ITIOUEHNS BHEIIHEero MCTou- | [logkioueHe BHEITHETO VC-
[SECC] HMKA MTATAHUS TOYHMKA MUTAHUST
Ta6nuua 4.2. OnucaHue c8emoduooHsIX UHOUKAMOPO8
MapkupoBka Omnucanue
EX1, EX2 VIHAMKATOPBI, 0TOOpaXKaIoIIye COCTOSIHUE COeAVHEHUs AJIs TOPTOB
EX1 un EX2:

— TOPUT KpacHbIM — COeJlMHeH e YCTaHOBJIEHO;
— MMUraeT KpacHbIM — UAET MpUEM/epenayua JaHHbIX;
— He TOPUT — COeqMHEeHMe OTCYTCTBYeT.

PWR

MCTOYHMKA IIMTAaHUS

VHOMKATOp, OTOGPasKAMOIIMIA COCTOSIHME TMOLK/IIOUEHUS] BHEIIHETO

— roput 3e/I6HbIM — IOJK/IIOYEH BHEIIHUI UCTOYHUK IIMTaHUS;
— He roput — BHEIIHU MCTOYHUK MUTAHUS OTKITIOUEH.

12

Ludpoit 1 Ha puc. 4.1 o603HaUeHa KHOIIKA anmapaTHOro copoca.



5. MoaroTtoBka K pa6ote

Ins Hauana paboTsl ¢ mpu6opoM BepkyT-MX HeOOXOOMMO BBITIOTHUTD CIEAYIO-
1Iye OeViCTBUS:

1. TTocse u3BieueHus IpMOOPa 13 YIIAaKOBKYM IIPOU3BECTY BHELTHMIT OCMOTP U ITPO-
BEPUTH KOMIUIEKTHOCTh B COOTBETCTBUM C Tabmieit 2.1.

2. Ecnmu mpu6op TpaHCIOPTUPOBAJICS MY XPAHUJICS TIPY OTPUIATETbHbIX TEMIIE-
paTypax, To Iepe]; BKIIOUeHNEM CIeqyeT BbIIePKaTh er0 B HOPMaIbHBIX KM~
MaTUYECKUX YCIOBUSIX HE MEHee 2 YacoB.

3. IonKIIOUNUTD O6JI0K MUTaHMSI K Pa3beMy, PacloioskeHHOMY Ha 3aHeit maHenu
Kopiyca nmpubopa (cm. puc. 4.2). Tlocie MOAK/IIOUEHNUS] BHEIITHETO MCTOYHMKA
NUTaHus 3aropaetcs uHaukatop «PWR» (cm. puc. 4.1).

4. BBIMTOJIHUTH HAYaJIbHYI0 KOHPUTYPALIMIO YCTPOIICTBA B COOTBETCTBUM C yKa3a-
HUSIMM pasgena 8.

5. TomKIIOUUTb TPUOBOP K TECTUPYEMOIL CETHU (CM. pasmen 7).

13
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6. Pexxumbl paboTbl

ITporecc o6paborku Tpadmka B mpmbope BepkyT-MX cocTOUT U3 TPEX OCHOBHBIX
9TaIloB:

1. Knaccudmkauus.

2. @unbTpanys.

3. IlepeHampaBiieHue 1/UaM MapKUPOBKa.

MaructpanbHblii 10G Tpaduk He SIBISIETCSI OGHOPOLHBIM U COLEPKUT B cebe 607Tb-
Ioe KOJMMYeCTBO He3aBMCUMBIX MOTOKOB. IIpouenypa krmaccuduranym mosBossieT
pasIennTb UCXOLHBIN BbICOKOCKOPOCTHON TpadmK Ha OTHeabHble IOTOKM C MEHb-

11ei CKOpOCTbIO, UTO JAET BO3MOKHOCTD B Jla/ibHefIeM 00pabaThiBaTh TpaduK 13-
6upaTenbHO.

e
HTTP @ HTTP @@@

Knaccudukatop

HTTP| (HTTP| [HTTP

Puc. 6.1. I[Ipunyun pabome! Knaccugpuxkamopa

B ciyuae, Korga HeOOGXOAMMO BbIIEIUTh TONTBKO YaCTh MarMCTpaabHOro Tpaduka,
MPUMEeHSIeTCsT Tpoteaypa GuabTpanmm, KOTopast yaaiseT HeHyKHbIe /IS aHaiM3a
MTOTOKM. JIeiCTBUS, BBITIOJHSIEMbIE C TTOTOKAMM JAaHHBIX TOCIe KaacCubuRamum u
unbTpanyy, 3aBUCAT OT peskumMa paboTsl. BepkyT-MX MoskeT paboTaTh B OMHOM U3
TPEX PEKMMOB: OllepaTMBHOrO c6opa Tpaduka, Mapkepa Wiu CeTeBOTO 9KpaHa.

6.1. Pexxum onepaTtuBHOro céopa tpadpuka

ImaBHast 0COGEHHOCTDb ITOTO PEKMMA — BO3MOKHOCTb MOTYUYEHMS TAKETOB Maru-
cTpanbHOro KaHasna (MHTepdeiicsl EX) uepes 1G noptsl (MHTepdeticsl EG). IToTo-
K1, KOTOPbIE CIeyeT BhIAENUTD M3 MarucTpasbHOro Tpaduka 1 mepeHanpaBuTh Ha
uHTepodeiicel EG, onpenensiioTcs 0ab30BaTeNbCKUMI HACTpOKamu. [Ijist paboThl B
JaHHOM pexkuMe mpuobop bepkyT-MX MOAK/IIOUAETCS K CETU B COOTBETCTBUM CO CXe-
MaMU, IpefCcTaBJeHHbIMY Ha puc. 7.1, 7.2, 7.3.

15
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10G
BepkyT-MX

- A
Qo
E [ | (bV“-"’Tpg.Em&>

00O A |sa 5 00..0 f, Tx

s

Rx §OOO ——————————— —ec2| OO . O
g ANVANRWAN % Tx

L J

Puc. 6.2. Pexcum onepamusHozo cbopa mpaguxa

IIpumeuanue. Bo Bcex peskumax paboTbl Ipu6opa bepkyT-MX Ha OIMH 1 TOT Ke MTOPT MOTYT
MIPUXOIUTD TaHHBIE OT HECKOJIBKUX (DUIBTPOB.

6.2. Pexxum mapkepa

B Tex caydasix, KOTa BCTPOeHHBIX MHTepdeiicoB 1jist mocTyna K Tpaduky Heno-
CTAaTOYHO, VX KOJIMYECTBO MOKHO YBEIMYMUTD C IIOMOILBIO BHELIHEr0 KOMMYTaTopa
BTOPOTO YpoBHS. B pexxume mapkepa, noMuMo GuabTpalum U pasjeneHus Ha OT-
JlesIbHbIe TIOTOKY, ITakeTbl MapKupyTcss VLAN-teramu, ipu atom VLAN ID yHuKa-
JIeH /19 K&KI0TO0 ITOTOKa.

Ilnst paboThI B JAaHHOM peXXumMe npubop BepkyT-MX Heo6X0auMOo MOAKIIOUNTD K
kommyTatopy Ethernet c mogmepskkoit VLAN B COOTBETCTBUM CO CX€MOIA, TPEICTAB-
JIeHHO}1 Ha puc. 7.4 unu 7.5. IToce HAaCTPOV KM KOMMYTaTOpa IIOCTYNAlOLIMit Ha Hero
TpaduK Ha ocHOBe 3HaueHust rosnst VLAN ID pacnipenensieTcss MeXAY OTAeTbHbIMU
ropramy. TakuM 06pa3oM, MOTb30BATENb ITOYYaeT AOCTYII K BbIIEIeHHBIM I0TO-
Kam Tpadmka yepes opThl KOMMYyTaTOPA.

10G
BepkyT-MX
g mmim CIEEE) Y
Y] x
DOO A g_ 00..0 X § ceTesol
3100 .0 > kommyTatop [ >
or——— - - z
Slaa A 112 L\ A

Puc. 6.3. Pexcum mapkepa

16



6. Pexxmmbl paboTbl

6.3. PeXxuMm ceTeBOro 3KpaHa

B pexkume ceTeBoro skpaHa mpu6op paboTaeT Kak GUIbTP: MOCTYMAIOINI Ha UH-
tepdeiic EX Tpaduk GpuUabTpyeTCs B COOTBETCTBUM C ITOTb30BATENbCKUMM HACTPOIA-
KaMu, TI0CJIe Yero repeHarnpasiseTcss oopatHo Ha uHTepdeiic EX. I paboTsl B
JIaHHOM pexxumMe Tpuoop bepryT-MX c/ieffyeT MOAKIIOUNTH K CETU B COOTBETCTBUU
CO CXeMOJi, TIpeICTaBJIeHHOl Ha puC. 7.6.

10G
BepkyT-MX
N
S|og..O [pwnem)
5 1
| LSICINION B e OA 0T |
5l00.0 | Tx
v

Puc. 6.4. Pexcum cemegozo 3KpaHa
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7. CxeMbl NOAKIIOYEHUSA

CxeMbl IOAKIIIOUEHMs TTprbopa bepkyT-MX K ceTu ompeessiioTcsl peXKuMOM pa-
60TbI (CM. pa3zen 6), a Takke Ha3HaAUeHMeM MHTepGeiicOB yCTPOICTBA.

Wurepdeiic HasnaueHnue
EX Ipmém marucTpaabHOro Tpaduka Ijs gajabHeliiiei 06paboTK (BO BCeX pe-
SKMMax).

CKBO3Hasl mepeavya MarucTpaabHOro Tpaduka uepes uHrepdeiic B pexknme
ornepaTuBHOTro cbopa Tpadmuka.

[Mepemava MarucTpasbHOro Tpadyka mocie GUIbTPaIlU B PEKMME CeTEBO-
ro 3KpaHa.

[Mepemaua MapKMPOBAaHHOTO TpaduKa B peskuMMe MapKepa.

EG [lepemaya BbIIENEHHBIX M3 MArXCTPAIbHOIO TpaduKa IOTOKOB B PEKMUME
orepatuBHOro c6opa Tpaduka.

10G BepkyT-MX
( )
EG1
TAP ERX1 obpaboTka Tx
X
EX1 Tpaduka
Tx EG2
Tx
& J
Puc. 7.1. Tunosas cxema nookniouerust 1
10G
BepkyT-MX
( A
KoOMMyTaTOop EG1
SPAN-nopT iX1 obpaboTka Tx
X
EX1 Tpaduka
Tx EG2
Tx
g J

Puc. 7.2. Tunosas cxema nookoueHus 2
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10G BepkyT-MX
( N
EG1
EX1 I obpaboTka Tx
Rx Tpaduka
EX1 )
Tx EG2
TX
\ J
Puc. 7.3. Tunosas cxema nodkwoueHus 3
10G BepkyT-MX
( A
EG1
TAP ERX1 obpaboTka Tx
E)?'I \( Tpadurka
TX | MapkupoBaHHbIi1 EG2
TX
Tpaduk
\§ J

ceTeBoiA
KoMMyTaTop

N

Puc. 7.4. Tunosas cxema nookaioueHus 4

10G
BepkyT-MX
( )
KOMMyTaTop EG1
SPAN-ropT ERX1 obpaboTka Tx
X
EX1 \l Tpaduka —
Tx 7
MapKMpPOBaHHbI T«
Tpadhuk
- J

ceTeBoi
KOMMyTaTop

N

Puc. 7.5. Tunosas cxema nookaioueHus 5
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7. CxeMbl NOOKOYEHNA

10G

BepkyT-MX
( )
EG1
ERX1 obpaboTka Tx
X
EX1 Tpadhuka
Tx EG2
Tx
g _J

Puc. 7.6. Tunosas cxema nookoueHus 6
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8. KoHpurypauusa ycrpomncrea

[T HACTPOVIKY M yIpaBieHus GyHKIMAMU nprbopa bepkyT-MX ucronb3yeTtcs
uHTepdeiic USB 1.1/2.0 (CONSOLE, cm. puc. 4.1) wim cuctemusiit mopt 10/100BASE-T
(MANAGE, cm. puc. 4.2).

8.1. O6wune ceepeHus

ITpn60p BepkyT-MX COCTOUT 13 OCHOBHOI ITATGOPMBI, K KOTOPOIi TOACOeOMHEHO
oT 1 1o 4 mopmyneit (B 3aBMCHMMOCTH OT ammapaTHoii mogudukauym). [logkmoueHne
K MOAYJISIM OCYIIIECTBJISIETCS TTOC/Ie MOAK/IIOUEeHMsT K mpubopy o uHrepdeiicy USB
(cm. pasgen 8.2) winmn Ethernet (cm. pasmen 8.3). Ethernet-coemuHeHue 1mo3BosieT
rapasuiesbHO YIPaB/ISTh HeCKOIbKMMY MOLYISIMMA.

8.2. NoaknwueHue no uHTtepdeicy USB

8.2.1. OC Linux

BsaumopeiictBue ¢ mpu6opom B OC Linux ocymiecTBisieTcsl IOCPECTBOM CTaH-
nmapTHoro npaiiepa USB serial 110607 JOCTYITHO TepMUHATBHOM TPOrpaMMBbI (Ha-
npumep, minicom).

Iyist yctaHOBKY coenyHeHmst Mexkay ITK v mpu6opom ¢ 1CIToIb30BaHMEM MPOrpam-
MbI Mminicom HeOO6XOAMMO BBITIOTHUTD CJIEAYIOIVE e ICTBYS :

1. TMoaxmounTh MOPT CONSOLE mpubopa bepkyT-MX k USB-1m1opTy KOMITbIoTEpA.
2. 3amycTUTh MporpaMmy minicom:

minicom -D /dev/ttyUSB@ -b 115200

3. B wryuae yCIeIHoro COeIMHEHMS] B OKHO TepMMUHAIbHOM MpOrpaMMbl OyaeT
BbIBeZ€HO MpUIJIallieHe JJ151 BBOJIa MMEeHU M0/Ib30BaTes U Maposl.

Vims mtonib30BaTesst — admin Miu root (CM. paszern 8.5). IIpu rmepBoM MOAKITIO-
yeHuu npubopa K I1K mosne password OCTaBUTh IMyCThIM U HaxkaTh Enter. ITo-
cJ1e TTOKITIOUeHMS K TPUOOPY Maposib MOKHO M3MEHUTD C TOMOIIHI0 KOMaH/Ibl
passwd (cM. pasgen 8.7).

I[Tocre 5TOro MOYKHO YCTaHOBUTD COeIYHEHVEe C KOHKPETHBIM MOJIy/IeM, ClIedyst
yKa3aHusIM paszfena 8.4.
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8.2.2. OC Windows

BsaumopeiictBue ¢ mpr6opom B OC Windows ocyiiecTBiisieTcst ToCpeiCTBOM Jipaii-
Bepa Virtual COM Port. [TaHHbIi1 fpaiiBep cieqyeT IpeaBapuTeIbHO YCTAHOBUTh Ha
K gj1s1 KOpPEKTHOM MHULIManu3auuu npubopa B cucreme. ®aiiibl gpaiBepoB st
PasIMUHBIX OTepaIMOHHBIX CUCTEM U YKa3aHUs 110 UX YCTAaHOBKe TpeiCTaBlIeHbl Ha
caitte kommnaauy FTDI Chip: http://www.ftdichip.com/Drivers/VCP.htm.

IIpumeuanue. B3avmozeiicTBue ¢ MPUOOPOM MOKET 06eCreunBaThCsl Kak CTaHAaPTHBIMU
cpencrBamyu OC Windows — nporpammoit HyperTerminal, Tak u TepMUHaIbHBIMU TPOTPaM-
MaMy CTOPOHHMX ITPOM3BOIVTENE.

Ilnst yctaHOBKM coenyHeHusT Mexkay [TK u mpu6opom HeoO6XoAMMO MOIKIIOUNUTD
bepkyT-MX Kk USB-110pTy KOMIIBIOTEPA, I10C/IE Yero, B C/Iyyae MCI0NIb30BaHus IIPO-
rpamMmbl HyperTerminal, BBIMOMHUTD CIeQYIOIINE AECTBUS:

1. 3anyctuts nporpammy HyperTerminal.

2. Cospatb HOBOe IoaK/IoueHne: «daiin» =«HoBoe MogKIIOUeHMe».
3. 3agaTh MM TIOAK/ITIOUEHUS.
4

. Onpenenutp, kakum COM-IIOPTOM B CHCTEME SIBJISIeTCS MOAKII0UeHHbIN BepkyT-MX,
06paTMBIINCH K CTAHAAPTHOMY IIPMIOKEHMIO «JlyicIieTyep yCTPOMCTB»:

«Moii kKoMmbIoTep»=- «CBOMCTBa»=>«O60pyIOBaHNe»=> «[yCIIeTUep yCTPONACTB».
5. BbpIGpaTh MOCIef0BaTENbHBIN ITOPT, K KOTOPOMY TOAK/ITIOUEH MTPUOODP.

6. YCTaHOBUTD ImapaMeTpsbI IT0C/IeJOBATE/JIbHOI'O IIOpTa:

— cKkopocTh (6uTt/c): 115200;

OMTHI JAHHBIX: 8;

YETHOCTD: HET;

— CTOIOBbIE GUTHI: 1;

yIIpaBJIeHMEe ITOTOKOM: HET.

7. Tlocte HaxkaTHUs HA KHOMKY Enter HyperTerminal momnbiTaeTcs ycTaHOBUTD CO-
enyHeHue ¢ bepkyT-MX.
B ciyuyae ycmemHoro coeiMHeHMsI B OKHO TepMMHAIbHOI ITporpaMmbl OyzeT
BBIBeZIEHO IIpUIVIAIIeH}e /1JIs1 BBOJA IMEHM II0/1b30BaTess U apoisl.

VimMs mmonib30oBaTesst — admin Mian root (cM. pasgen 8.5). IIpu mepBom MOAKITIO-
yeHuu mpubopa K I1K mone password OCTaBUTh MYCTHIM U HaXKaTb Enter. [To-
CJ1e IOOKITIOUEHMS K MPpU6GOPY Maposb MOXKHO M3MEHUTH C TTIOMOIIbI0 KOMaH/ Ibl
passwd (cM. pasgen 8.7).

ITocse 3TOro MOKHO YCTAaHOBUTD COeAMHEHME C KOHKPETHBIM MOJLy/IeM, CIenyst
yKa3aHMsIM paspena 8.4.
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8.3. MoakntouyeHue no uHtepdency Ethernet

8.3.1. OC Linux

Ilnst yetaHOBKM coenvHeHmst mexxay ITK v mpu6opom o nutepdeiicy Ethernet Heo6-
XOIMMO BBIIIOJIHUTD CJIeIyIolye NeiCTBUS:
1. TlogxmounTh MOPT MANAGE mipubopa BepkyT-MX k ITK uau ceTn.
2. BBecTu KOMaHIy:
ssh admin@IP-aapec_npubopa
U ssh root@IP-aapec_npubopa (CM. paszen 8.5).
Ipumeuanue. IP-anpec npubopa 1o ymonyaumio — 192.168.1.1.

3. IIpu nepBoM noakmoueHny mpubopa K I1K mose password OCTaBUTh MYCThIM
¥ HaxkaTb Enter. [Towle MOAK/IIOUEHNS K TPMOOPY MapoIb MOKHO U3MEHUTD C
MMOMOIIIbI0 KOMaHbI passwd (CM. pa3zen 8.7).

Ipumeuanue. Ecnv TpeGyeTcs MapasuiesibHO YIPAB/ISTh HECKOMIbKMMM MOIY/ISIMH, ClIe-
IyeT YCTaHOBUTb HEOOXOAMMOE KOIMYECTBO CeaHCOB MOIK/ITIOUEH NS, II0C/Ie Yero B Kax-
JIOM CeaHCe BBIITOTHUTb KOMaH/Ibl, YKa3aHHbIE B pasfese 8.4.

[Tocsie BbIMOTHEHMS BbIIlIENIePEYMCAeHHbIX AEICTBUII MOKHO YCTAHOBUTD COENIM-
HeHMe C KOHKPEeTHBIM MOJYJ/IeM, CIeys yKazaHusIM pasjena 8.4.

8.3.2. OC Windows

Inst ycraHOBKM coenyHeHMst Mexxay I[TK v mpu6opom 1o untepdeiicy Ethernet Heo6-
XOAYIMO BBIIIOJIHUTD CJIeAYIoIIye NeiiCTBUS:
1. TMoaxmounTh MOPT MANAGE mipubopa BepryT-MX K ITK mm ceTn.
2. OTKpBITh IPOrpaMMy putty.exe.

3. Brione Host Name (or IP address) BBecTu IP-ampec npubopa 11 BOITY B CU-
CTeMy.

Ipumeuanue. IP-anpec npubopa 1o ymonuauuio — 192.168.1.1.

4. TIpu miepBoM MoAKI0UeHUN pu6opa K I1K 1mose password OCTaBUTh MMyCThIM
¥ HaxkaThb Enter. [Towle MOAK/IIOUEHNS K TIPMOOPY MapOib MOKHO U3SMEHUTD C
TOMOIIIbI0 KOMaHbI passwd (cM. paszgen 8.7).

Ipumeuanue. Ecnv TpeGyeTcs MapasuiesibHO YIIPAB/ISTh HECKOIbKUMM MOIY/ISIMU, Clle-
IyeT YCTaHOBUTb HEOOXOAMMOE KOIMUECTBO CeaHCOB MOIK/ITIOUEH NS, II0C/Ie Yero B Kax-
IIOM CeaHCe BbITIOJTHUTh KOMaH/Ibl, yKa3aHHbIe B paszese 8.4.

[Tocsie BhIMOTHEHUS BbIIIEIIepeUMCIEHHbIX OEeVICTBUI MOXXHO YCTAaHOBUTDH coeaun-
HeHJe C KOHKPETHBIM MoAayJ/ieM, Cjieayda YyKa3aHMAaM pa3aesia 8.4.
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8.4. YnpaBneHue MoaynsimMm

Kaskmomy MOMYITIO, TIOAK/IIOUYEHHOMY K OCHOBHOJ IiaTGopme, MPUCBOEHO GYK-
BeHHOe 1 MG poBoe o603HaveHe (cM. puc 8.1).

A ; & ;

Puc. 8.1. O603HaueHue modyneii npubopa bepkym-MX

Ipn obpaimeHnu K KOHKPETHOMY MOJIY/II0 MOXKHO MCITOb30BaTh 160 GYKBEH-
HbIA, 1160 UUpPOBOIt UAEHTUDUKATOP.

TMocie coequuenus ¢ mpub6opom BepkyT-MX (cMm. pasnen 8.2 u 8.3), IJis TOAKITIO-
YeHUST K MOAY/ISIM HeO6XOMMO BBITIOTHUTD CIEAYIONIME TeiiCTBHUS

1. 3amycTuTh mporpamMmmy minicom: minicom -D /dev/ttyMXA...D -b 115200
Wi minicom -D /dev/ttyMX@...3 -b 115200

Ipumeuanue. B cinydae, korma npubop bepkyT-MX comepKXUT TOTbKO OAVH MOZIY/Tb, YKa-
3bIBaTh UAeHTUGMKATOP He Tpebyercsi: minicom -D /dev/ttyMX -b 115200

2. HaxkaTb Ha KHOMKY «Enter»: minicom mormbITaeTcsl yCTAaHOBUTD COeOMHEHME C
BBIOpAHHBIM MOMY/IEM.

B cryyae ycrnemHoro ycTaHOB/IEHUMS COeIMHEHMS MOLY/IEeM MOXKHO YIIPaBJISATDb C
IIOMOILbI0 KOMaH/I, IIPeZCTaB/IeHHbIX B pasgere 9.
8.5. MNpaBa nonb3oBaTenem

Ha nmpu6ope BepkyT-MX co3maHbl iBe YUETHBIE 3aTIMCH: TOOt (CYTIePIIOTb30BaATENb)

u admin (agmuHMcTparop). Ilox yIETHOI 3amMChIO root paboTaTs ¢ mprbopoMm ciie-
[yeT MmpeeibHO BHUMATEIbHO.
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8. KoHdurypaums ycrpoiictea

8.6. Hactpolika ceteBoro agpeca nopra MANAGE

[nis M3MeHeHMsl ceTeBoro ajgpeca rmopra MANAGE (cM. puc. 4.2) He06XOIUMO BbI-
MOJIHUTD CeLyIoL/e NeiCTBUS:

1.

8.7.

TMopxmounThes K pubopy bepkyT-MX no untepdeiicy USB (cMm. pasgen 8.2)
unu Ethernet (cM. paspen 8.3), MCIONb3ys YYETHYIO 3aIIUCh TOOt.

. OTKpBITH (haiis ceTeBBIX HACTPOEK B PeIaKTope vim:

vim /etc/network/interfaces

CTBOBATb CTPOKaA:

iface eth@® inet dhcp

iface eth@ inet static
address IP-aapec

netmask macka noacetu
ITpu HeOOXOAMMOCTH 3a/1aTh:
gateway IP-agpec wnwsa

dns-nameservers IP-agpec 6a3bl DNS

. JIJist TOATBEPXKOEHNS] HACTPOEK BBECTY KOMaHIbI

ifdown eth@
ifup etho

WJIN BBIKJTIOUNTD, a 3aTe€éM BKIIOUUTb Hp]/[60p.

. Beectu KOMaHAy:

ifconfig eth@

. B ciyuae momyueHust ceTeBbIX HacTpoek 1o DHCP B daiine mo/mkHa MPUCYT-

. TIpu 3amaHuy HaCTPOEK BPYUHYIO B (haiiie JOKHBI TPUCYTCTBOBATh CTPOKM:

B crydae ycIenHoi ycTaHOBKY HACTPOEK B Pe3Y/IbTATE BBIMOTHEHMSI KOMaH/IbI
B TEpMMHATBHOM MpOrpaMMe 0TOOPassITCS mapaMeTphl CETU, 3HAaUeHUs KOTO-
DBIX 6YAYT COOTBETCTBOBATH BBHIITOJHEHHBIM paHee HACTPOKaM.

M3MeHeHMe naponsa no yMoa4aHUIo

[ usMmeHeHUsT 1apoJisi, UCII0JIb3yeMOTI'O IIPU IMOAKIIUYEHNUN K OCHOBHOI1 II/IaT-

dbopme, HEO6XOIMMO BBITIOTHUTD CIEAYIONINE eV ICTBUS:

1. MopxmounThbes K Mpubopy bepkyT-MX o uHTepdeiicy USB (cm. pasgen 8.2)
uu Ethernet (cM. paspen 8.3), MCITONb3ys YYETHYIO 3aIMCh TOOt.

2. Beectun KOMaHy passwd U ¢JIeJOBaTh YKa3aHMSIM Ha dKpaHe.
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8.8. lo6aBneHue nosb3oBaTenen

Ilnst mo6aBJieHNst HOBBIX ITOJIb30BaTe el HE0OXOIMMO BbITIOTHUTD CJIEAYIOLIE Teii-
CTBUSL:

1. ToaxmounTbes K pubopy BepkyT-MX mo untepdeiicy USB (cm. pasmen 8.2)
wnu Ethernet (cM. paspen 8.3), MCITONIb3ys YUETHYIO 3aIIACh TOOt.

2. BBecTu koMaHy adduser U (Jief0BAaTh YKa3aHMUSIM Ha 3KpaHe.
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9. KoMaHAbl

9.1. CucteMHble KOMaHAabl

help

CIy>KUT Jj151 BBIBOJIA CITMCKA BCEX KOMAH/I, UJTY CIIPaBOYHO MHPOPMAIMM 10 OTHETb-
HOV KOMaHe.

CUHTaKCMC KOMaHAbl

BoIBOp, crivicka KOMaH/I,:

help

BbIBOJ, CITpaBOYHOI MHGpOpMAaIMK i1 KOHKPETHO KOMaHIbI:

help <command>

versions

CITyskKUT IJ1s BBIBOJA HOMEpPa BepCUM IPOTPaMMHOTO 0becrieueHusl.

CUHTaAKCUC KOMaHAbI

versions

KomaHpa He uMeeT mapameTpOB ¥ OILIIA.

uptime

CJ'[y)KI/IT OJis1 BBIBOJA BpeMEHU pa6OTbI YCTpOﬁCTBa C MOMEHTAa BK/IIIOUEHMS.

CHMHTaKCUC KOMaHAbI

uptime

Komanga He umeer IIapaMeTpoB U OITIIMIA.
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history

C)'IV)KI/IT JJIs1 BbIBOJ A CITMCKa BBeﬂéHHbIX paHee KOMaHI.

CUHTaKCUC KOMaHAbI

history

Komanpza He umeeTr ImapaMeTpoOB 1 OITIIUIA.

bootup

CyskuT 1j1s BBIBOJA KOIMUECTBA BKIIIOUEHUH Tpubopa.

CUHTaKCUC KOMaHAbl

BriBO[, TeKylero 3Ha4eHMs CUETUMKA:
bootup

C6poc cuérymka:

bootup clear

settings

CIIy>KMT [JIs1 COXpAaHEeHMsI HaCTPOEK, BBIIIOJIHEHHBIX C MIOMOLIbI0 KOMaH/, filter u
iface, B 9HEpProHE3aBUCUMYIO TAMSATh IPMUGOPa, a TAKKe /IS 3arpy3Ky MK yaajie-
HMSI 3TUX HACTPOEK U3 MaMSITH.

CMHTaKCMC KOMaHAbI
CoxpaHeHMe TeKyUIMX HaCTPOeK:
settings save

YoaneHue HaCTpoOeK:

settings clear

3arpyska HacTpoeKk:

settings load
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9. KomaHapl

9.2. HacTpoiKka UHTep(deMncoB U NosyyeHue cTaTyCHOM
nHpopmaummn

iface

Cayxxut ajist HacTpoiiku dusndeckux uHrepdeiicos (EG, EX) u BbIBOIa CTaTyCHOI
nHdopmanmmn.

CHMHTaKCUMC KOMaHAbI
BriBop, nHGOpMaIIUy 1o BceM MHTepdeiicam:
iface

M3MeHeHMe HaCTPOEK MY BBIBOJ, CTAaTYCHOI MH(opManuy s uHTepdeiica ¢ uMe-
HeMm «NAME»:

iface <NAME> [up|down] [mode lan|wan] [speed 10|100|1000]
[autoneg on|off] [advertize [10]100|1000|all]] [lb on|off]

MapameTpbl

— 0e3 mapamMeTpoB — BBIBECTM BCIO CTaTYCHYIO MH(OPMAINIO 110 BCeM Gu3uye-
ckum uHTepdeiicam (EG, EX);

— NAME — HasBaHue unrepdeiica (EG, EX), 1jis KOTOPOro Heo6X0AMO BhIBECTH
CTaTyCcHYI0 MH(OPMaLMIO MM M3MEHUTb HaCTPOIKI.

Oonuuun

— up — BKJIIOUUTDb MHTEPDEiC;
— down — BBIKJTIOUNTb MHTEPDETIC;

— mode lan — BbI6paTh LAN-peskum pa6oTsl uutepdeiica (TOMbKO st UHTEP-
deiico EX);

— mode wan — BbI6paTh WAN-pesxum! pa6oTsl nHTepdefica (TOMBKO [JIs1 MHTep-
deiicoB EX);

— speed [10]100]|1000] — BbIGPATh CKOPOCTb MEpeJauy JAHHBIX (TOJMBKO IJIst
nHrepodeiicos EG);

— autoneg on — BK/IIOYUTH PEKMM aBTOCOINIACOBAHMS (TOMBKO IJIsT MHTepdeii-
coB EG);

— autoneg off — BBIKJIIOYNUTb PEKMM aBTOCOIIACOBAHMS (TOMBKO [IJISI MHTEP-
(eiicoB EG);

'WAN-pexum — BapuanT 10G Ethernet, aganTupoBaHHbI1 Ast paGoThl B ceTssx OC-192.
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— advertize [10]100]|1000] — BbIGpPaTh MPEIIOUNTAEMYIO CKOPOCTh COEAMHE-

Hust: 10, 100 mam 1000 M6uT/C (TONMBKO AJ1st uHTepdeiicoB EX mpy BKIIOUEHHOM
aBTOCOIJIACOBAaHUMN);

advertize [all] — yCTAaHOBUTH COEIMHEHME Ha JIF060 U3 CKOPOCTEH
10/100/1000 M6uT/C (TONIBKO AJist MHTepdeiicoB EX mpu BKIIOUYEHHOM aBTOCO-
IJIaCOBAaHUN);

Ipumeuanue. CoenviHeHye GyIeT YCTAHOBIEHO TOJIBKO B TOM CJIyUae, ey Ha MPOTUBO-
TTOJIOKHOM KOHI[E TaK)Ke MCITOIb3yeTCsl aBTOCOIIaCOBaHMe, M KAK MUHMMYM O HA TIpefi-
rnoyyTaeMasi CKOpocTb coBnazaer. CoeiMHeHMe YCTAaHABIMBAETCS Ha MPeNIoYNTaeMOoit
CKOPOCTM, MAKCMMAaJIbHO AJIsT 060MX YCTPOCTB.

Lb on — BKIIOUMUTDb PeXXUM IlepeHamnpasnenus Tpadbuka («Ilnerid») Ha ucxon-
HbI}t TOPT (TOMBKO A1 MHTepdeiicoB EX);

Ipumeuanue. Pexxum «Illneiid» NO3BONSIET HE TOMBKO IepeHanpaBuTh Tpaduk Ha uc-
XOILHBIV TIOPT, HO M OTIPaBUTb ero Ha NopThl EG ¢ BO3MOKHOCTBIO IIPeiBApUTENbHOM
dbunbrpanymn.

— b off — BBIKIIOUUTD PeXUM I1eitd (Tonbko aist uHTepdeiicos EX).

Mpumep ncnonbsoBaHus

Brirounts nHTepdeiic EX1 1 ycraHOBUTD Ha HEM peskum WAN:

iface ex1l up mode wan

BritiounTh peskum aBTOCOrIacoBaHus Ha uHTepdeiice EG2:

iface eg2 autoneg on
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9. KomaHapl

9.3. HacTtpoiika punbTpoB

filter

Komana oTBeuaeT 3a BbIBOL, MHGOPMAIY O COCTOSIHUM GMIBTPOB, HACTPOJKY I1a-
paMeTpOB U yIIpaBjieHue paboToi GUIbTPOB.

CUHTaKCMC KOMaHAbl

BriBOm MHGOpMaIY 10 BCeM QUIbTPaM:
filter
Vi3MeHeHMe HaCcTpoeK GUIbTpa ¢ HomepoM «fnum»:

filter <fnum> <from exl|ex2> [mode on|off] [to egl|eg2|drop]
[vilan_id valuelany] [vlan_pri value|any] [mpls_label valuel|any]
[mpls_exp valuelany] [ipsrc value|any] [ipdst value|any]

[dscp value|any] [proto valuel|any] [portsrc value|startport-endport
[odd|even]|any|all] [portdst value|startport-endport
[odd|even]|any|all] [port value|startport-endport [odd|even]|any|all]
[string <pattern> [from] [to]] [iplen [min-max]|value]]

[ipoffset [on|off]] [clear]

MapameTpbl

— 6e3 rmapaMeTpoB — BBHIBECTU MHGOPMAIIMIO O HACTPOIIKaX BCeX GUIbTPOB;

— fnum — BbIOPaTh QUIBTP C OMpeaeEHHBIM HOMEPOM; HOMED YKa3bIBaeTCs B
BUJe LieJIoro umciaa B auamnasoxe 0...9.

— from ex1|ex2 — BbIOpaTh MHTEPEIIC.

Oonuuun

— mode on — BKIIIOYUTb QUIIBTD;

— mode off — BBIK/IIOUUTH QUIBTD;

— to egl — OTHpaBIsTh NakeTsl HAa uHTepdeiic EG1;
— to eg2 — OTIpaBJIATh ITaKeThl Ha MHTepdeiic EG2;
— to drop — YHMUTOXaTb MTaKeThl;

— vlan_id — 3agaTb 3HaueHue uaeHtudukaropa VLAN-metku (VLAN ID): me-
CSITUYHOE WY LIeCTHAAIaTePUYHOE YMCIO B auanasoHe 0...4095;

— vlan_id any — OTK/IIOUMTDb GMIBTPAIIMIO [T0 3HAYEHUIO TTOJIS;
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34

vlan_pri — 3agaTh 3HaueHue npuopurera VLAN-metku (VLAN Priority): me-
CATUYHOE WY IeCTHAAIaTepUUHOe YMCIo B fuanasone 0...7;

vlan_pri any — OTK/IIOUMTH QUIbTPALIMIO 10 3HAYEHUIO OIS ;

mpls_label — 3aaTh 3HaueHMe uaeHTUuGMUKaTopa MPLS-MeTKM: AeCATUUHOE
WIN niecTHagaTepmudoe uncio B auanasose 0...0 x FFFFF;

mpls_label any — OTKIIOYUTH GUIBTPALIMIO TIO 3HAUEHMUIO TIOJS;

mpls_exp — 3amaTh 3HaueHne EXP 61uToB MPLS-MeTKM: HeCITUUHOE MUJIN IIeCT-
HaJlaTepuIHOe 4ncio B Anamnasoxe 0...7;

mpls_exp any — OTKIIOUNUTH GUIbTPALMIO IT0 3HAUEHMIO IT0JIS;
ipsrc — 3agath [P-agpec UCTOUYHMKA/MaCKYy;

ipsrc any — OTKIIOUUTH QUIBTPALIMIO IO 3HAUEHWIO T10JIST;
ipdst — 3amarth [P-agpec nmomy4daresiss/Macky;

ipdst any — OTKIIOUMTH QUIBTPALIMIO IO 3HAUEHWIO T10JIST;

dscp — DSCP 6uThI IP-3arooBKa: gecITUUHOE UM [IeCTHAAATePUUIHOe UMC-
Jj0 B nuamnasoHe 0...255 (cm. Tabn. 11.1);

dscp any — OTK/IIOUUTH QUIBTPALIMIO 10 3HAUEHWIO T10JIST;

proto — 3aaTh MPOTOKOJ 4 YPOBHS: JECITUYHOE WM IIECTHAAIIATEPUIHOE
yuciao B guamnasone 0...255;

proto any — OTK/IIOUUTh (PUIBTPALIMIO [T0 3HAYEHMIO OIS ;

portsrc value|startport-endport [odd|even] — 3amaTh Homep (value) min
uHTEpBAI HOMepoB (startport-endport) TCP/UDP-1opTOB MCTOYHMKA B BUIE

IEeCSITUYHBIX WM LIeCcTHaAuaTepuuyHbix uncen B auanasose 0...0xFFFF; npu

MCIIOb30BaHNM TapamMeTpa odd|even maHHas OMIIMS TO3BOJISIET BHIOPATD TOMb-

KO YETHbIe/HEUETHBIE HOMePa U3 3alaHHOTO MHTEePBaJIa;

portsrc any — OTKIOUUTH uibTpanuio mo sHaueHmo TCP/UDP-mopTa uc-
TOYHMKA;

portsrc all — BKIIOYMTH GUIbTpAIMIo Bcero auamnazona TCP/UDP-nopToB
ornpasurens (0...0xFFFF);

portdst value|startport-endport [odd|even]— 3amaTb HoMep (value) mim
MHTepBaJ HoMepoB (startport-endport) TCP/UDP-niopToB mosy4yaTesns B BUume

IeCSITUUHBIX WM IIeCTHaAaTepuyHbIxX uncen B auanasose 0...0xFFFF; nmpu

MCITOIb30BaHMY MapaMeTpa odd|even JaHHast OMLMS TO3BOJISIET BHIOPATD TOJIb-

KO YETHbIE/HEUETHBIE HOMEpA M3 3aJaHHOT0 MHTEPBaa;

portdst any — OTK/IIOUMTb GUIbTpaIyio no 3Havenuio TCP/UDP-mopra mo-
JIyJarens;

portdst all — BKIIOUMTb GUILTPAIMIO Bcero auamnasona TCP/UDP-nopToB
nonyuarens (0...0xFFFF);
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port value|startport-endport [odd|even] — 3amaTh HoMep (value) win
MHTEepBan HomepoB (startport-endport) TCP/UDP-miopToB mosyyaTesst U OT-
MpaBUTES B BUie NeCSTUUHbBIX U IIeCTHAAIaTePUUHbBIX UMCeJT B Mara3oHe
0...0xFFFF; mpu ucnonb3oBaHuy mapamMeTpa odd|even maHHast OILMS IIO3BO-
JISIeT BbIOPATh TOJIbKO YETHBIE/HEUETHBIE HOMEPA U3 33JaHHOT0 MHTEPBAJIA;

port any — OTKJIIOUNUTH QUabTpauuio nmo sHauennio TCP/UDP-mopTa oTmpa-
BUTEJIS U TTONTyYaTerns;

port all — BKIIOUMUTH GUIbTpaIMio Bcero auamnazoHa TCP/UDP-mopToB oT-
npasurens u nonyuarens (0...0 xFFFF);

string <pattern> — 3amaTh CTPOKY /IS IOMCKA BHYTPU COIEPKMMOTO BCe-
IO I1aKeTa; CTPOKa MOXKeT GbITh 3aJaHa HECKOJIIbKMMM CII0CO0aMM (B KaBbIUKax
i 6e3):

— I10CJIeqOBAaTeIbHOCThIO 6yKB " CMMBOJIOB: «hello», «hello, world»;
- TMOC/IEeOBATEIbHOCTBIO 6aiiT: \XAA\xBC\x15;
— T0C/IeOBATEIbHOCTBIO 6YKB 1 6aiiT: «hello \XAA\XBC\x15».

string <pattern> [from] [to] — 3aJaTh MHTepBas 6aiiT AJis ITOMCKa Haya-
Jia CTPOKM BHYTPYU COAEPXKMMOTrO IMaKkeTa:

- from — HOMep 6aiita mocsie IP-3arosoBKa makeTa, ¢ KOTOPOTO HAYHETCS
TTOMCK CTPOKM;

- to — HOMep 6aiita mocie IP-3arosoBka I1aKkeTa, 10 KOTOpPOro 6Y,E[eT BbI-
IMMOJIHSATHCS ITOUCK CTPOKN.

iplen [min-max|value] — BKIIOUKTDb GMIBTPAINIO IO JyinHe [P-mlakeTa:

- min-max — MMHMMAaJIbHOE ¥ MaKCMMaJIbHOe 3HaYeHye Aarna3oHa AJIMHbI
aKeTa;

- value — Ol'Ipe,E[e.J'IéHHOQ 3HaueHMe OJIMHbI ITaKeTa.

ipoffset [on]|off] — BKIOUMUTD/BBIKIIOUNTD GUIBTPALINIO ITO 3HAUEHUIO CMe-
meHust B [P-3aronoBke (110 ymMomrdaHuio GuabTpauyio o 3HaueHUIo CMeleHust
BBIK/IIOUEHA):

— on — GWUIBTP MPOMYCKAET TOIBKO Te MAKeThI, Y KOTOPBIX cMelleHwe B [P-
3aroJIoBKe OGOJIbIIe HYJS;

— off — GUIBTP MPOIyCKaeT BCe MaKeThl;

— clear — C6POCUTH HACTPOIKM AJI BBIGPAHHOTO GUIbTPA.

Mpumep ncnonbsoBaHus

BHecTy usMeHeHMSs B GUIIBTP C HOMEpPOM «2» — mepeHarpaBuTsh ¢ mopta EX1 Ha mopt
EG1 Bce nakets! ¢ [P-agpecom mcrounmka 192.168.10.10 u IP-agpecom nosmy4daTesst
u3 nopcet 192.168.222.0/24:
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filter 2 from exl ipsrc 192.168.10.10 ipdst 192.168.222.0/24 to egl

BHecTu u3ameHeHMs B GUIBTP C HOMEPOM «4» — YIOAIUTDb U3 TIOTOKA, MPUXOISIIETO
Ha nopt EX2, Bce makeTsl, y KOTOpbix VLAN ID = 7:

filter 4 from ex2 vlan_id ©x7 to drop

C nmomopio GuibTpa ¢ HOMEPOM «5» BBIIEMUTD U3 IIOTOKA, IIPUXOISINEro Ha OPT
EX1, naketsl, Homep TCP/UDP-nopTa KOTOpPBIX HaXoAUTCS B MHTepBase oT 100 mo
200 ¥ Tipu 3TOM SIBJISIETCSI HEUETHBIM ¢

filter 5 from exl portsrc 100-200 odd

C nmomo1ipio GuIbTpa C HOMEPOM «6» BBIIEIUTD M3 TTOTOKA, ITPUXOISAIIETO HA TOPT
EX2, naketsi, Homep TCP/UDP-nopTa OTHpaBUTENS UM MIOTydaTessi KOTOPbhIX HAX0-
nutcsi B uHTepBase ot 250 1o 1000 u mpu 9TOM SIBJSIeTCSI YETHBIM (eC/IM ITaKkeT MMeeT
opguHakoBbie HoMepa TCP/UDP-11OpTOB OTIpaBUTENIS U NIOJIydYaTess, yaAOBIETBOPSI-
IolIMe yCI0BUSIM GUIbTpali, JaHHbINM MMakeT Takke GyIeT BbiIeeH 13 MOTOKa):

filter 6 from ex2 port 250-1000 even

C roMo1ibio GuIbTpa C HOMEPOM «7» MCKAaTh Hauano cTpoku «hello» B MHTepBasie ¢
5 o 12 6aiit rmociie IP-3arooBKa MakeToB, MPUXOAAIIMX Ha TOpT EX2:

filter 7 from ex2 string hello 5 12

C roMo1ibio GuabTpa C HOMEPOM «9» MCKaTh Hauano cTpoku «hello» B MHTepBasie ¢
5 6arita nocie IP-3arosoBKa 0 KOHIIA ITaKeTa:

filter 9 from ex2 string hello 5
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9. KomaHapl

9.4. HacTtpoiika CTaTUCTUKMU

stat

KoMmaH1a BBITIONHSIET BbIBOJ, CTATUCTUKY T10 nmopram u 1o (bI/IJ'IpraM.

CUHTaKCMC KOMaHAbl

stat <start|stop|clear>

MapameTpbl

— 6e3 napameTpos — BBIBECTM CTATUCTUKY I10 MOPTAM U IO GUIBTPAM;
— start — 3alyCTUTb MPOIECC CUYNTHIBAHMS CTATUCTUKMA;
— stop — OCTaHOBUTD MPOIIECC CUMTHIBAHUS CTATUCTUKY;

— clear — C6POCUTD CUETUMKM CTATUCTUKMA.

Mpumep ucnonbsoBaHusA

HauaTh cuuThIBaHME CTATUCTUKMU I10 TIOPTaM U IO (PuyibTpam:
stat start

BBIMTOIHUTB COPOC CUETUMKOB CTATUCTUKM

stat clear
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10. O6HOBNEHUE NPpOrpaMMHOro obecneyeHus

st mpu6opa BepkyT-MX mpemycMOTpeHbI IpOoLeaypbl OOHOBIEHMS [IPOrPaMM-
Horo o6ecreyenus (ITO) OCHOBHOI1 TuIaTGOpPMBbI M MoAyIiei uepe3 unrepdeiic USB.
O6HoBnEéHHOE 10 MOXeT BKIIOYATh Kak MCIIPaB/ieHye oumMbOoK, Tak ¥ HOBbIe (DyHK-
IIMOHAIbHbIE BO3MOKHOCTH.

CoxpaHéHHbIe Ha IPUOOPE JAHHbIE U HACTPOMKY B MpoLecce O6HOBIEHNS He 3a-
TParuBaroTCs.

10.1. NoAaroroBKa K 0OHOBNEHUIO

ITepen o6HOBIeHMeM I10 OCHOBHOI IIATGOPMBI HEOOXOOMMO 3arpy3uTbh 06pa3
daiinosoii cucremsl B hopmarte ubifs c caiita http://metrotek.spb.ru. Ilepen 06HOB-
nennem I10O mopgyneit — daiinbl mporpammbl MCU (paciuupenue .bin) 1 MUKpokoaa
FPGA (pacmupeHnue .rbf).

10.2. AaropuTM O6HOBNEHMSA OCHOBHOM NaTPopMbl

1. TMomxkmrounThb MOpT CONSOLE mpubopa bepkyr-MX K USB-1opTy KOMITbIOTEpA.
2. 3amycTUTh IporpamMMy minicom: minicom -D /dev/ttyUSBO -b 115200

3. Ilowre HaxkaTHs HA KHOIIKY «Enter» minicom ImoOIbITaeTCsI YCTAHOBUTD COEIM-
HeHMe ¢ nmpu6opomM. He moxumasich BbIBOJA MPUIIALIIEHNS 1JIst BBOIA MMEHU
10JIb30BaTesIsl U apossi, BOMTU B KOMaHJHYI0 CTPOKY HauaJabHOTO 3arpy3un-
Ka. [IJist 3TOro, KOorga B OKHE TePMUHAIBHO POTPaMMbI TTOSIBUTCSI CTPOKa Hit
any key to stop autoboot, HaXkaTh Ha JII06YI0 KiIaBUITY Ha KiaBuartype I1K.

4. B OKHO TepMMHAIbHO POTPaMMbI GyZIeT BbIBefieHa CTyske6Hast MHGopMarust
HayaJbHOTO 3arpy3uMKa ¥ MpUI/IalieHie KOMaHIHO CTPOKM.

5. BBecTyu KOMaHy:
loady 0x81008000

Ipumeuanue. Tlocie BBOJA KaKA0I KOMaH/Ibl HEO6XOAMMO HAXMMATh KiaBuiny Enter
Ha knaBuatype IIK. BBOOUTb CienyIony0o KOMaHy MOKHO TOIbKO IIOC/IEe TOro, Kak 3a-
KOHYMWIOCH BBITIOJIHEHME TIPEIbIAYINei M B KOMaHAHOI CTPOKe 0To6pasuics cumson $.

B pe3ynbTaTe BBITIOTHEHNS] JAHHOY KOMAaHZBI 3arpy3unK OyAeT OKUIaTh 1ie-
penaunu daitna.
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6. OrmpaBuTh o mpoTokoay YModem o6pas3 ¢aiinoBoii cucTeMbl B hopmare ubifs.
[Mepenaua daiiia 3aHMMAaeT OKOJIO 5 MUHYT.

7. CrepeTb comepskuMoe pasmena rootfs-ubi-1:
nand erase clean rootfs-ubi-1
8. BwibpaTh pasmen rootfs-ubi-1:
ubi part rootfs-ubi-1
9. Cospmarb B paszee rootfs-ubi-1 Tom rootfs:
ubi createvol rootfs
10. 3ammcatp ¢aitoBylo cucTeMy U3 IaMsTH B ubi pasmen:
ubi write Ox81008000 rootfs $filesize
11. Insa nepesarpy3ku mpubopa BBeCTY KOMaHJy reset.

ITocse BbINOMHEHMS BCeX BblLIeNlepeuncieHHbIX neitcTBuit mpubop bepkyT-MX ro-
TOB K pa6orTe.

10.3. AnropuTm O6HOBNEHUS MoAaynen

1. TomkmounTbest K pubopy BepkyT-MX o uHTepdeiicy USB (cMm. pasnen 8.2)
wm Ethernet (cMm. pasgen 8.3).

2. Ins o6HoBieHus nmporpaMmMbl MCU BBeCTM KOMaHAY:

mx-util -d <uma_mopyna> -m <nyTb_k_danny_nporpammel_MCU>
3. Jlns o6HOBIeHMs iporpamMmbl FPGA BBeCcTy KOMaHy:

mx-util -d <umsa_mopyns> -f <nyTb_k_danny_mukpokosa_FPGA>
4. Tlepe3arpy3uTb MOLY/Ib:

mx-util <uma_mopyna> reset

TToce BBITTOTHEH WS BCEX BhIIIETIEpEeUNCIeHHBIX AeiicTBUi pubop BepkyT-MX ro-
TOB K paborTe.
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11. CnpaBoU4Hble TabauLbl

11.1. None DSCP

DS5 DS4 DS3 DS2 DS1 DSO ECN | ECN

DSCP — 6 6ut (DS5 - DS0)
ECN — 2 6uta

Puc. 11.1. ITone DSCP
ITose DSCP cocTouT 13 8 6UT U MO3BOJISIET 3a[1aBaTh OOJbIIee YMCIO KJIaCcCOB 06-
coryRkuBaHMS Tpadmka, yem moss Precedence u ToS. OmycaHne cTapmmx 6 6UT Mpe-

cTaBieHo B Ta61. 11.1. Mimapginme 2 61Ta UCIONb3yIOTCs TpoTokoniom TCP ajist epe-
Jauy MHpopMaluu o rmeperpyskax 1 omucansl B Tabm. 11.2.

Ta6nuya 11.1. Knacc o6cnyscusanus mpaguka u 3Hauenue nons DSCP

Knacc tpaduka 3nauenue nonst DSCP  Tecstuunas popma meCTHa(gg;;? naHas

Default 000000 0 0
AF11 001010 10 A
AF12 001 100 12 C
AF13 001110 14 E
AF21 010010 18 12
AF22 010100 20 14
AF23 010110 22 16
AF31 011010 26 1A
AF32 011100 28 1C
AF33 011110 30 1E
AF41 100010 34 22
AF42 100100 36 24
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Ta6nuuya 11.1. Knacc obcnymcusanus mpaguxa u 3nauerue noas DSCP (npodosixeHue)

AF43 100110 38 26

EF 101110 46 2E

Kaxxgomy ximaccy ob6crykuBaHusl TpaduKa CTaBUTCSI B COOTBETCTBME OIPeenéH-
Hoe 3HaueHue 1oyt DSCP. B Tabiuile npuBeieHbI peKOMEeHyeMble 3HAaUeHUS B CO-
oTBeTcTBUM ¢ MeToamukamu REC 2597 [1] 1 RFC 2598 [2].

Default — «HerapaHTMpoBaHHas epegava». TpaduKy JaHHOTO Kracca 06CTyKu-
BaHMSI BbIJENSIOTCS CETeBbIe PeCYPChI, OCTaBLIMeCs CBOOOIHBIMY IIPU Ilepeaye Tpa-
(uka gpyrMx KIaccos.

AF (Assured Forwarding) — «rapaHTMpoBaHHasi epefava. VICTIoab3yeTcst AJis 10-
cTaBku Tpadmka 6onpimHCTBa TCP-TIPMIOSKEHUIT ¢ TPUMEHEHMEM YeThIPEX He3a-
BucuMbIX AF-KimaccoB. BHyTpu kaxxporo kiacca IP-raketam MoKeT GbITh Ha3Haye-
Ha OHA M3 TPEX AUCHUIUIMH OTOpachIBaHMS IaKkeTa HaHHBIX (cM. MeTomuky RFC
2597 [1]).

EF (Expedited Forwarding) — «HeMme[eHHas nepepavar. [[puMeHsieTcs mJist 06-
cTyskuBaHuUS TpadMKa, IyBCTBUTEIBHOTO K 3a[]ePKKaM ¥ TPeOYIOero MMHUMab-
HOT'O IXKUTTepa, TaKOoro, Kak Buseo win peusb (Voice over IP — VoIP).

Ta6nuya 11.2. 3nauenue nons ECN

IecsaTuyHas/1ecTHaIaTepUIHasT

3HaveHue Ommcanne
dbopma
Not-ECT (Not-ECN-Capable Transport) — MoTOK,
00 0/0 "
He noaepxusaoommii ECN.
01 11 ECT (1) (ECN-Capable Transport) — MoToK,

nopaepxkuBarommii ECN.

ECT (0) (ECN-Capable Transport) — MoToK,
10 2/2 nopaepxxuBatomyii ECN. TpakryeTtcst
MapiupyTrmsaTopamu Tak ke, kak 1 ECT (1).

CE (Congestion Experienced) — noaTBepskaéHHAasT

11 3/3
neperpyska.

ECN (Explicit Congestion Notification) — «sBHOe yBemOMIIEHME O TIEPErPYKEHHO-
CTU». YCTAaHOBKA OUT JAHHOTO I107Is1 JaeT BO3MOKHOCTb MapuIPyTHU3aToOpaM y3HaTb O
BO3HMKHOBEHUY NIeperpy>KeHHOCTY Ha My TH C/IeJOBaHNs JaHHBIX K 38JaHHOMY Y37y
cetu 6e3 or6paceiBanus naketa. [Tone ECN ommcano B metoayke REC 3168 [3].

42



12. Cneumdpukauuu

12.1. UHTepdetichbl

EX Ontuueckue 10G nHTEpPEIACH.
TognepskuBaembie cranmaptbl SFP+ momyneit: 10GBASE-SR, 10GBASE-LR,
10GBASE-ER, 10GBASE-SW, 10GBASE-LW, 10GBASE-EW
EG Mennbrit 1G unTepdeiic: 10/100/1000 M6mT/C, MOMHBINA AyTIIEKC.
CONSOLE USB-uHTepdeiic ojiss HaCTPOIKYM U YIIpaBIeHUS.

12.2. TectTupoBaHue

O6paboTtka
Tpaduxa

IMapametpbl  unbrpanuu: MPLS, VLAN, IP-agpec MCTOYHMU-
Ka/monyvatens + wmacka, Homep UDP/TCP-mopra oTmopaBuTe-
ns/nonyyarensi, DSCP.

KonnuectBo ¢uibTpoB (rpaBuii): o 10 Ha Kaskabiit nHTepdeiic EX.
IepeHamnpaBeHye OTOKa JaHHbIX Ha uHTepdeiickl EG, yoaneHue noro-
Ka.

IMopnepxuBaemMble pa3Mepbl KagpoB: 64 — 1518 6aiir.

C60p CTaTUCTUKY

TomcuéT KoMMYecTBa MaKeToB M GAMT JaHHBIX, MOCTYIMBIIMX HA UHTEP-
deiicer EX, EG.

TMomcyéT KOMMUYecTBa MakeToB M GaiiT JaHHBIX, COBIIABIIMX IO MPaBUITY
dbunpTpanum (OTHENbHO 1Mo Kaskpomy u3 10 mpasmi).

IMoncuéT KOMMUYecTBa MakeTOB M GaiiT JaHHBIX, KOTOpbIE B pe3y/bTaTe
¢GbunbTpanuM NOMKHLL GHITH IepeHanpasaeHbl Ha nopT EG, HO He moMe-
ctunuck B 1G nonocy.
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12.3. O6wme xapakTtepucTuku bepkyt-MX

dusmyeckue napameTpbl

106x 33,6 x 169 MM

TabapuTHBIE pa3Mepsl M3MepuTenbHoro 6moxal (IxBxT) 19" % 1U x 348 mm

Ycnosus IKCITyaTauumn

Inana3oH pabouyux TemMnepaTyp 0-35°C
[lyamna3oH TeMrepaTyp TPaHCIIOPTUPOBKU U XpPaHEHUS -10...+45°C
OTHOCKUTeNbHAS BIQKHOCTDh BO3LyXa 80 % mipu Temmeparype 25 °C
DneKTponuTaHue
BHeIHuit 610K MUTaHMsI> 19B, 2.1 A wm 15B, 2.67A
90-264B, 50T,
BHyTpeHHM$ 670K MUTaHMS> 85-264B, 50T
IoTpe6seMast MOLIHOCTDS 15-30Br
o 120 Bt

T'aGapuTHbIe pa3Mephl yKa3aHb! IS PA3/IMUHbIX ANMapaTHbIX MOAMMUKALIMIA yCTPOIACTBA.

“Hamrume BHeIIHEro ¥ BHYTPEHHEro 6I0KOB TUTAaHUs 3aBUCUT OT aIllapaTHOi MomMbUKALUM YCTPOCTBA.

*TloTpe6nsiemMast MOIIHOCTb 3aBUCUT OT aTNAPaTHO MOAMGbUKALMN YCTPOACTBA, TUTIA UCIIOMb3YeMbIX OTl-
TUYECKUX MOZYIIel U pexxuma paboThl.
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13. Moccapui

IMopT

@dusnyeckuit uHTEpGEIiC C TECTUPYEMOIi Cpeoii.

10BASE-T

CraHzapT repenaun JaHHBIX CO CKOpocTbio 10 M6uT/C 1Mo cetn
Ethernet ¢ ucnonb3oBaHMeM Kabesist TUIIA «BUTAs ITapar.

100BASE-T (100BASE-TX)

CraHmapT mepegauy JaHHBIX CO CKOpocThio 100 M6uT/C Mo cetun
Ethernet c ucronb3oBaHueM Kabesst TUITA «BUTASI TTapa».

1000Base-T

CraHmapT IepemauM [OaHHBIX CO CKopocThio 1000 Moéwut/c
(1 Téut/c) mo cetu Ethernet ¢ ucronb3oBaHMeM Kabesst TUIIA
«BUTas Mapar.

10GBASE-T

Craujapr nepefauu JaHHBIX CO CKOpocTbio 10 Téut/c mo cetn
Gigabit Ethernet ¢ ucronb30BaHMeM KabeJsi TUIIA <BUTASI ITapar.

AF

Assured Forwarding (rapaHTupoBaHHas Inepeznava). Vcrnonb3sy-
eTcst jist JocTaBKu Tpaduka 6osbinmHcTBa TCP-mIputoskeHmit
C IpUMeHeHMeM YeThIPEX He3aBUCUMbIX AF-KiaaccoB. BHyTpu
Kaxkoro kiaacca IP-nmakeTy MoKeT ObITh Ha3HAU€H OJVMH U3 TPEX
IIPMOPUTETOB OTGPAcChIBaHMS IAKeTa JAHHBIX (CM. METOAMKY
RFC 2597 [1)).

DSCP

Differentiated Services Code Point. ITose B 3aroyoBke IP-makera,
cocrosiee u3 8 6uT. [To3BosnseT KraccuduUIMpoBaTh 60IbIIIE BA-
noB Tpadmka, yem noss Precedence u ToS.

DUT

Device Under Test. TecTupyeMoe yCTpOCTBO.

ECN

Explicit Congestion Notification (sBHOe yBemoMieHue o mepe-
IPY’KEHHOCTM). YCTAHOBKa OGUT [JAaHHOTO MOJSI aeT BO3MOX-
HOCTb MapUIPyTM3aTOPAM Yy3HAThb O BO3SHMKHOBEHUM II€perpy-
SKEHHOCTY Ha IyTM CJIeOBaHMsI JaHHBIX K 3aJaHHOMY Y3Jy ce-
T™n 6e3 oropacbiBanus nakera. [Tose ECN omucaHo B METOAMKE
RFC 3168 [3].

EF

Expedited Forwarding (HemenjieHHas nepenayva). [IpuMeHsieTcst
IU1s1 06CTyKMBaHys Tpadyka, YyBCTBUTENBHOIO K 33iepPKKaM 1
TpeGyIoLIero MMHMMAIBHOTO [DKUTTEPA, TAKOTO, KaK BULEO WU
peusb (Voice over IP — VoIP).

Ethernet

TexHOMOrMS MOCTPOEHMS TOKaJIbHBIX ceTeli. OnuchIBaeTCs CTaH-
napramu IEEE rpynmer 802.3.

IEEE 802.1Q

CraHgapT, KOTOPbIi OTpeeNseT M3MEeHEHMsT B CTPYKTYpe Kajpa
Ethernet, nosBosnsioiine nepenasath nHbopmaimio o VLAN mo
ceTn.
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MPLS

Multi-Protocol Label Switching (My1bTUIIPOTOKOIBHASI KOMMY-
Tauusl 1Mo metkam). TexHormorust nmepecbuiku IP-meiirarpamm,
KOTOPAst YICIIONb3YEeTCsI B BBICOKOCKOPOCTHBIX KOMMYTMPYIOIIVIX
YCTPOMCTBAxX.

NUT

Network Under Test. Tectupyemasi ceTb.

VLAN

Virtual Local Area Network (BupTyanbHas JIOKaJbHasi CeTb).
IpencrapisieT €060 TPYIIY CETEBBIX YCTPOMCTB, KOTOPBIE
(YHKIMOHMPYIOT Tak, Kak OYATO OHU IOLK/IIOUEHbI K OTHOMY
CerMeHTY CeTH.

VLAN ID

VLAN Identifier (VID). 12-6utHblit ugentudukarop VLAN, ko-
TOpbIit onpefenéH B crangapte 802.1Q [4]. OnHO3HAYHO OIpe-
nensietr VLAN, KOTOPOJ MPUHAAJIEKUAT Kaap.

VLAN Priority

Tpu 6uTa, KOTOpBIE CcomEPKaT MHMOPMAIIUIO O TIPUOPUTETE Kaf-
pa. Bo3MOKHO BOCEMb 3HAU€HWI TPUOPUTETA.
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