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1. O6wue cBepgeHUn

ITpu6op BepkyT-MX mpenHasHayeH [jIs1 OIIEpPaTMBHOTO aHaINM3a U Kiaccuduka-
uyy IP-Tpaduka B ceTsX, HIOCTPOEHHBIX Ha ocHOBe TexHosoruu 10G Ethernet.

BepkyT-MX M0O3BOJISIET BBIMOMHATD (GUITPAIMIO TOTOKOB JaHHBIX HA OCHOBE 3a-
JIAHHBIX TI0JIb30BATEIEM ITPABIIL, TEPEHATTPABIISTD IPUHSTHIN 1 06pabOTaHHbI TPa-
(uk, a Takke cO6MPATH CTATUCTUKY.

Puc. 1.1. BuewHuti 8ud npubopa Bepkym-MX

Ipumeuanue. TIpnGOp MMeeT HECKOMBKO anNapaTHbIX MOAMMUKALIMIA, TO9TOMY BHELIHMIT
BUJL MOKET OT/IMYAThCS OT MPeCTaBIeHHOro Ha puc. 1.3.

1.1. OCHOBHbIE BO3MOXXHOCTU

— Pexxum punbrpauyy ¢ TpaHcasiueit gaHHbX B 1G nopt. Kputepun Bei6opa
OTIpeleNISIIOTCS [TOb30BaTeIeM M MOTYT ObITh 3aaHbI /TSI TIOOBIX YPOBHE MO-
nenu OSI: MAC-anpeca, IP-afpeca moziceteit 1 XOCTOB, HOMepa ITOPTOB MPOTO-
KOJIOB, TPYIIVPOBKA I10 Ayana3oHaM M JOIOJHUTENbHBIM ITapaMeTpaM (Ha-
IpuMep, Y€ THbII/HEUETHBIN HOMep IOpTa WM Habop CMMBOJIOB B COLEPKU-
MOM MaKeTa).

— Pexxum VLAN-mapkepa.
— Oyukuus firewall mpy NOOKITIOYEHUN «B PA3PBIB».

— 10G meitd ¢ oTHOBpeMeHHBIM C60POM CTATUCTUUECKMX JaHHBIX .

1K[_)I/IT(E[Z)I/II/I c60pa CTaTUCTUKM ONPEeaenaTCa NoJib30BaTeNeM, a TaKXKe ONUUMAMKU NOCTABKU.
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1.2. BapumaHTbl UCMONTHEHUS

IIpubop MMeeT HECKOJIBKO aIMapaTHbIX MOAMUGUKALINIA, OTANYAIOLIVXCS KOIYe-
ctBOoM MHTepdeiicoB 1G u 10G. IIpu 3TOM MapKMpoOBKA ¥ HA3HAUYEHME Pa3bEMOB U
CBETOIMOIHBIX MHAVKATOPOB COBIIAJAIOT C ONIMCaHVEeM, TPeICTaBIeHHbIM B pa3zere 4.

CrienyduKanyy Kaskaoro BapuaHTa UCTIONHEHMSI IPUBeJeHbl B pa3zene 14.

Puc. 1.2. AemonomHblii sapuanm npubopa Bepkym-MX

Mtrotek
party

T~ e ===
BerculMX4 “- “

Puc. 1.3. Bapuaume! ucnonHeHus 01s ycmaHoeKku 8 cmotiky 19”



2. KoMnaeKT noctaBKM

Tab6nuya 2.1. Komniekm nocmasku

HaumenoBanmue Kon-Bo
Ipu6op Bepryr-MX 1
Bnok nuranus (BIT) 1
PesepBHbiit BII (ONMOHANBHO) 1
3arnynika BIT 1
Teneckonyuyeckyue HarpapJsioniye 1
Vronku Ot KperyieHus B CTOMKY 19"c KpernesKHbIMY BUHTaMU 2
Ka6enb nmutaHust 1
Pe3epBHbIit Kabeb TUTaHMS (OMLIMOHATBHO) 1
KaGens Ethernet 1
KaGens USB (Tumn AB) 1
Macrnopr 1
PyKOBOZCTBO 10 3KCIUTyaTaln 1
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3. Mepbl 6e30nacHOCTH

3.1. O6wMe yKkasaHuUs

— Jlo Hauasia paboTsI ¢ IpubopoM BepkyT-MX BHMMATEIbHO U3YUUTE HACTOSIIIEE
PYKOBOJICTBO 10 3KCILTyaTaIuN.

— Ecmu ipm60op TpaHCIIOPTUPOBAJICS WITM XPAHUIICS IIPU OTPUIIATETbHBIX TEMITe-
paTypax, To Iepe];, BKIIOYeHNEM CIeyeT BbIIepsKaTh ero B HOPMaTbHBIX KM -
MaTUYeCKMX YCTIOBUSIX HEM MeHee 2 YacoB.

— VCIoBUS 9KCILTyaTalUMyM OOJIKHBI COOTBETCTBOBATh YCAOBUSIM, IIpeACTaBIeH-
HbIM B pasgene 14.3.

— Tlpu arcruryaTanyy mpubopa AODKHBI BBITOTHSITHCS 00111e TpeGoBaHMS ITpa-
BMJI TIOKAPHOI 6e30MacHOCTH.

— TIuTaromias ceTb He JOKHA MMETh pe3KUX CKauKOB HaIlpspkeHMs. Paiom ¢ pa-
60YMM MECTOM HE IOKHO 6bITh MCTOUHMKOB CUIbHBIX MATHUTHBIX U 3JIEKTPU-
YyeCcKUX MOoJIei.

— Heob6xoayumo obeperathb pmu60p 1 670K IUTAHUS OT YAAPOB, TIOMafaHNs BIaru
M TIBUTU, TIPOJO/DKUTEIBHOTO BO3/IECTBUS IIPSIMBIX COTHEUHBIX JIyUeii.

— TIpu DIUTENbHBIX TIepepbIBaxX B paboTe PeKOMEHIYETCsI OTK/II0YATh GJIOK M-
TaHus Mpubopa oT CeTu.

3.2. dneKkTponuTtaHue

JneKkTponyuTaHue Mpubopa, B 3aBUCMMOCTH OT alnapaTHO MoaAUMUKALIUN, OCY-
HIECTBJISIETCS IMO0 OT BHEIIHETO MMITYJIbCHOTO 6JIOKa NMUTaHus (afarTepa) Harps-
skeHueM 15-19 B, 1160 OoT BHyTpeHHero 6j70Ka MUTaHUsI HamnpsokeHuem 85-264 B.
[MoTpebsiemMast MOIIHOCTD TaKKe 3aBUCUT OT aIllapaTHO MogudUKamum 1 COCTaB-
nsiet 15-30 BT wm mo 120 BT, B 3aBMCUMMOCTY OT TUIIA MCITOJIb3YEeMbIX ONTUYECKUX
MOZYJIei U peskuma paboThl.

ApanTep MoAKIOYaeTcsl K Mpubopy yepes creluasbHO MpeqHasHauYeHHbIA st
3TOrO pa3béM (CM. puc. 4.2).

Tpumeuanue. [Ij1s1 nuTanus mpubopa OT CETHU TepeMeHHOro TOKa MCII0Ib3YiiTe TOMBKO I10-
CTaBJIsSIeMbIi1 6JI0K ITATaHMS.

Ipumeuanue. Bo BHenrHeM 610Ke MUTaHMS IPUGOPA MMeeTCs ONACHOe IS KM3HY HaIpsi-
KeHye. 3alpeliaeTcs: SKCIUTyaTaums 6;10Ka MUTaHUS C TIOBPEKIEHHBIM KOPITYCOM.

11
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Puc. 4.1. ITepednas naxens npubopa Bepkym-MX

Eg=, g, _
= = = = =
] S =¥= =10

— S £ s

(@MANAGE =S =S

Puc. 4.2. 3aduss nanens npubopa bepxym-MX

Ipumeuanue. BHelnmii Bu, iepefHeit 1 3a[Hell maHeneil M3MepUTEIbHOTO 6J10Ka 3aBM-
CUT OT alnapaTHO MoAau@UKanyy YCTPONCTBA Y MOKET OTIMYATLCS OT MTPeJCTaBIeHHOro Ha
puc. 4.1 u 4.2. IIpy 3TOM MapkupoBKa ¥ Ha3HauUeHMe pa3bEeMOB U CBETOAVOLHBIX MHAMKATOPOB

COBIIAAIOT C OIMCAHMEM, TIPENCTaBIeHHbIM B Ta0I. 4.1 1 4.2.

Tab6nuya 4.1. Onucarue HeWHUX PA36EMO8

MapkupoBka |OnucaHue HasnaueHnue

IMonknoyeHue K OMTUYECKO
EX1, EX2 IMopter LAN/WAN 10G, crarmapt 10GBASE-R, JUMHWA C  MCTIONb3OBAHMEM
10GBASE-W
SFP+ mopgyns

EG1. EG2 IMoptsi LAN 1G, cranzapt 10/100/1000BASE-T, | ITogkitoueHme K 060pyaoBa-
’ 10/100/1000BASE-TX HUIO aHa/M3a Tpaduka

13
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Ta6nuuya 4.1. OnucaHue 8HEWHUX PA36EMO8: NPOJOSIHEHUE

CONSOLE Cucremusiit USB-niopr, Tumn B V;Lane‘{{ HOe YHPpaBIIeH1e
YCTPOICTBOM
MANAGE CucremHbIi opT, crangapt 10/100BASE-T Vﬂaﬂe? Hoe YHpaBIIeHm1e
YCTPOICTBOM
=== Pa3bém i TIOAKITIOUEHNS BHEIIHEero MCTou- | [logkoueHe BHEITHETO JC-
[SECC] HMKa MTATAHUS TOYHMKA MTUTAHUST
Ta6nuua 4.2. Onucarue c8emoduooHsIX UHOUKAMOPO8
MapkupoBka Onucanue
EX1, EX2 VIHAMKaTOphI, 0TOOpaXKaIoIIMe COCTOSIHME COeAVHEHUs AJIsl TOPTOB
EX1 u EX2:

— TOPUT KpacHbIM — COelMHEeHIe YCTaHOBJIEHO;
— MMUTraeT KpacHbIM — UAET MpUEM/epenayua JaHHbIX;
— He TOPUT — COeqMHeHMe OTCYTCTBYeT.

PWR

MCTOYHMKA IIMTAaHUS

VHOMKaTOp, OTOGPasKAIOIIMIA COCTOSIHME TMOLK/IIOUEHUS] BHEIIHETO

— roput 3e/I6HbIM — TOJK/IIOYEH BHELIHUI UCTOYHUK IIUTaHUS;
— He roput — BHEIIHU MCTOYHMK MUTAHUS OTKITIOUEH.

14
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5. NMoaroTtoBka K pa6oTte

Ins Hauana paboTsl ¢ mpu6opoM BepkyT-MX HeOOXOOMMO BBITIOTHUTD CIIEAYIO-
1Iye OeViCTBUS:

1. Tlocse u3BieueHus IpMOOpPa 13 YIIAaKOBKM IIPOU3BECTY BHEILITHMIT OCMOTP U IIPO-
BEPUTH KOMIUIEKTHOCTh B COOTBETCTBUM C Tabimieii 2.1.

2. Ecnmu mpu6op TpaHCIIOPTUPOBAJICS MUY XPAHUJICS TIPY OTPUIATETbHbIX TEMIIE-
paTypax, To Iepe]; BKIIoYeHNEM CIeqyeT BbIIePKaTh er0 B HOPMaTbHBIX KM -
MaTUYECKUX YCIOBUSIX HE MEHee 2 YacoB.

3. IonKIIOUUTb O6JI0K MUTaHUSI K Pa3béMy, PacloiokeHHOMY Ha 3aHelt maHenu
Kopryca nmpu6opa (cm. puc. 4.2). Tlocie MOAK/IIOUEHNUS] BHEIITHETO MCTOYHMKA
nuTaHus 3aropaetcs MHAuKaTop «PWR» (cMm. puc. 4.1).

4. BBIMTOJIHUTH HAYaJIbHYI0 KOHPUTYPALIMIO YCTPOIICTBA B COOTBETCTBUM C yKasa-
HUSIMM pasgena 8.

5. TomKIIOUUTh TPUOBOP K TECTUPYEMOIL CETHU (CM. pasmen 7).

15
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6. Pexxumbl paboTbl

ITpornecc o6paborku Tpadmka B mpmbope BepkyT-MX cocTOUT U3 TPEX OCHOBHBIX
9TaroB:

1. Knaccudmkaumus.

2. @unbTpanys.

3. IlepeHampaBiieHue 1/UaM MapKUPOBKa.

MaructpanpHblii 10G TpaduK He SIBISIETCSI OGHOPOIHBIM U COIEPKUT B cebe 607Tb-
IIoe KOJMIMYeCTBO He3aBMCUMBIX MOTOKOB. IIpouenypa kraccuduranym mosBossieT
paslennTb UCXOLHBIN BbICOKOCKOPOCTHON TpadmK Ha OTHeabHble IOTOKM C MeHb-

11ei CKOpOCThIO, UTO JAET BO3MOKHOCTD B Jla/ibHelieM 00pabaThiBaTh TpaduK 13-
6upaTtenbHO.

e
HTTP @ HTTP @@@

Knaccudukatop

HTTP| [HTTP| [HTTP

Puc. 6.1. I[Ipunyun pabome! Knaccuguxkamopa

B ciyuae, Korga HeOOGXOAMMO BbIIEIUTh TOTBKO YaCTh MarMCTpaabHOro Tpaduka,
MIPUMEHSIETCST Tpotieaypa GuabTpammm, KOTopast yaaiseT HeHyKHbIe /IS aHamiM3a
MTOTOKM. JIeiCTBUS, BBITIOJHSIEMbIE C TTOTOKAMM JAHHBIX MOCIe KaacCubuRamum u
unbTpanyy, 3aBUCIT OT peskuMa paboTsl. BepkyT-MX MoskeT paboTaTh B OHOM U3
TPEX PEKMMOB: OllepaTMBHOrO c6opa Tpaduka, MapKkepa WIu CeTeBOT0 9KpaHa.

6.1. Pexxum onepaTtuBHOro céopa Tpadpuka

ImaBHast 0COGEHHOCTDb ITOTO PEKMMA — BO3MOKHOCTb MOTYUYEHMS TAKETOB Maru-
cTpanbHOro KaHasna (MHTepdeiicsl EX) uepes 1G noptsl (MHTepdeticsl EG). IToTo-
K1, KOTOPbIE CIeqyeT BhIAEINUTD M3 MarucTpasbHOTO Tpaduka 1 rmepeHanpaBuTh Ha
mHTepodeiicel EG, onpenensiioTcs oab30BaTeNbCKUMI HaCTpoKamu. [Ijist paboThl B
JaHHOM pexkuMe puo6op bepkyT-MX MOAKIIOUAETCS K CETU B COOTBETCTBUM CO CXe-
MaMU, IpefCcTaBJeHHbIMY Ha puc. 7.1, 7.2, 7.3.

17
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10G
BepkyT-MX
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E [ | (bV“-"’Tpg.Em&>

00O A |sa 5 00..0 f, Tx

s

Rx §OOO ——————————— —ec2| OO O
g ANVANRWAN % Tx

L J

Puc. 6.2. Pexcum onepamugHozo cbopa mpaguxa

IIpumeuanue. Bo Bcex peskumax paboTbl Ipu6opa bepkyT-MX Ha OIMH 1 TOT Ke MTOPT MOTYT
TIPUXOIUTD JaHHbIE OT HECKOJIBKUX (DUTBTPOB.

6.2. PexxuMm mMapkepa

B Tex ciayvasix, KOTza BCTPOeHHBIX MHTepdeiicoB 1jist mocTyna K Tpaduky Heno-
CTAaTOYHO, VX KOJIMYECTBO MOKHO YBEIMYUTD C IIOMOILBIO BHELIHEr0 KOMMYTaTopa
BTOPOro YpoBHS. B pexxume mapkepa, noMuMo GuabTpalMm U pasjeneHus Ha OT-
JleJIbHbIe TTIOTOKM, MaKkeTbl MapkupyroTcs VLAN-meTkamy, ripu 5ToM VLAN ID yHu-
KaJleH JJ1s1 KaXKI0To IIOTOKa.

Ilnst paboThI B JAaHHOM peXXuMe npubop BepkyT-MX He06X0aMMO MOAKIIOUNTD K
rommyTatopy Ethernet c mogmepskkoit VLAN B COOTBETCTBUU CO CX€MOIA, TPEICTAB-
JIeHHO}1 Ha puc. 7.4 unu 7.5. IToce HAaCTPOIIKY KOMMYTaTOpa OCTYNAlOLIMit Ha Hero
TpaduK Ha ocHOBe 3HaueHust nonst VLAN ID pacnipenensieTcss MeXAY OTAeTbHbIMU
ropramu. TakuM 06pa3oM, MOTb30BATENb ITOTYYaeT AOCTYII K BbILEIeHHBIM I0TO-
Kam Tpacdmka yepes opThl KOMMYTATOPA.

10G
BepkyT-MX
Sloo.. oo fewer| fo
Y] <
DOO A -g- OO o >< § ceTeBom
3100 .0 = kommyTatop [ >
or——— - | Z
Slaa A 112 L\ A

Puc. 6.3. Pexcum mapkepa

18



6. Pexxmmbl paboTbl

6.3. PeXxuMm ceTeBOro 3KpaHa

B pexkume ceTeBoro skpaHa mpu6op paboTaeT Kak GuIbTp: MOCTYMAIOINIT Ha UH-
tepdeiic EX Tpaduk GpUabTPyeTCsS B COOTBETCTBUM C ITOTb30BATEbCKUMM HACTPOIA-
KaMu, TI0CJIe Yero repeHarnpasiseTcss oopaTtHo Ha uHTepdeiic EX. I paboTsl B
JIIaHHOM pexxumMe Tpuoop bepryT-MX c/ieffyeT MOAKIIOUNTH K CETU B COOTBETCTBUU
CO CXeMOJi, TIpeICTaBJIeHHOl Ha puC. 7.6.

10G
BepkyT-MX
N
S|og..O [pwner)
5 1
| LSICINION B e OA 0T |
5l00.0 | Tx
v

Puc. 6.4. Pexcum cemegozo 3KpaHa
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7. CxeMbl NOoAKIIOYEeHUSA

CxeMbl IOKITIOUEHMS TIprbopa bepkyT-MX K ceTu ompeessiioTcsl peskuMOM pa-
60TbI (CM. pa3zen 6), a Takke Ha3HaAYeHMeM MHTepGeiicOB yCTPOICTBA.

Wurepdeiic HasnaueHue
EX Ipmém marucTpaabHOro Tpaduka s gajabHeliiiei 06paboTKu (BO BCeX pe-
SKMMax).

CKBO3Hasl mepeavya MarucTpaabHOro Tpaduka uepes uHrepdeiic B pexkmnme
omnepaTuBHOro cbopa Tpadmuka.

[Tepemava MarmcTpasbHOro Tpadyka mocie GUIbTPaIlMyU B PEKMME CeTEBO-
ro 3KpaHa.

[Mepemavya MapKUPOBAaHHOTO TpaduKa B peskuMe MapKepa.

EG [lepemaya BbIAENEHHBIX M3 MArXCTPAIbHOIO TpaduKa IOTOKOB B PEKMUME
orepatuMBHOro c6opa Tpaduka.

10G BepkyT-MX
( )
EG1
TAP EF\?“ obpaboTka Tx
X
EX1 Tpaduka
Tx EG2
Tx
& J
Puc. 7.1. Tunosas cxema nooknouerust 1
10G
BepkyT-MX
( A
KoMMyTaTOop EG1
SPAN-nopT iX1 obpaboTka Tx
X
EX1 Tpaduka
Tx EG2
Tx
g J

Puc. 7.2. Tunosas cxema nooxkoueHus 2
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10G BepkyT-MX
( N
EG1
EX1 I obpaboTka Tx
Rx Tpaduka
EX1 )
Tx EG2
TX
\ J
Puc. 7.3. Tunosas cxema nodknwoueHus 3
10G BepkyT-MX
( A
EG1
TAP ERX1 obpaboTka Tx
E))((1 \( Tpadurka
TX | MapkupoBaHHsbIit EG2
TX
Tpaduk
\§ J

ceTeBoiA
KoMMyTaTop

N

Puc. 7.4. Tunosas cxema nookaioueHus 4

10G
BepkyT-MX
( )
KOMMyTaTop EG1
SPAN-ropT ERX1 obpaboTka Tx
E))(('] \l Tpaduka —
TX | MapkupoBaHHbilii
Tpadhuk Tx
- J

ceTeBoWA
KOMMyTaTop

N

Puc. 7.5. Tunosas cxema nookaioueHus 5
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7. CxeMbl NoOKOYEHNA

10G

BepkyT-MX
( )
EG1
ERX1 obpaboTka Tx
X
EX1 Tpaduka
Tx EG2
Tx
g _J

Puc. 7.6. Tunosas cxema nookoueHus 6
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8. KoHpurypauusa ycrpomncrea

[T HACTPOVKY M yIipaBieHus GyHKIMAMU Mproopa bepkyT-MX ucronb3yeTtcs
uHTepdeiic USB 1.1/2.0 (CONSOLE, cm. puc. 4.1) win cuctemusiit mopt 10/100BASE-T
(MANAGE, cm. puc. 4.2).

8.1. O6wune ceepeHus

ITpn60p BepkyT-MX COCTOUT 13 OCHOBHOI IIATGOPMBI, K KOTOPOIi MOACOeOMHEHO
oT 1 1o 4 mopmyneit (B 3aBMCUMMOCTH OT ammapaTtHoii mogudukanyn). [logkmoueHne
K MOAYJISIM OCYILIECTBJISIETCS TTOC/Ie MOAK/IIOUEeHMsT K mpubopy mo uHrepdeiicy USB
(cm. pasgen 8.2) minm Ethernet (cm. pasmen 8.3). Ethernet-coemuHeHue 1mo3BosieT
rapasuiesbHO YIPaB/ISTh HeCKOIbKMMY MOLYISIMMU.

8.2. NoaknwueHue no uHTepdeicy USB

8.2.1. OC Linux

BsaumopeiictBue ¢ mpu6opom B OC Linux ocyiiecTBisieTcsl IOCPECTBOM CTaH-
nmapTHoro npaiiBepa USB serial 1106071 JOCTYITHO TepMUHATBHOM TPOrpaMMBbl (Ha-
npumep, minicom).

Iyt yctaHOBKY coenyHeHmst Mexkay ITK v mpu6opom ¢ 1CIToIb30BaHMEM MPOrpam-
MbI Minicom HeoO6XOAMMO BBITIOTHUTD CJIEAYIOIVE TeCTBYS :

1. TMoaxmounTh MOPT CONSOLE mpubopa bepkyT-MX k USB-1m1opTy KOMITbIOTEpA.
2. 3amycTuUTh MporpaMmy minicom:
minicom -D /dev/ttyUSB@ -b 115200

3. B wryuae yClelHoro COeIMHEHMS] B OKHO TepMMUHAIbHOM MMpOrpaMMbl OyaeT
BbIBeZl€HO MpUIJIallieHe JJ151 BBOJIa MMEeHU M0/Ib30BaTes U Mapossl.

Vims mosb30BaTesst — admin Miu root (CM. paszern 8.5). IIpu rmepBoM MOAKITIO-
yeHuu npubopa K I1K mosne password OCTaBUTb IMyCThIM U HaxkaTh Enter. ITo-
CJ1e TTOKITIOUEHMS K MPUOOPY Maposib MOKHO M3MEHUTH C TOMOIIHI0 KOMaH/Ibl
passwd (cM. pasgen 8.7).

ITocre 5TOro MOYKHO YCTaHOBUTD COeIYHEHVEe C KOHKPETHBIM MOJLy/IeM, ClIenyst
yKa3aHusIM paszfena 8.4.
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BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

8.2.2. OC Windows

BsanmopeiictBue ¢ mpr6opom B OC Windows ocyiiecTBiisieTcst ToCpeicTBOM Jipaii-
Bepa Virtual COM Port. [TaHHbIi1 fpaiiBep cieqyeT IpeaBapuTeIbHO YCTAHOBUTh Ha
K 17151 KOpPEeKTHOM MHULMaNu3auuu npubopa B cucreme. Oaiiibl gpaiBepoB st
Pa3IMUHBIX OTepalMOHHBIX CUCTEM U YKa3aHUs 110 UX YCTaHOBKe TpeiCTaB/lIeHbl Ha
caitte kommnaauy FTDI Chip: http://www.ftdichip.com/Drivers/VCP.htm.

IIpumeuanue. B3avmozeiicTBue ¢ MPUOGOPOM MOKET 06eCreunBaThCsl Kak CTaHAapPTHBIMU
cpencrBamyu OC Windows — nporpammoit HyperTerminal, Tak u TepMUHaIbHBIMU MTPOTPaM-
MaMy CTOPOHHMX ITPOM3BOIVTENE.

Ilnst yectaHOBKM coenyHeHust Mexxay K u mpu6opom Heo6X0aAMMO MOIKIIOUNUTD
bepkyT-MX Kk USB-11opTy KOMIIBIOTEPA, I10C/IE Yero, B C/Iyyae MCI0Ib30BaHus IIPO-
rpamMmbl HyperTerminal, BBIMOMHUTD CIeQYIOIINE AECTBUS:

1. 3anyctuts nporpammy HyperTerminal.

2. Cospatb HOBOe IoaK/IouYeHne: «daiin» =«HoBoe MogKIIoUeHe».
3. 3agaTh MM IIOAK/ITIOUEHUS.
4

. Onpenenutp, kakum COM-IIOPTOM B CHCTEME SIBJISIeTCS MOAKII0UeHHbIN BepkyT-MX,
06paTMBIINCH K CTAHAAPTHOMY IIPMIOKEHMIO «/lyIcIIeTyep yCTPOMCTB»:

«Moii kKomMmbIoTep»=- «CBOMCTBa»=>«O60pyIOBaHNe»=> «[yCIIeTUep yCTPONACTB».
5. BbpIGpaTh MOCIef0BaTENbHBIN ITOPT, K KOTOPOMY TOAK/ITIOUEH MTPUOODP.

6. YCTaHOBUTD ImapaMeTpsbI IT0C/IeJOBATE/JIbHOI'O IIOpTa:

— cKopocTh (6uTt/c): 115200;

OMTHI JAHHBIX: 8;

YETHOCTD: HET;

— CTOTOBbIE GUTHI: 1;

yIIpaBJIeHMeEe ITOTOKOM: HET.

7. Tlocte HaxkaTHUs HA KHOMIKY Enter HyperTerminal momnbiTaeTcst ycTaHOBUTD CO-
enyHeHue ¢ bepkyT-MX.
B ciyyae ycmemHoro coeiMHeHMsI B OKHO TepMMHAIbHOI ITporpaMmbl OyzeT
BBIBeZIEHO IIpUIVIAIlIeH})e AJIs1 BBOJA MIMEeHM II0/1b30BaTess U apoisl.

VimMs mmonib3oBaTesst — admin Mian root (cM. pasgen 8.5). IIpu mepBoMm MOAKITIO-
yeHuu mpubopa K IMK mone password OCTaBUTh MYCTHIM U HaXKaTb Enter. [To-
CJ1e TOOKITIOUYEHMS K MPpU6BOPY MaposIb MOXKHO M3MEHUTH C TTIOMOIIbI0 KOMaH/Ibl
passwd (cM. pasgen 8.7).

ITocse 3TOro MOXKHO YCTAaHOBUTD COeAMHEHM e C KOHKPETHBIM MOJy/IeM, CIenyst
yKa3aHMsIM paspena 8.4.
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8. KoHdurypaums yctpoiictea

8.3. MoakntoueHue no uHtepdency Ethernet

8.3.1. OC Linux

Ilnst yctaHOBKM coenvHeHmst Mmexxay I[TK v mpu6opom o nutepdeiicy Ethernet Heo6-
XOIMMO BBIIIOJIHUTD CJIeIyIolIye NeiCTBUS:
1. TlogxmrounTh MOPT MANAGE mipubopa BepkyT-MX k ITK uau ceTu.
2. BBecTu KOMaHy:
ssh admin@IP-aapec_npubopa
U ssh root@IP-aapec_npubopa (CM. paszen 8.5).
Ipumeuanue. IP-anpec npmbopa o ymonyaumio — 192.168.1.1.

3. IIpu nepBoM moakIoueHny mpubopa K I1K mose password OCTaBUTh MYCThIM
¥ HaxkaThb Enter. [Tocle MOAK/IIOUEHNS K TIPMOOPY MapOIb MOKHO U3MEHUTD C
MMOMOIIIbI0 KOMaH bl passwd (CM. pa3zen 8.7).

IMpumeuanue. Ecnv TpeGyeTcs MapasuiesibHO YIPAB/ISITh HECKOIbKUMM MOIY/ISIMU, Clle-
IyeT YCTaHOBUTb HEOOXOAMMOE KOIMYECTBO CeaHCOB MOIK/ITIOUEH NS, II0C/Ie Yero B Kax-
JIOM CeaHCe BBIITOTHUTb KOMaH/Ibl, YKa3aHHbIE B pasfese 8.4.

[Tocsie BbIMOTHEHMS BbIllIeNIepeYMCAeHHbIX AECTBUII MOKHO YCTAHOBUTD COENIM-
HeHMe C KOHKPeTHBIM MOJYJ/IeM, CIelysl yKazaHusIM pasjena 8.4.

8.3.2. OC Windows

st ycraHOBKM coenyHeHMst MexXay I[TK v mpu6opom 1o untepdeiicy Ethernet Heo6-
XOAYIMO BBIIIOJIHUTD CJIeAYIoIIye TeiiCTBUS:
1. TMopxmounTh MOPT MANAGE mipu6opa BepryT-MX K ITK mu ceTn.
2. OTKpBITh IPOrpaMMy putty.exe.

3. Brione Host Name (or IP address) BBecTu IP-ampec npmubopa 11 BOITY B CU-
CTeMy.

IIpumeuanue. IP-anpec npu6opa 1o ymonuanmio — 192.168.1.1.

4. TIpu mepBoM MoAKIOUeHUN Tpu6opa K I1K mose password OCTaBUTh MyCThIM
¥ HaxkaThb Enter. [Towle MOAK/IIOUEHNS K TIPMOOPY MapOib MOKHO U3MEHUTD C
TOMOIIIbI0 KOMaHbI passwd (CM. pasgen 8.7).

Ipumeuanue. Ecniv TpeGyeTcs MapasuiesibHO YIPAB/ISTh HECKOIbKMMM MOLY/ISIMHA, ClIe-
IyeT YCTaHOBUTb HEOOXOAMMOE KOIMUECTBO CeaHCOB MOAK/ITIOUEH NS, II0C/Ie Yero B Kax-
IIOM CeaHCe BbITIOJTHUTh KOMaH/Ibl, yKa3aHHbIe B paszese 8.4.

[Tocsie BhIMOTHEHUS BbIIIEIIepeUuMCI€HHbIX OEeVCTBUI MOXKHO YCTAaHOBUTDH coeaun-
HeHJe C KOHKPETHBIM MoAayJ/ieM, Cjieayda YyKasaHMAaM pa3aesia 8.4.
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BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

8.4. YnpaBneHue MoaynsimMm

Kaskmomy MOy, TIOAK/IIOYEHHOMY K OCHOBHOJ IiaTGopme, MPUCBOEHO GYK-
BeHHOe U MG poBoe o603HaveHme (cM. puc 8.1).

A ; & ;

Puc. 8.1. O6o3HaueHue modyneii npubopa bepkym-MX

[Ipu obpamieHn K KOHKPETHOMY MOIY/TI0 MOKHO MCITOb30BaTh 160 GYKBEH-
HbIA, 1160 UudpPOoBOIt UAeHTUDUKATOP.

TMocte coequuenus ¢ mpubopom BepkyT-MX (cMm. pasnen 8.2 u 8.3), IJis TOAKITIO-
YeHUST K MOAY/ISIM HeO6X0MMO BBITIOTHUTD CJIeAYIOIIME TeiiCTBHUS

1. 3amycTuTh mporpaMmmy minicom: minicom -D /dev/ttyMXA...D -b 115200
WiIn minicom -D /dev/ttyMX@...3 -b 115200

Ipumeuanue. B cinydae, korma npubop bepkyT-MX comepXUT TOTbKO OAVH MOIY/Ib, YKa-
3bIBaTh UAeHTUGMKATOP He Tpebyercsi: minicom -D /dev/ttyMX -b 115200

2. HaxkaTb Ha KHOMKY «Enter»: minicom mormbITaeTcsl yCTAaHOBUTD COeOMHEHME C
BBIOpAHHBIM MOZY/IEM.

B cryuae ycrnemHoro ycTaHOB/IEHMSI COeMHEHVMS MOLY/IEeM MOXKHO YIIPaBJISATDb C
IIOMOILbI0 KOMaH/I, IIPeZ,CTaB/IeHHbIX B pasgeine 11.
8.5. MNpaBa nonb3oBaTenem

Ha nmpu6ope BepkyT-MX co3maHbl iBe yUETHBIE 3aITMCH: TOOt (CYTIePIIOTIb30BATENb)

u admin (agmuHucTparop). Ilox yIETHOI 3amMChi0 root paboTaTs ¢ mpubopom ciie-
[yeT mpeeibHO BHUMATENbHO.
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8. KoHdurypaums yctpoiictea

8.6. Hactpolika ceteBoro agpeca nopra MANAGE

[y M3MeHeHMsl ceTeBoro ajgpeca rmopra MANAGE (cM. puc. 4.2) He06X0IUMO BbI-
MOJIHUTD CIeLyIoL/e NeiCTBUS:

1.

8.7.

IMopxmounThes K Ipubopy bepkyT-MX mo untepdeiicy USB (cMm. pasgen 8.2)
unu Ethernet (cM. paspen 8.3), MCIIONb3ys YYETHYIO 3aIUCh TOOt.

. OTKpBITD (haiii ceTeBbIX HACTPOEK B PeJAKTOPE vim:

vim /etc/network/interfaces

CTBOBATb CTPOKaA:

iface eth@ inet dhcp

iface eth@ inet static
address IP-aapec

netmask macka noacetu
[Tpu HeOOXOAMMOCTH 3a1aTh:
gateway IP-agpec wnwsa

dns-nameservers IP-agpec 6a3bl DNS

. IJist MOATBEPXKOEHNST HACTPOEK BBECTY KOMaH bl

ifdown eth@
ifup etho

WJIN BBIKJTIOUUTD, a 3aTe€éM BKIIOUUTb Hp]/[60p.

. Beectu KOMaHAy:

ifconfig eth@

. B ciyuae momyueHust ceTeBbIX HacTpoek 1o DHCP B (daiine mo/mkHa MPUCYT-

. TIpu 3aaHuy HaCTPOEK BPYUHYIO B (haiiie JOKHbI TPUCYTCTBOBATh CTPOKM:

B crydae ycIenHoi ycTaHOBKY HACTPOEK B Pe3Y/IbTATE BHIMOJHEHMSI KOMaH/IbI
B TEpMMHATBHOM MpOrpaMMe 0TOOPassITCS mapaMeTphl CETU, 3HAaUeHUS KOTO-
DBIX GYAYT COOTBETCTBOBATH BBHIITOJHEHHBIM paHee HACTPOKaM.

M3MeHeHMne napons no yMoa4aHUIo

s usMmeHeHUsT I1apoJis, UCII0JIb3yeMOTI'O IIPU IMOAKIIUYEHNUN K OCHOBHO1 II/IaT-

dbopme, HeO6XOOMMO BBITIOTHUTH CIEAYIONINE NEVICTBUS:

1. MopxmounThbes K Mpubopy bepkyT-MX o uHTepdeiicy USB (cm. pasgen 8.2)
uu Ethernet (cM. paspen 8.3), MCITONb3ys YYETHYIO 3aIMCh TOOt.

2. Beectun KOMaHy passwd U ¢JIeOBaTh YKa3aHMSIM Ha 9KpaHe.
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8.8. lo6aBseHue nosb3oBaTenen

Ilnst mo6aBIieHNs HOBBIX ITOJIb30BaTe el He0OXOAMMO BbITIOTHUTD CJIEAYIOLIE Teii-
CTBUS:

1. ToaxmounTbes K pubopy BepkyT-MX mo unTtepdeiicy USB (cm. pasmen 8.2)
wnu Ethernet (cM. paszen 8.3), MCITONIb3ys YUETHYIO 3aITACh TOOt.

2. BBecTu koMaHAy adduser U (Jief0BaTh YKa3aHUSIM Ha 3KpaHe.
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9. YnaneHue VLAN-Teros u MPLS-MeTOK

B pesxume omnepatuBHoro c6opa Tpadbuka (cMm. paszgen 6.1) npubop Bepryr-MX
1o3BoJsieT yoaasaTh 40 3-X VLAN-teroB 1 MPLS-MeTOK 13 akeTOB, MPUHUMAaEMBbIX
Ha nopTax EX, 4To cyliieCTBeHHO YIpouiaeT JaabHeiinii aHaau3 MOTOKOB JaHHbIX.
Kaxk mpaBuio, B 3ToM pexkume K EG mopram npu6opa MmoakiovaeTcss 060pymoBa-
HMe JJiS OLIeHKV/MOHUTOPUHTA/3aIMCHU CETEBOV aKTUBHOCTH (Hasee — 060pymoBa-
HMe aHa/In3a JAHHbIX).

BepkyT-MX

’—>|EG1 Tx
Ynanexve O6opynosaHve

EX1/2
> PunbTpaumns > VLAN-teros n aHanMaa oaHHbIX

Rx MPLS-meTok
EG2 Tx

[

[

9.1. KoMmaHAabl U UHCTPYMEHTbI

Hacrpoiika ynanenusi VLAN-TeroB 1 MPLS-MeTOK BBITIOHSIETCS C TOMOIIbIO KO-
MaHZpbI tag rm, ONMCaHHOI B pa3gen 11.4.

9.2. NpuMeHeHUe
Vnanenue VLAN-Teros 1 MPLS-MeTOK IIpuMeHsIeTCs B ClIeAYIOLMX CIydasx:

1. O6opynoBaHue aHaIM3a JaHHbIX 6€3 JOTIOTHUTEIbHO HaCTPOIKM He TT03BO-
JIsIeT KoppeKkTHO 06pabaTeiBaTh VLAN-Teru uam MPLS-meTKH, a €ro HacTpoit-
Ka MOXeT 3aHSIThb JIJIUTEIbHOE BpeMsl.

2. O6opynoBaHMe aHAIM3a JaHHBIX He MOXeT 06pabaThIBaTh IMAKEThI C TETAMMU U
MeTKaMMU.

3. Heo6xomuMMo CHU3UTH HAarpy3Ky Ha AajibHeliiiee 060pygoBaHue.
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BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

9.3. MNMpumep

3apmaua. Bce makeTs ¢ IP-agpecom uctounnka us nogacet 10.0.7.0/24, npuxonsiuine
Ha uHTtepdeiic EX1, ckonuposatb Ha uHTepdeiic EG1 n EG2. IIpu KonupoBaHUU Ha
EG1 ymanuts nepssiit u BTopoit VLAN-Ter, a Takke Bce MPLS-meTku. IIpy kormpo-
BaHuu Ha EG2 ynanutb BTOpYIO U TpeTbio MPLS-meTku.

Hacrtpoiika komaHabl filter:

filter © from exl to eg* ipsrc 10.0.7.0/24 mode on

Hacrpoiika KomaHabl tag_rm:

1) tag_rm exl egl vlan 1 2 mpls all
2) tag_rm exl eg2 mpls 2 3

ITyctb Ha uHTEpdeiic EX1 mpuxoaUT MOTOK KaApoB, copepkamux 3 VLAN-Tera u
3 MPLS-meTKH, ¢ [P-agpecom ornpasurenst 10.0.7.5:

VLAN1 | VLAN2 | VLAN3 | MPLS1 | MPLS2 | MPLS 3 Src IP

VID=80 | VID=90 | VID=100 | label 10 | label 20 | label 30 | 10.0.7.5 | PStIP

Dst MAC | Src MAC

DTOT MOTOK YIOBJIETBOPSIET YCI0BUSIM (GuiibTpa ¢ HoMepoM O U JosKeH ObITh CKO-
nupoBaH Ha uHTepdeiicel EG1 n EG2.

ITepBas KOMaHAA tag_rm OTBEYaeT 3a M3MeHEeHMe [TOTOKA MPY Nepeave HA UHTEP-
deiic EG1 — n3 makeToB OyOyT yhanaeHbl NepBblii U BTopoit VLAN-Teru, a Takke
Bce MPLS-meTku. C uutepdeiica EG1 6ymeT oTIpaBiieH MOTOK KaZpOB, COIEePXKAIINX
TOJIbKO OiuH VLAN-Ter:

VLAN 3 Src IP

viD=100 | 10.0.7.5 | PstIP

Dst MAC | Src MAC

BTopas xomaHza tag_rm OTBe4aeT 3a M3MeHeHMe II0TOKa IIpY 1epefade Ha MHTEP-
eiic EG2 — u3 nmakeToB 6ynyT ymaneHbl BTopas u TpeTbs MPLS-meTku. C MHTED-
deiica EG2 GymeT oTmpasieH MOTOK KafpoB, comepskamux Tpu VLAN-Tera u omHy
MPLS-meTky:

VLAN1 | VLAN2 | VLAN3 | MPLS 1 Src IP

VID=80 | VID=90 | VID=100 | label 10 | 10.0.7.5 DstIP

Dst MAC | Src MAC
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10. 3aMeHa nonem nakeToB

B pexxume omepatuBHOro c6opa Tpaduka (cM. pasgen 6.1) mpubop Bepkyr-MX
TO3BOJISIET BBITIOIHUTD 3aMeHY pa3INJHbIX ronel maketos: MAC- u [P-agpecos, UDP-
ropToB. Kak rpaBuiio, B 3ToM pexkume K EG ropram npubopa nogkiovaeTcss 060py-
JIOBaHMe 1 OLleHKY/MOHMUTOPUHTA/3aTIMCY CETEBOI aKTUBHOCTH (Iajnee — 060py-
JIOBaHMe aHaI13a JaHHbIX). [ogMeHa MPOUCXOnUT 6e3 MoTepu MPOU3BOAUTENBHO-
ctu ripu 100% Harpyske.

BepkyT-MX
—|—>| EG1 Tx
EX1/2 3ameHa noneit O6opynosaHue
Rx [ ] PuneTpauns - nakeTos aHanusa AaHHbIX

[

e

10.1. KomaHAbl U UHCTPYMEHTDI

Hacrtpoiika mogmensl MAC- u IP-agpecoB nomyuyaTensi OCyleCTBASIETCS C TIOMO-
IIbI0 MHCTPYMeHTa replace-table (cM. pasgen 11.5). [Ins 3ameHbl Homepa UDP-
[IOpTa ToJTyJaTess IpeiBapuTeabHas HACTpojika He TpebyeTcs. BkitoueHue ogme-
HBI OCYIIECTBJISIETCS C IOMOILbIO MHCTpYyMeHTa filters (CM. CTP. 43) MM KOMaH[Ibl
filter (cm. cTp. 47).

10.2. NMpuMeHeHHue

3ameHy 1oseii makeToB MOXKHO UCIIO/Ib30BaTh, KOTIa 060pyIOBaHNe aHaIM3a JaH-
HbIX IpUHMMAeET KaZpbl TOJIBKO C onpenenéHHbIM MAC-aapecom (IP-agpecom, HO-
Mepom UDP-1iopTa), a Bce ocTa/ibHbIe 0TOpackiBaeT. B aToM ciydae BepkyT-MX mo-
KeT IPOM3BeCTM NOJMEHY I10/151 Ha 3HaueHye, 3aJaHHOe I10/Ib30BaTelIeM.
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BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

10.3. PepakTupoBaHue KOHpUrypauuoHHoro gaina

Hacrpoiika mogmeHbl MAC- u IP-agpecoB BBINOMHSIETCSI C TIOMOIIbI0 KOHGUTY-
paiyuoHHoro ¢a’itia, 0 YMOTUYaHMIO XPAHSIIErocsl B MaMsITHM OCHOBHOJ TuiaTdop-
MbI /etc/mx/replace-table.ini Wiy, B ClIyyae IEeHTPATM30BAHHOTO YIIPABAEHUS
HeckonbKMMM BepkyT-MX, Ha cepBepe — /etc/metrotek/mx/replace-table. ini.
1ot daitn mpeacrasisieT cob6oit Tabnuily, comepkanryto 10 15 nap MAC/IP-anpecos,
Ha KOTODbIe Oy[IeT MPON3BOAUTLCS 3aMeHa COOTBETCTBYIOIIMX TTOJIeH TaKeTOB.

VismeHeHus B Gaiii replace-table.ini BHOCSTCSI TIOCPEICTBOM JII0G0TO TEKCTO-
BOTO pefakTopa. IIpu 3amonHeHnn ini-gaiiia Heo6XOAMMO YUUTHIBATh 0COGEHHOCTYU
ero (opmarta. Daiti MOKET COepKaTh ITyCThIe CTPOKM, 3arOJIOBKM Pa3zesioB (HoMe-
pa 3amnmuceli), a Takke napameTpsl 1 ux 3Hauenus (MAC- u IP-angpeca):

[3aronoBok]
napameTp_1 = 3HayeHue_1
napameTp_2 = 3HaudeHue_2

Kakmplii pasgen (3ammchb) MOXKET COAepkaTh ABa mnapamerpa — MAC-angpec u
[P-anpec. MakcuManbHO KonuuecTBo 3anuceit — 15. Eciy 3HaueHMe napamerpa He
yKa3aHo wiu paBHO 0, MOIMeHa 3TOTO MOJS TPOU3BOIUTHCS He OYIeT.

Hanpumep, mpy UCIIONb30BaHMY [71s1 IOAMeHbI BTOPOJi 3aIIMCY U3 IIpMMepa HIIKe,
MAC-anpec nmonyyatens 6ymeT usmeHéd Ha 00:AA:BB:CC:11:41, aIP-agpec ocTaHeT-
cs1 6e3 u3meHeHwmii. [Ipy ucmonb30BaHMy TpeThelt 3amucy, IP-agpec nomyvarens 6y-
neT u3MeHéH Ha 192.168.1.1, a MAC-azapec nonyyaTesst He M3MEHUTCS.

[1]

mac = 00:01:02:03:04:05
ip = 192.168.1.1

[2]

mac = 00:AA:BB:CC:11:41
[3]

ip = 192.168.1.1

mac = 00:00:00:00:00:00

10.4. MpMeHeHne HaCTpOeK KOHPUrypauuoHHoro gaiina

ITo yMOM4aHMI0 KOHPUTYPALIMOHHBIN (aiiyl XpaHUTCS B TTaMSITX OCHOBHOIJ TIIaT-
dbopmbl (Mm Ha cepBepe). [IJ1s TOTO, YTOOBI MPUMEHUTb BHECEHHBIE B HETO M3MEHe-
HMSI 11 KOHKPETHOTO MOyJIst ipubopa bepkyT-MX, TpebyeTcs nepenaTh MX Ha 3TOT
MOZAY/b C TIOMOIIbI0 MHCTPYMEHTa replace-table. ONuuM MHCTPYMEHTA, KOTOPbIE
JIJIST 3TOTO UCTIONB3YIOTCS, TOAPOOHO OMMcaHbl B pa3gesne 11.5.
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10.5. MsmeHeHMe oaHOM 3anucu KOHduUrypaumoHHoro daina

Ecu TpebyeTcst OTpeiakTUPOBATh TOJBKO OJTHY 3aICh KOHPUTYPAIIMOHHOTO (aii-
Jia, MOXXHO MCII0JIb30BaThb MHCTPYMEHT replace-table. B 3TOM ciiydyae MHCTPYMEHT
BBI3BIBAETCS C KJIIOUaMM, IMO3BONSIOIMMY 3aaTb MAC- u [P-agpec (cMm. cTp. 53), B
pe3yabTaTe 4ero KOHOUTypauOHHbIM Gaiyi aBTOMATUIeCKY KOTTUPYETCS U3 TaMSITU
T1aTGOPMbI B TAMSITh YKa3aHHOTO MOZY/IS M B HErO I00aBJISIOTCS 3aJaHHbIe afipeca.
ITpu s3TOoM (aiist B mamsiT ratdopmbl ocTaérest 6e3 u3mMmeHeHMiA. [Ipy MOBTOPHOM
BBI30BE MHCTPYMeHTA, (aii B aMsITX MOAY/ISI Ilepe3arnuChbiBaeTCs Ha TOT, KOTOPBIi
XPAHUTCS B TaMSITU TIATGOPMBI.

10.5.1. Npumep

ITycThb B MaMsITV IIAaTGOPMbI XPAHUTCS CIEYIONIMIT KOHOUTYPAIIMOHHbIN daiin:

[1]

mac = 00:01:02:03:04:05
ip = 192.168.1.1

[2]

mac = Q0:AA:BB:CC:11:41

BBoguTcs komaHga:

replace-table -d ¢ -n 2 --ip 1.2.3.4 --mac FF:FF:FF:00:00:00

B pesynbTaTe BbIMOMHEHMS 3TOV KOMaHAbI Gaiin B maMsaTu iaTGopmsbl He U3Me-
HUTCST, a OYIEeT CKOMMPOBaH B MaMsaTh Momyist MX-C ¢ u3MeHEHHOIT BTOpOIit 2-i1 3a-
MMUChIO:

[1]

mac = 00:01:02:03:04:05
ip = 192.168.1.1

[2]

mac = FF:FF:FF:00:00:00
ip =1.2.3.4

BBoauTcs ciienyroliasi KOMaHaa:

replace-table -d ¢ -n 1 --ip 5.6.7.8 --mac FF:FF:FF:00:00:00
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B pesynbTaTe BBITIOHEHMS 3TO KOMAaHAbI (Haiia M3 maMsaTv iaTdopmsbl 6yIeT CHO-
Ba CKOMMpPOBaH B naMsaTh Monyins MX-C, npu 3ToM B HEM OyzmeT usMeHeHa 1-4 3a-
nuch. [laHHbIE, BBeIEHHbIE TIpeIbIAyLIeil KOMaHAO0M, He COXPaHsTCS:

[1]
mac = FF:FF:FF:00:00:00
ip =5.6.7.8

[2]

mac

00:AA:BB:CC:11:41

10.6. Mpumep noaMeHbI NONE NakeTa

3anaua. Bce makeTsi ¢ IP-agpecom mcTtouHmka u3 noacetu 172.168.14.0/24, npuxo-
nsye Ha uHTepdeiic EX1, ckonmpoBaTh Ha nHTepdeiickt EG1 1 EG2. ITpu Konupo-
Bauuy Ha EG1 npousBectu 3ameHy MAC- u IP-agpeca cornacHo 4-it 3anmcyu KoHbu-
rypauuoHHoro daiina, mpu konupoauuyu Ha EG2 — cormacHo 5-ii 3anucy. 3HaueHre
UDP-nopTa mosyJarens 1jist 06oux uHtepdeiicoB n3meHuTb Ha 5 000.

Hactpoiika koHurypammoHHoro daiina replace-table.ini:

[4]

mac = 00:AA:BB:CC:11:41
[5]

ip = 10.0.0.9

Hacrtpoiika komaHabl filter:

filter O from exl to eg* ipsrc 172.16.14.0/24 rrule 4:5 rportdst
5000 mode on

Ha mopt EX1 npuxogut naxkert ¢ IP-agpecom uctounuka 172.16.14.5:

Dst MAC Src MAC Src IP Dst IP Src UDP Dst UDP
00:21:CE:66:77:88 | 00:21:CE:11:22:33 172.16.14.5 8.8.8.8 port 1456 port 69

DTOT MaKeT YAOBJIETBOPSIET YCIOBUSIM GUIbTpa ¢ HoMepoMm 0 U IOIKeH ObITh Mepe-
HanpasseH Ha uHTepdericel EG1 1 EG2. IIpu sTOM, COmIacHoO 4-ii U 5-ii 3anmMcu KOH-
durypanyonHoro daiina, mpu konupoaHuu Ha mopT EG1 6ymeT mpousseneHa 3ame-
Ha MAC-aapeca orripaButens Ha agpec 00:AA:BB:CC:11:41, a mpy KonupoBaHMM Ha
nopT EG2 — 3amena IP-agpeca nmonyuaresns Ha agpec 10.0.0.9. 3uauenne UDP-nopra
ronyvaTessi st 060ux nopToB u3meHuTcs Ha 5 000.
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10. 3ameHa

nonev NaketTos

[TakeT, KOTOPBIi GyHeT oTmpasiieH c mopra EG1:

Dst MAC Src MAC Src IP Dst IP Src UDP Dst UDP
00:AABB:CC:11:41 | 00:21:CE:11:22:33 | 172.16.14.5 8.8.8.8 port 1456 port 5000
[TakeT, KOTOPBIit GyAET OTIpaBeH ¢ mopra EG2:

Dst MAC Src MAC Src 1P Dst IP Src UDP Dst UDP

00:21:CE:66:77:88 | 00:21:CE:11:22:33 | 172.16.14.5 10.0.0.9 port 1456 port 5000
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11. KoMaHAbl U UHCTPYMEHTbI

11.1. CucteMHble KOMaHAbI

help

Cy>KUT Jj151 BBIBOJIA CITMCKA BCEX KOMAH/I, MJTY CIIPAaBOYHO MHPOPMAIMMU 10 OTHETb-
HOV KOMaHe.

CUHTaKCMC KOMaHAbl

BbIBOp, crivicka KOMaH/I,:

help

BbIBOZ, CITpaBOYHOI MHGpOPMAIMK 11 KOHKPETHOI KOMaH/IbI:

help <command>

versions

CITyskuT IJ1s1 BBIBOZA HOMEpa BepCuu IMPOrpaMMHOTO 06ecrieueHusl.

CUHTaKCMUC KOMaHAbI

versions

KomaHpa He MMeeT mapameTpOB ¥ OILIVIA.

uptime

CJ'[y)KI/IT IJIs1 BBIBOOA BpeMEHU pa6OTbI YCTpOﬁCTBa C MOMEHTAa BK/IIIOUEeHMS.

CHMHTaKCUC KOMaHAbI

uptime

Komanga He umeeTr IIapaMeTpoB U OITIMIA.
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history

C)'IV)KI/IT 1711 BbIBOZAA CMMCKA BBeAEHHBIX paHee KOMaHI.

CUHTaKCUC KOMaHAbI

history

Komanpa He umeeT ImapaMeTpoB 1 OITIIUIA.

bootup

CyskuT IJ1s1 BBIBOJA KOIMYECTBA BKIIOUEHNH Tpubopa.

CUHTaKCUC KOMaHAabl

BriBO[, TeKyllero 3Ha4eHMs CUETUMKA:
bootup

C6poc cuétumka:

bootup clear

settings

CIIy>KMT [JIs1 COXpaHEeHMsI HaCTPOEK, BBIIIOJHEHHBIX C MIOMOLIbI0 KOMaH/, filter u
iface, B 9HEpProHe3aBUCUMYIO TAMSATh IPMGOpPa, a TAKKe /IS 3arpy3Ky MK yaajie-
HMSI 3TUX HACTPOEK M3 MaMSITH.

CMHTaKCMC KOMaHAbI
CoxpaHeHMe TeKyUIMX HaCTPOoeK:
settings save

Yoanenue HaCTpoOeK:

settings clear

3arpyska HaCTpOeK:

settings load
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11.2. HacTtpotika uHTepdheincoB U Noay4YeHMe CTaTyCHOM
nHdpopmMauum

iface

Cayxxut ajist HacTpoiiku dusndeckux uHrepdeiicos (EG, EX) u BbIBOIa CTaTyCHOI
nHdopmanmmn.

CHMHTaKCUMC KOMaHAbI
BriBog, MHGOpMaIIUy 1o BceM uHTepdeiicam:
iface

M3MeHeHMe HACTPOEK MY BBIBOJ, CTAaTYCHOI MH(OopMaLuy as uHTepdeiica ¢ uMe-
HeMm «NAME»:

iface <NAME> [up|down] [mode lan|wan] [speed 10|100|1000]
[autoneg on|off] [advertize [10]100|1000|all]] [lb on|off]

MapameTpbl
— 0e3 MmapamMeTpoB — BBIBECTM BCIO CTaTYCHYIO MH(OPMAINIO 110 BCeM Gu3uye-
ckum uHTepdeiicam (EG, EX);

— NAME — HasBaHue unrepdeiica (EG, EX), /i1 KOTOPOro Heo6X0AMO BhIBECTH
CTaTyCcHYI0 MH(OPMaLMIO MM M3MEHUTb HACTPOIKI.

Oonuuun

— up — BKJIIOUUTDb MHTEPDEIC;
— down — BBIKJTIOUNTb MHTEPDETIC;

— mode lan — BbI6paTh LAN-peskum pa6oTsl uutepdeiica (TOMbKO /st UHTEP-
deiicos EX);

— mode wan — BbI6paTh WAN-pesxum! pa6oTsl nHTepdeiica (TOMBKO IS MHTep-
deiicoB EX);

— speed [10]100|1000] — BbIOPATh CKOPOCTb MepeJauy JAaHHBIX (TOJMBKO ISt
nnrepodeiicos EG);

— autoneg on — BK/IIOYUTH PEKMM aBTOCOINIACOBaHMS (TOMBKO IJIs1 MHTepdeii-
coB EG);

— autoneg off — BBIKJIIOYNUTb PEKMM aBTOCOIIACOBAHMS (TOMBKO [IJISI MHTEP-
(deiicos EG);

'WAN-pexum — BapuanT 10G Ethernet, aganTupoBaHHbI fst paGoThl B ceTssx OC-192.
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— advertize [10]100]|1000] — BbIGpaTh MPEIIOUNTAEMYIO CKOPOCTh COEAMHE-

Hust: 10, 100 mam 1000 M61T/C (TONBKO A1t uHTepdeiicoB EX nmpy BKIIOUEHHOM
aBTOCOIJIACOBAaHUMN);

advertize [all] — yCTAaHOBUTH COEIMHEHME Ha JIF0607 U3 CKOPOCTEH
10/100/1000 M6uT/C (TONIBKO AJist MHTepdeiicoB EX mpu BKIIOYEHHOM aBTOCO-
IJIaCOBAaHUN);

Ipumeuanue. CoenviHeHye GyIeT YyCTAHOBIEHO TOJIBKO B TOM CJIydae, ey Ha MPOTUBO-
TTOJIOKHOM KOHI[E TaK)Ke MCITOb3yeTCst aBTOCOIIaCOBaHMe, M KAK MUHMMYM O HA TIpefi-
rnoyyTaeMasi CKOpoctb coBnazgaer. CoeilMHeHMe YCTAaHABIMBAETCS Ha MPeIoYNTaeMOoit
CKOPOCTM, MAKCUMAJIbHO AJIs1 060MX YCTPOCTB.

Lb on — BKIIOUMUTb PeXXUM IlepeHamnpasnenus Tpadbuka («llnerid») Ha ucxon-
HbIt TOPT (TOMBKO A1t MHTepdeiicoB EX);

Ipumeuanue. Pexxum «Illneiid» MO3BOISIET HE TOMBKO IepeHanpaBuUTh Tpaduk Ha uc-
XOILHBIV TIOPT, HO M OTIPaBUTb ero Ha NopThl EG ¢ BO3MOKHOCTBIO IIPeAiBApUTENIbHOM
dbunbrTpanyn.

— b off — BBIKIIOUUTD PeXXUM I1eitd (Tonbko aist uHTepdeiicos EX).

MpuMepbl Ucnonb3oBaHUS
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Brirounts naTepdeiic EX1 1 ycraHOBUTD Ha HEM peskum WAN:

iface ex1l up mode wan

. BKJIIOUMTB PesKMM aBTOCOITIaCOBaHMs Ha MHTepdeiice EG2:

iface eg2 autoneg on



11. KoMaHAbl ¥ UHCTPYMEHTbI

11.3. HacTtpotika punbTpoB

filters

ITpumeuanue. [151g Ucrionb30BaHUsI MHCTpyMeHTa filters ciaengyeT MOAKIIOUMUTBLCS TOIBKO K
OCHOBHOJ1 rtatdopme (cMm. pasgen 8.2 u 8.3). CoeyiHeHVe C KOHKPETHBIM MOJY/IEM He Tpe6y-
erTcs.

MpaBuna U GUNLTPLI

WHcTpyMmeHT filters Mo3BoasieT HACTPOUTh A0 2016 mpaBuil A1 K&KOOTO UHTEP-
deiica EX. IIpaBuio mpencrasiser co6oit Ha6op GuibTpoB. PUIBTP — 3TO KpUTe-
pUit, IO KOTOPOMY TTPOBEPSIOTCSI BCE MAKEThI, TOCTyNAlol/e Ha BbIGPAHHbBIN MH-
tepdeiic. Hanpumep, GuabTpom MoxKeT ObITh OllpenenéHHblii [P-agpec min Homep
TCP/UDP-nopra. Eciv makeT He COOTBETCTBYET HY OGHOMY M3 IIPAaBWJI, OH YIAJISIETCS.

CnoBsapb npasun

Bce co3maBaemblie MpaBujia JOOABISIOTCS B CJIOBAPh, KOTOPBI MOKET XpaHUThCS B
MaMsITVi OCHOBHOM IIaTHOPMBI /MM KOHKPETHOTO MOmysist. [IpaBmia MOKHO IT0-
C/1eoBaTebHO BBOAUTh B KOMAHAHYIO CTPOKY MJIM CO3[aTh CIEIMaTbHbI TEKCTO-
BbIit (aiis1, comepskaluii Habop MpaBuIL.

ViajsiTh CI0Bapb MOXKHO KaK M3 MaMsITV OCHOBHOJM IIaThOPMBI, TaK M U3 HaMSITU
KOHKPETHOTO MOTYJISI.

CuHTaKcuc

filters [-n] [-w file] [-w clear] [-w fclear] [-w "$fields"]
[-F $filename] [-r] [-R] [-£f] [-1] [-d, - -device] [-h, --help]
[-v, --version]

Oonumun

-n — OYMCTUTD CIIMUCOK MPaBWI AJi 060uX MHTepdeiicoB: 6YIYT yaalieHbl BCce Bpe-
MeHHbIe (aiibl ¥ CI0Bapy; MOAY/Ib 331A€TCS C ITIOMOIIBIO0 KiTtoua -d (110 YMOTYaHUIO
ucronb3yetrcss MX-A);

-w file — m06aBUTh B CJIOBapb OCHOBHOI MIaTGOPMBI IIpaBuIa, yKasaHHbIE B (aii-
ne /etc/MX/filters/MX-A. . .D/rules 1 3aNK1CaTh X HA COOTBETCTBYIOILINI MOZAYIIb;
MOZYJb 33A€TCSI C MTOMOIIIbIO KiTtoua -d (10 yMOIYaHMIO MCIToNb3yeTcss MX-A);

-w clear — OYUCTUTD CIIMCOK MPaBUII Jj1s1 060ux uHTepdeiicoB EX 3amaHHOro Mo-
LLyJisl; MOAY/b 3a7,aeTcs € TOMOIbIO0 Kitovua -d (110 ymonuaHuio — MX-A);
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-w fclear — GBICTPO BBIKJIIOUMTH BCE MpaBuiia st 06oux nHTepdeiicoB EX 3amaH-

HOT'O MOJIYJIST; MOAYJIb 3aIA€TCS C IIOMOIIBIO KiTtoya -d (1o ymonmyanuio — MX-A);

-w "abcdefghij"— co3maTb NpaBuiIO M 3alIMCATh €0 B ITaMSITh OCHOB-

HOJ T1aTOPMbI ¥ KOHKPETHOTO MOAY/IS (OTIMCaHVe 6YKBEHHbIX 0003HAUeHI Tpe-

CTaBJIEHO B TAGNUIIE HIKE); TAPAMETPBI, ITO KOTOPBIM He 6yIeT MPOU3BOAUTHCS (DUITh-

Tpaius, 0603HAYAIOTCSI 6YKBOIA X, IJIST HUX UCTIONMb3YeTCs 3HAYeHMeE TT0 YMOTYaHMIO;

Ipumeuanue. [TapameTps! d-f MO3BOJSAIOT yKa3aTh JBOMUHYIO MacKy (16 61T AjIst HOMEPOB MOP-

TOB, 8 6UT /151 HOMepa [P-1IpoToKoa). BUT, paBHbIIt HYITI0, COOTBETCTBYET JII060MY 3HaYEHMIO.

Hanpumep, nuamna3oH Homepos noptoB 8080/65534 (Oxfffe) Braouaer 3HaueHus: 8080 u

8081.

BykBeHHOe 0603HaUeHNe

Omnucanue

JlonycTuMble 3HaUeHUS

3HayeHMe [0 yMOIya-
HMIO (X)

a (o6s13aTenbHOe MoJe)

HOMep mpaBuia (TpaBy-
J1a ¢ GOJBLIMM HOMEPOM
MMeIoT GOoNMbLIMIA TIPHO-
purert)

0-2015

b IP-agpec ucTouyHMKa XXX XXX XXX XXX/XX, x Jo6oe

c IP-agpec nomyuaresns XXX XXX XXX XXX/XX, x no6oe

d IP-ipoTokosn IeCITUYHOE YUC/IO B Auamna- |oboe

30He 0...(21¢-1)/macka wm x

e Homep TCP/UDP-mopTa | ZecsITMYHOE YKCI0 B AMara- | moboe
OTIpaBUTEIS 30me 0...(2'¢-1)/macka wm x

f Homep TCP/UDP-mnopTa | ecaTMYHOe YKCI0 B AMara- | moboe
nomyJartens 30me0...(21-1)/macka mmm x
TIOPT [JIS1 3aIIUCU exl, ex2 exl

h neiicTBue Tpu coBmage- |drop (ymanutb), egl (mepe- |drop

HuM vHOpMaLMK B IPK-
HSITOM IIaKeTe C 33/laH-
HBIM TIPaBUIIOM

HampaBUTh Ha MHTepdeiic
EG1), eg2 (mepeHampaBUTh
Ha wuHrepdeiic EG2), both
(mepeHanpaBuTh Ha 06a
unrepdeiica: EG1 n EG2)
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BykBeHHOe 0603HaveHne | OmucaHue JonycTuMble 3HaUeHUS 3HaueHue M0 yMonya-
HUIO (X)
i ITapameTpbl 3aMeHbl | HOMep 3amucy  KOHQUTY- | IOIMeHa OTKIIIoYeHa

roneit maketoB. ®opmar | paiyoHHoro daitna: 1...15;
samucu: rrule:port wim|Homep UDP-mopra momyya-
rrule_egl:rrule_eg2:port, |Tens:0...65535

roe rrule — Homep
3ammcy KOHGUTypauyoH-
Horo (aitna; rrule_egl,
rrule_eg2 — HOMep 3amu-
1 KOH(UIypaLMOHHOTO
daitna pias maTepdeiicon
EG1 u EG2; port — HOMep
UDP-nopTa nony4yarernsi.

—

j CTaTyC IIpaBuia 0 (3ampeTuThb BBITNIONIHEHME),
1 (paspelnTp BbINOIHEHME)

-F — 3apmaTh M3 Gdaitiaa co CriMCcKOM MPaBuil, OTIMYHOE OT UCIIOIb3yeMOro M0 YMOJI-
yaHuio (/etc/MX/filters/MX-A...D/rules);

-T — BBIBECTHU CIIMCOK MPaBWJI B CJIEAYIOIIEM BUIe:

FSrule#:5

IPsrc:4.1.1.1/24

IPdst : 1.1.1.2/0

Proto : 0/0

PORTSsrc : 80/65535

PORTdst : 0/0

Act : both

Status : 1

-R — BBIBECTM CITMCOK MpaBmiI B hopmare:

11.1.1.1/24 1.1.1.2/0 0/0 80/65535 0/0 ex1 both 1

21.1.1.1/0 1.1.1.2/0 0/0 0/0 0/0 ex1 drop 1,

a Taxke co3naTh Gaili, comepskauuit 3TOT CIMCOK (M0 YMOTYAHUIO —
/tmp/MX/filters/MX-A...D/rules_returned);

-f — 106aBUTD CJIOBAPH B MIAMSITh OCHOBHO¥ IIATGOPMBI, HE ITOChIIASI €r0 Ha OIpe-
JleJIEHHBI MOJYJIb;

-1 — 3amucaTh CO3JaHHbIN CJIOBAPh HA COOTBETCTBYIOIINI MOIYIb;
-d — BbIOpaTh MOAYb: MX-A (a), MX-B (b), MX-C (c) wiu MX-D (d);
-h — BbIBeCcTM MHGOPMAIMIO O TIporpaMme filters;
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-v — BBIBECTU BepCHIO ITporpaMmbl filters.

MNpuMepbl UCMONb30BAHUSA

46

1. Cospmath mpaBUIO C HOMEpOM «44» st uaTepdeiica EX1 c mo6siM IP-agpecom

MCTOUHMKA, IP-agpecom nonyuatesns 1.1.2.X, 106bpIM HOMepoM IP-ipoTokona,
Homepom TCP/UDP-nopra ncroynmka 8080, 1106bIM HOMEpPOM MOpTa MOTyva-
Tesst. [TakeThl, yOOBIETBOPSIONINE TIPaBUITY, IIEpechiaTh Ha MHTepderic EG1.
PaspemmnTh BbITIOTHEHVE JAHHOTO ITPaBUIa.

filters -w "44 x 1.1.2.3/24 x 8080 x exl egl 1"

. Cospmath mipaBuiio ¢ Homepom «0» myst uHTepdeiica EX2 ¢ IP-agpecoM ucTou-

HuKa u3 oacetn 172.16.14.0/24, mo6siM IP-afpecom mosryyaTess, Jr06bIM HO-
mepoMm IP-nipoTokosa, mo6sivMy Homepamy TCP/UDP-TOPTOB MCTOUHMKA U ITO-
Jryyaress, JITo6pIM HOMEpPOM IOpTa Tosyyartessi. [lakeTsl, yI0BAETBOPSIONIE
MpaBuily, nepecbiiaTh Ha uHTEpdeiickl EG1 1 EG2. ITpu kormmpoBauuyu Ha EG1
npousBectu 3aMmeHy MAC- u IP-anpecoB coracHo 4-ii 3anucu KoHpurypanm-
OHHOTO ¢a’iina, mpu KonupoBaHuu Ha EG2 — cornacHo 5-ii 3anucy. 3HaUYeHue
UDP-nopTa monyvatenst ajist o6oux uHtepdeiicoB nsmeHuTs Ha 5 000. Paspe-
LIUTH BBITIOJIHEHME TaHHOTO MIpaBuia.

filters -w "0 172.16.14.0/24 x x x x ex2 both 4:5:5000 1"



11. KoMaHAbl ¥ UHCTPYMEHTD!

filter

KomaHza oTBevaeT 3a BbIBO MHGOPMALIY O COCTOSTHUY (PUIBTPOB, HACTPOIIKY ITa-
paMeTpOB ¥ yIIpaBjieHKe paboToi GUIbTPOB.

CUHTaKCMUC KOMaHAbI

BriBOm MHGOpMaIy 10 BceM QWIBTPaM:

filter

Vi3smeHeHMe HacTpoeK GuibTpa c HoMmepom «fnumy»:

filter <fnum> <from exl|ex2> [mode on|off] [to egl|eg2|drop]
[vlan_id valuelany] [vlan_pri value|any] [mpls_label valuel|any]
[mpls_exp valuelany] [ipsrc value|any] [ipdst value|any]

[dscp value|any] [proto valuel|any] [portsrc value|startport-endport
[odd|even]|anylall] [portdst value|startport-endport
[odd|even]|any|all] [port value|startport-endport [odd|even]|any|all]
[string <pattern> [from] [to]] [iplen [min-max]|value]]

[ipoffset [on|off]] [clear] [rrule <1..15[:1..15]>]

[rportdst <@..65535>]

MapameTpbl

— 6e3 rmapaMeTpoB — BBIBECTYU MHGOPMAIIMIO O HACTPOIIKaX BCeX GUIbTPOB;

— fnum — BbIGPaTh GUIBTP C ONpeAeNEHHBIM HOMEPOM; HOMED YKa3bIBaeTCs B
BUe 1iej0ro unciaa B nuanasose 0...9.

Ipumeuanue. Yem 6omnbiiie HOMep GUIbTPA, TEM BBIIIE €T0 IPUOPUTET.

— from ex1|ex2 — BbIOpaTh MHTEPeEIiC.

Oonuun

— mode on — BKIIOYUTH QUIBTD;

— mode off — BBIK/IIIOUUTH QUIBTD;

— to egl — OTIIPaBJATh MMakeThl Ha MHTepdeiic EG1;
— to eg2 — OTIpaBJISATh ITakeThl HAa MHTepdeiic EG2;
— to drop — YHMUTOXKATb MMAKeThl;

— vlan_id — 3apmatb 3HaueHne uneaTudukaropa VLAN (VLAN ID): necaTuyHoe
MY IIeCTHAALIaTePUYHOEe UiciIo B Auarnasone 0...4095;

— vlan_id any — OTK/IIOUMTD GMIBTPAIIMIO [T0 3HAYEHUIO OIS
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vlan_pri — 3agaTb 3HaueHue npuopurera VLAN (VLAN Priority): necaruu-
HOe MY LiecTHaJlaTepuyHoe yncio B fuanasoHe 0...7;

vlan_pri any — OTK/IIOUUTH Cl)I/I)'IpraLU/IIO 110 3HAaYE€HMUIO I10JI;

mpls_label — 3agaTh 3HaueHMe uaeHTUGUKaTOopa MPLS-MeTKM: AeCATUUHOE
WIN niecTHaAaTepmudoe uncio B auanasose 0...0 x FFFFF;

mpls_label any — OTKIIOYUTH GUIBTPALIMIO TIO 3HAUEHMUIO TIOJS ;

mpls_exp — 3amaTh 3HaueHne EXP 61uToB MPLS-MeTKM: BeCITUYHOE MUJIV IIeCT-
HaJlaTepuuHOoe uncio B auamnasone 0...7;

mpls_exp any — OTKIIOYNUTH GUIbTPALMIO IT0 3HAUYEHMIO IT0JIS;
ipsrc — 3agath [P-agpec UCTOYHMKA/MAaCKY;

ipsrc any — OTKIIOUUTDH QUIBTPALIMIO 10 3HAUEHWIO T10JIST;
ipdst — 3amarth [P-agpec nmosmy4daresiss/Macky;

ipdst any — OTK/IIOUMTH QUIBTPALIMIO IO 3HAUEHWIO T10JIST;

dscp — DSCP 6uThI IP-3arooBKa: AecITUUYHOE UM [IeCTHAALATepUUHOe UMC-
Jj0 B nuamnasoHe 0...255 (cM. Tabn. 13.1);

dscp any — OTK/IIOUUTH QUIBTPALIMIO 10 3HAUEHWIO TT0JIST;

proto — 3aaTh MPOTOKOJ 4 YPOBHS: JECITUYHOE WM IIECTHAAIATEPUIHOE
uuciao B guamnasone 0...255;

proto any — OTK/IIOUMUTh (PUJIBTPALIMIO 10 3HAYEHMIO OIS ;

portsrc value|startport-endport [odd|even] — 3amaTh Homep (value) min
MHTEpBAI HOMepoB (startport-endport) TCP/UDP-1opTOB MCTOYHMKA B BUIE

IeCSITUYHBIX WM LIeCTHaAuaTepuuyHbix uncen B auanasose 0...0xFFFF; npu

MCIIOb30BaHNM ITapaMeTpa odd|even JaHHas OMIIMS TO3BOJISIET BHIOPATD TOMb-

KO YETHbIe/HEUETHBIE HOMePa U3 3alaHHOTO MHTEePBaJIa;

portsrc any — OTKIIOUUTH uibTpanuio mo sHayeHmo TCP/UDP-mopTa umc-
TOYHMKA;

portsrc all — BKIIOYMTH GUIbTPAIMIO Bcero auamnazona TCP/UDP-mopToB
ornpasurens (0...0xFFFF);

portdst value|startport-endport [odd|even]— 3amaTb HoMep (value) mim
MHTepBan HoMepoB (startport-endport) TCP/UDP-niopTOB monyvaTtesst B BULE

IeCSITUUHBIX WK IIeCTHaAaTepuuyHbIX uncen B auanasose 0...0xFFFF; npu

MCITOIb30BaHMY MapaMeTpa odd|even JaHHas OIMLMS TO3BOJISIET BHIOPATDH TOJIb-

KO YETHbBIE/HEUETHBIE HOMEepA M3 3aJaHHOT0 MHTEPBaa;

portdst any — OTK/IIOUMTb GUIbTpaIyio no 3Havenuio TCP/UDP-mopra mo-
JIyJyarens;

portdst all — BKIIOYMTb GUILTPAIMIO Bcero auamnasona TCP/UDP-nopToB
nonyyarens (0...0xFFFF);
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port value|startport-endport [odd|even] — 3amaTh HOMep (value) win
MHTEepBan HomepoB (startport-endport) TCP/UDP-mniopToB mosyyaTesnst U OT-
MPaBUTEJIS B BUIE NeCSTUUHbBIX U 1IeCTHAAIaTePUYHBIX UMCeJT B IMarla30He
0...0xFFFF; mpu ucnonb3oBauuy mapamMeTpa odd|even maHHast OILMS IIO3BO-
JISIeT BbIOPATh TOJIbKO YETHBIE/HEUETHBIE HOMEPA U3 3a[JaHHOT0 MHTEPBAJIA;

port any — OTK/IIOUUTh GuabpTpanmio 1o 3HayeHuo TCP/UDP-niopTa oTipa-
BUTeJIS U ITONTy4aTers;

port all — BKIIOUMUTh GUIbTpaIMio Bcero auamnazoHa TCP/UDP-mmopToB OT-
npasutens u noayvarens (0...0 X FFFF);

string <pattern> — 3a7aTh CTPOKY /ISl [TOVMCKA BHYTPU COIEPKMMOTO BCe-
rO [TaKkeTa; CTPOKa MOXKET ObITh 3a/laHa HECKOIbKMMM CIT0CO6aMU (B KaBbIUKaX
unu 6e3):

- TOC/IeIOBATEIbHOCTHIO OYKB 1 CMMBOJIOB: «hello», «hello, world»;
— IIOC/IeIOBaTEeIbHOCTHIO 0aiiT: \xAA\XBC\x15;
— I10CJIe0OBaTeIbHOCThIO 6yKB ¥ 6aiiT: «khello \xAA\XBC\x15».

string <pattern> [from] [to] — 3aJaTh MHTepBaJ 6aiiT AJIs ITOMCKa Havya-
Jla CTPOKM BHYTPYU COAEPXKMMOrO IMaKkeTa:

- from — HoMep 6aiiTa nocie IP-3aronoBka nakeTa, ¢ KOTOPOro HAUHETCS
TIOUICK CTPOKM;
- to — HoMep 6aiiTa mocie IP-3arosoBKa makeTa, 10 KOTOPOro 6yaeT BbI-
TIOTHATBCS ITOUCK CTPOKM.
iplen [min-max]|value] — BKIIOUNTb QWIBTPAIINIO ITO AyivHe [P-makeTa:

— min-max — MMHMMAaJIbHOE ¥ MaKCMMaJ/IbHOE 3HAUeHMe ayara3oHa OJIVHbI
I1aKkerTa,

- value — onpe,uenéHHoe 3HaueHMe OJIMHbI ITaKkeTa.

ipoffset [on]|off] — BKIIOUNTD/BBIKIIOUNTD QWIIBTPAIIMIO 10 3HAYEHUIO CMe-
mieHus B IP-3aronoBke (110 yMOTYaHUIO GUIIBTPALIMIO IO 3HAUEHUIO CMELeHNST
BBIK/IFOUEHA):

- on — (WIbTP MPOITyCKAET TOJIBKO Te IMaKeThl, y KOTOPBIX CMelleHue B [P-
3aroJIoBKe GOJbIIle HYJS;

- off — QUIBTP MPOIyCKaeT BCe TaKeThl;

rrule <1..15[:1..15]> — HOMep 3amucu KOHOUTYpalMOHHOro ¢aiija, Ko-
TOPBIN 6y eT UCII0Nb30BaThCs JIS1 IOAMeHBI oJ1eli MakeToB (IBOeToUMe pas3-
JensieT HoMepa 3anuceit gy uaTepdeiico EG1 u EG2);

rportdst <@..65535> — HoMep UDP-niopTa rnonyyaress [4jsl IOOMeHbI (IIpu
BbIGOpE HYJIEBOTO 3HAUEHMSI TIOIMeHa IIPOM3BOIUTECS He OyzeT);

clear — cOPOCUTH HACTPOIKM JJIs1 BBIGPAaHHOTO (QUIIbTPA.
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MpuMepbl Ucnonb3oBaHUS

1. Baectu usmeHeHust B GMUIbTP C HOMEpPOM «2» — IepeHarpaBuUThb ¢ mopra EX1
Ha nopt EG1 Bce nakets! ¢ IP-agpecom ucrounnka 192.168.10.10 1 IP-anpecom
nonyvatesns u3 nogcetu 192.168.222.0/24:

filter 2 from exl ipsrc 192.168.10.10 ipdst 192.168.222.0/24 to egl

2. BHecTu n3MeHeHMsI B QUIBTP C HOMEPOM «4» — yOAIUTb U3 IIOTOKA, IPUXOHSI-
wero Ha nopt EX2, Bce naketsl, y KOTOpbIX VLAN ID = 7:

filter 4 from ex2 vlan_id ©x7 to drop

3. C momoIpio GuibTpa c HOMEPOM «5» BBIIEIUTD U3 TIOTOKA, IPUXOASIIETO Ha
nopt EX1, makeTsl, Homep TCP/UDP-mopTa KOTOpBIX HAXOAUTCSI B MHTEpBaJie
ot 100 mo 200 1 mpu 3TOM SIBJISIETCSI HEUETHBIM :

filter 5 from exl portsrc 100-200 odd

4. C nmoMoibio GUIBTPA C HOMEPOM «6» BBIIEIUTb U3 MTOTOKA, ITPUXOSILEr0 Ha
nopt EX2, makeTsl, HoMep TCP/UDP-niopTa oTIipaBuTesIs WIN MOIy4YaTeNns KO-
TOPBIX HAXOOUTCS B MHTepBase oT 250 1o 1000 ¥ IIpyu 3TOM SIBISIETCST YETHBIM
(ecnu makeT uMeeT opyHakoBble HoMepa TCP/UDP-niopToB oTIipaBuTes U 110-
JIyJaTensi, yAOBAETBOPSIONIVE YCIOBUSIM (DyIbTpanyy, JaHHbI MaKeT TaKkKe
6yIeT BbiZe/eH U3 II0TOKA):

filter 6 from ex2 port 250-1000 even

5. C momoibio puabTpa c HOMEPOM «7» MCKaTh Hauayio cTpoku «hello» B mHTEp-
Basie ¢ 5 o 12 6aiit mocsie IP-3aroioBKa MakeToB, MPUXOISLIMX Ha OpT EX2:

filter 7 from ex2 string hello 5 12

6. C momMouipio GuIbTpa ¢ HOMEPOM «9» UCKaTh Hauano cTpoky «hello» B uHTEp-
BaJjie ¢ 5 6aitra rocie IP-3aromoBKa o KOHIIA [TaKeTa:

filter 9 from ex2 string hello 5

7. C momotibio GuabTpa ¢ HOMEPOM «1» BbIIEIUTh U3 ITOTOKA, IIPUXOMSIINEro Ha
nopt EX1, makeTsl ¢ IP-agpecom uctounnka mus noacetu 172.16.14.0/24. Cxo-
uUpoBaTh 3T nakeTsl Ha MHTepdeiicsl EG1 u EG2. [Tpu konupoBanuu Ha EG1
npousBectu 3aMeHy MAC- u IP-aipecoB coriacHo 3-ii 3amucu KoHurypamm-
oHHOTO (aitia, mpyu KonupoBauuu Ha EG2 3ameHy He MPOU3BOAUTH. 3HAUEHME
UDP-niopTa mosy4yaTess ajst 06oux uHtepdeiicoB m3meHuTs Ha 5 000.

filter 1 from exl to eg* ipsrc 172.16.14.0/24 rrule 3:0 rportdst 5000
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11.4. Hactpoika yaaneHus VLAN-teros u MPLS-mMeTOK

tag_rm

Komanpa cyskut as Hactpoiiku yaaneHusi VLAN-teros u MPLS-meToOK 13 akeToB,
repegaBaeMbix Ha EG-uHTepdeiicsl.

Ipumeuanue. bepxyT-MX mnopmepskuBaeT 06paboTKy IMaKeTOB, cofepsKaimx 10 Tpéx VLAN-
TeroB u MPLS-meTok. Tern 1 MeTKM MOXKHO YOQ/ISITh OLHOBPEMEHHO.

CUHTaKCMC KOMaHAbl

tag_rm [exl|ex2|ex*] [egl|eg2leg*] [mpls [tags nums|all|none]]
[vlan [tags nums|all none]]

MapameTpbl

— 0e3 mapaMeTpOB — BBIBECTM TEKYIIIEe COCTOSIHME HACTPOEK yIaIeHst METOK B
CIefyomieM BUe:

EX1 EX2
EG1 EG2 EG1 EG2
VLAN 2.
MPLS 123

— ex1|ex2|ex* — BpIGpaTh BXOIHOI MHTepdeiic, AJiss KOTOpOro 6ymeT Mmpousse-
IeHa HacTpoiika ynaneHusi VLAN-TeroB u MPLS-meTOK;

— eglleg2|eg* — BbIGpPATh BBIXOMHON MHTepdeiic, Ha KOTOPbI OYOYT OTIIPaB-
JIAThCS NaKkeTsl nocite ynaneHuss VLAN-teros 1 MPLS-MmeTOK.

Onuun

— mpls [tags nums|all|none] — 3amaTh NOpsifiKOBbie HOMepa MPLS-meTOK, KO-
TOpbIe TPeOYeTCs YAaIUTh: TIePBOi CUMTAETCS METKa, PacIooKeHHast O/IvKe
Bcero Kk nomo «MAC-aapec» B rakete. [Ipu Bbibope «all» 6ymyT ymaneHsl Bce
MeTKu. OMIus «<none» OTK/II0YaeT yaajeHne MeTOoK.

— vlan [tags nums|all|none] — 3amaTbh nopsigkoBbie HoMepa VLAN-Teros, Ko-
TOpble TPeGYeTCs YIaauTh: TIePBbIM CUMTAETCSI TEr, PACIIONOKEHHbIN O/IVKe
Bcero K nomo «MAC-aapec» B rakere. [Ipu Bbibope «all» 6ymyT ymaneHsl Bce
tern. OMIMs «none» OTKII0YAeT yaaieHe TeroB.
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MpuMepbl Ucnonb3oBaHUS
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1. JIns makeToB, IpUXOASIIVX Ha uHTepdeiic EX1 u nepenamnpasaseMbix Ha EG1,
BBITIOJIHUTD yAajieHne repsoro u BToporo VLAN-Tera:

tag_rm exl egl vlian 1 2

2. [Ins makeToB, Npuxofsauiux Ha uHTepdeiicsl EX1 u EX2 1 nepeHanpasiisieMbIX
Ha EG2, BeinonHUTD yaaneHue scex MPLS-meToK:

tag_rm ex* eg2 mpls all

3. [l makeToB, mpuxopsmux Ha uHrepdeiic EX1 u nepeHamnpasisieMbix Ha EG2,
BBINOJMHUTD ypaneHue 2-1t MPLS-metku. [Toce sToro oTMeHUTh yranenue 2-i
MeTKU U 3a7aTh yajeHne 3-ii MeTKu:

tag_rm exl eg2 mpls 2
tag_rm exl eg2 none

tag_rm exl eg2 mpls 3
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11.5. HacTpoiKa Tabauubl 3aMeHbl NoJiei NakeToB

replace-table

HNHCcTpyMeHT replace-table MO3BOJSET BBIMIOJIHUTD HACTPOIKY mmogMeHbl MAC- n
IP-appecos (cMm. pasgen 10).

CuHTaKcuc

replace-rable [-h, --help] [-D, --dry-run] [-v, --verbose]

[-s, --show] [-a < addr >, --netaddr < addr >] [-i < addr >,
--ip < addr >] [-n < 1-15 >, --number < 1-15 >] [-m < addr > ,
--mac < addr >] [-V, --version] [-e <1 | 2 | all >,

-—ex < 1] 2| all >] [-d < a-d >, --device < a-d >] [-f FILE,
- -file FILE]

Oonuuun

6e3 napamMeTpos — TPMMEHUTb HACTPOIKM KOHGUTrypalMOHHOro daiina
(cm. paspen 10.3), nast uatepdeiicoB EX1 u EX2 mopyns MX-A (110 ymom4aHuIo).

Ipumeuanue. KonduryparyoHHslii ¢hait o yMoaIyaHMIO XPaHUTCS B TaMSTU OCHOBHOJA 11aT-
dopmel /etc/mx/replace-table. ini uam, B crydae eHTpanM30BaHHOIO YIIPABIEHNS HECKOIb-

kumMu bepkyT-MX, Ha cepBepe — /etc/metrotek/mx/replace-table.ini.

-h — BbIBecTM MHGpOpMaIMI0 06 MHCTPYMEHTe replace-table;

-D — BBIMIOJIHUTH KOMaHJy B TECTOBOM PEXMME;

-V — BBITIOJIHUTH KOMaH/Iy C BBIBOZOM JIOTIOIHUTEIbHO OT/IaJJOUHOI MHGOPMAaLINX;
-s — BBIBECTM B TEKCTOBOM BUJie BCe HACTPOIIKY, 3aAaHHbIe B KOHOUTYPAIIMOHHOM
(aitne;

-a < addr > — BBINOJIHUTb KOMaHAy JJ1s1 yKazaHHoro IP-agpeca win JOMeHHOTO
MMeHU TTpubopa (MCIOMb3yeTCs ITPU [eHTPaTM30BaHHOM YIIPaBIeHUU HECKOIbKM-
mu BepkyT-MX);

Ipumeuanue. Ecnu [P-ampec He yKasaH, TO 6yIeT UCIIOIb30BaH aJpec, MPOMCaHHbIN B daiiie
/etc/metrotek/mx/mxip B ciay4ae LieHTpaaM30BaHHOIO yIIpaBieHus U /etc/mx/mxip B

CTy4yae HEMOCPEICTBEHHOTO YIIPaBIeHNs IPHUGOPOM.

-i < addr >—IPv4-agpec, Ha KOTODBIV cllefAyeT 3aMeHUTh IPv4-anpec nonyyarerns;
-n < 1-15 > — HOMep 3amucK B KOHPUTYpalMOHHOM (aiine;
-m < addr >— MAC-aapec, Ha KOTOPbII cienyeT 3aMmeHUTb MAC-aapec mosmyJyartens;
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-V — BBIBECTM HOMED Bepcuy MHCTPYMeHTa replace-table;

-e < 1] 2| all >— BbIOpaTh HOMep uHTepdeiica EX, i1 KOTOPOTO BBITIONHSI-
eTcst KoHuUrypaius (rmo ymondauuio — «all»): EX1 (1), EX2 (2), EX1 u EX2 (all);

-d < a-d > — BbIGpaTh MOAY/Ib, /IS KOTOPOTO BBITIONHSIETCS KOHMUrypamnus (1o
yMOJTUaHUIO — «a»): MX-A (a), MX-B (b), MX-C (c), MX-D (d);

-f FILE — yKasaTb ITyTh K KOHGUTYpaAILMOHHOMY (aiiiny (MCIIOIb3yeTcsl, KOTma UM
(aitna OTIMYHO OT MMEHM TT0 YMOTUYAHUIO).

MpuMepbl Ucnonb3oBaHUS

1. TIpuMeHUTH HACTPOV KM KOHGUTYpaLMOHHOTrO dajiiia, UCII0Nb3yeMOTO I10 YMOJI-
yaHuio, 1yis uHtepdeiica EX1 mogyns MX-A:

replace-table -e 1

2. IIpMMeHUTH HACTPOIIKM KOHDUTYpauMoHHOTrO daitia, OTIMIHOrOo OT daiiia no
YMOJTYaHUIO, )i 060X MHTepdeiicoB Mmoayns MX-B:

replace-table -d b -f <nyTb_k_danny>

3. VI3MeHUTb 4-10 3a11Ch KOHPUTYpaLIMOHHOTO (baiina, 106aBUB B HEE HOBbIE 3HA-
yenust MAC- u [P-anpeca nomyuaress:

replace-table -n 4 -ip 1.2.3.4 -mac FF:FF:FF:00:00:00
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11.6. HacTpoiKa CTaTUCTUKHU

stat

KomaHia BBITIONHSIET BBIBOJ, CTATUCTUKY T10 nmopram u 1o (bI/IJ'IpraM.

CUHTaKCMUC KOMaHAbl

stat <start|stop|clear>

MapameTpbl

— 6e3 napameTpos — BBIBECTM CTATUCTUKY I10 MIOPTAM U IO GUIBTPAM;
— start — 3alyCTUTb MPOIECC CYNTHIBAHMS CTATUCTUKMA;
— stop — OCTaHOBUTD MPOIIECC CUMTHIBAHNS CTATUCTUKY;

— clear — C6POCUTH CUETUMKM CTATUCTUKMA.

Mpumepbl UCNoNb30BaHUS
1. HauaTh CUMTHIBAHME CTATUCTUKH IO IOPTAM U O QUIbTPaM:
stat start
2. BbIMOMHUTDH C6POC CYETUYMKOB CTATUCTUKHA:

stat clear
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12. O6HOBNEHUE NPpOrpaMMHOro obecneyeHms

st mpu6opa BepkyT-MX mpeqycMOTpeHbl IIPOLeypbl OOHOBJIEHMS ITPOrPAMMHOIO
obecrieuenns (ITI0) ocHOBHOI 1aTGopMbl U Moaysieii uepes uHrepoeiic USB. O6-
HoByIEHHOE [10 MOKeT BK/IIOYATh KaK MCIIPaBJIeHye OMMOO0K, TaK ¥ HOBbIE (DYHKIIM-
OHaJIbHbIE BO3MOKHOCTM.

CoxpaHEHHbIe Ha IIpMOOpe JaHHbIe Y HACTPOMKM B Ipoliecce OOHOBJICHMST He 3aTpa-
TMBAIOTCSL.

12.1. NoAaroroBKa K 0OHOBNEHUIO

[Tepen o6HOBIeHNEeM 10 0CHOBHOI IIaTGOPMbI HEOOXOIMMO 3arpy3uTb 06pas daii-
J0BO¥i cucTeMbl B popmare ubifs c caiita http://metrotek.spb.ru. Ilepen 06HOBIeHN-
em I10 mopyneit — daiinbl mporpammbl MCU (paciuupenne .bin) u mukpokona FPGA
(pacumpenme .rbf).

12.2. AnrropuTM O6HOBNIEHMSA OCHOBHOM NaTPopMbl

1. TMopxkmrounThb MOpT CONSOLE mpubopa bepkyr-MX K USB-ITOpTYy KOMITbIOTEpA.
2. 3amycTuTh IporpamMMy minicom: minicom -D /dev/ttyUSBO -b 115200

3. Ilowrte HaxkaTMs HA KHOIIKY «Enter» minicom IombITaeTCsl YyCTAHOBUTD COEIM-
HeHMe ¢ nmpu6opomM. He moxkumasich BbIBOJA MPUIIALIIEHNS 1JIst BBOIA MMEHU
10JIb30BaTesIsl U Mapossi, BOMTU B KOMaHIHYIO0 CTPOKY HayaJabHOTO 3arpy3un-
Ka. [IJis1 3TOro, KOorga B OKHE TePMUHAIbHO POTPaMMbI TTOSIBUTCSI CTPOKa Hit
any key to stop autoboot, HaXkaTh Ha JIF06YI0 KiIaBUITY Ha KiaBuartype I1K.

4. B OKHO TepMMHAIbHO POTPAaMMbI GyZIeT BbIBefieHa CTyske6Hast MHGOopMaIust
HayaJbHOTO 3arpy3uMKa ¥ MpUIalieHie KOMaHIHO CTPOKM.

5. BBecTyu KOMaHy:
loady 0x81008000

Ipumeuanue. Tlocie BBOJA KaKA0I KOMaH/Ibl HEO6XOAMMO HaXMMAaTh KiaBuiny Enter
Ha knaBuatype IIK. BBoOuUTb cienyionyo KOMaHIy MOKHO TOIbKO IIOC/IEe TOro, Kak 3a-
KOHYMWIOCH BBITIOJIHEHME TIPEIbIAYINei M B KOMaHAHOI CTPOKe 0To6pasuics cumson $.

B pe3ynbTaTe BBITIOTHEHWS JAHHOI KOMAaHZBI 3arpy3unK OyAeT OKUaaTh Iie-
penaunu daiina.
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6. OrmpaBuTh o mpoTokoay YModem o6pas3 ¢aiinoBoii cucteMbl B hopmare ubifs.
[epenaua daiiia 3aHMMaeT OKOJIO 5 MUHYT.

7. CrepeTb comepskuMoe pasmena rootfs-ubi-1:
nand erase clean rootfs-ubi-1
8. BoibpaTsb paspen rootfs-ubi-1:
ubi part rootfs-ubi-1
9. Cospmarb B pasneie rootfs-ubi-1 Tom rootfs:
ubi createvol rootfs
10. 3ammcatp ¢aitioBylo cucTeMy U3 IaMsITH B ubi pasgen:
ubi write 0x81008000 rootfs $filesize
11. Insa nepesarpy3ku mpubopa BBeCTY KOMaHJy reset.

TTocJie yCIIeIHOTO BITTOHE NS BCEX BhIIIeTNepeurciieHHbIX IeCTBI Tpu6Oop rOTOB
K pabore.

12.3. AnropuTm 06HOBNEHUS MoAaynen

1. TMopxmwounThbes K pubopy BepkyT-MX mo unTepdeiicy USB (cMm. pasnen 8.2)
wm Ethernet (cMm. pasgen 8.3).

2. Ins o6HOBeHus mporpaMmMbl MCU BBeCTM KOMaHAY:
mx-util -d <uma_mopyna> -m <nyTb_k_danny_nporpammel_MCU>

3. Jlns o6HOBIeHMs iporpamMmbl FPGA BBeCTV KOMaH/Yy:
mx-util -d <umsa_mopyns> -f <nyTb_k_danny_mukpokosa_FPGA>

4. Tlepe3arpy3uTb MOLY/Ib:
mx-util -d <umsa_mopyna> -r

ITocste yCITeITHOTO BBITTOJTHEHMSI BCEX BhIIIIEIePeUMCIeHHbIX JeJCTBIIA IIPUOOD rOTOB
K pabore.

12.3.1. Npumep

Huske nipuBenéH npumep o6HoBaeHMs mporpammbl MCU u FPGA mopyist «D».

1. O6HoBeHMe mporpaMmmbl MCU:

root@mx@2:"# mx-util -d d -m MX_0.0.2-68.bin
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12. O6HoBNEeHWe NnporpaMMHoro obecneyeHus

BrIBOZ, KOTOPBIN O3HAYAET yCIEUIHOE BbITIOJTHEHME KOMAaH/IbI:

Reflashing MCU f/w in device ’d’...

Switching device ’d’ to dfu mode... done

Waiting while MCU appears as DFU... done

Please wait while searching for available DFU devices...
Found DFU: [0x0483:0xdf11] devnum=14, cfg=0, intf=0, alt=0,
name="@Internal Flash /0x08000000/128*%002Kg"

Found DFU: [0x0483:0xdf11] devnum=14, cfg=0, intf=0, alt=1,
name="@0Option Bytes /Ox1FFFF800/01%*016 g"

Opening USB Device 0x0000:0x0000. . .

Found Runtime: [0x0483:0xdf11] devnum=14, cfg=0, intf=0, alt=0,
name="@Internal Flash /0x0800@@@@/128*002kg”

Claiming USB DFU Runtime Interface..

Setting Alternate Setting .

Determining device status: state = dfuERROR, status = 10
dfuERROR, clearing status

Determining device status: state = dfuIDLE, status = 0
dfuIDLE, continuing

Transfer Size = 0x0800

Offset = 0x038000000

bytes_per_hash=3572

Starting download: [ ] finished!
Done!

O6HoBneHMe TporpaMmbl FPGA:
root@mx02: " # mx-util -d d -f tap2-fpga_0.0.5-4.rbf

BI:IBO,I[, KOTOprf;I O3HayadeT yCIIeTHOE BbIIIOJIHEHME KOMaH/bI:

Switching device ’d’ to dfu mode... done

Waiting while MCU appears as DFU... done

Uploading flash downloader. ..

Please wait while searching for available DFU devices...
Found DFU: [0x0483:0xdf11] devnum=16, cfg=0, intf=0, alt=0,
name="@Internal Flash /0x08000000/128%002Kg"

Found DFU: [0x0483:0xdf11] devnum=16, cfg=0, intf=0, alt=1,
name="@0Option Bytes /Ox1FFFF800/01%016 g"

Opening USB Device 0x0000:0x0000. ..

Found Runtime: [0x0483:0xdf11] devnum=16, cfg=0, intf=0, alt=0,
name="@Internal Flash /0x080@0@00/128*002Kg”

Claiming USB DFU Runtime Interface..

Setting Alternate Setting .

Determining device status: state = dfuERROR, status = 10
dfuERROR, clearing status

Determining device status: state = dfuIDLE, status = ©
dfuIDLE, continuing

Transfer Size = 0x0800

Offset = 0x20001000

bytes_per_hash=500

Starting download: [ ] finished!
Done!

Waiting while MCU appears as DFU... done

Uploading FPGA firmware...

Please wait while searching for available DFU devices...
Found DFU: [0x0483:0xdf11] devnum=21, cfg=0, intf=0, alt=0,
name="@SPI Flash : AT25DF641 /0x00000000/128%64Kg"

Opening USB Device 0x0000:0x0000. . .

Found Runtime: [0x0483:0xdf11] devnum=21, cfg=0, intf=0, alt=0,
name="@SPI Flash : AT25DF641 /@x00000000/128*64Kg”

Claiming USB DFU Runtime Interface..

Setting Alternate Setting ...

Determining device status: state = dfuDNBUSY, status = @
Determining device status: state = dfuDNLOAD-IDLE, status = @

59



BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

aborting previous incomplete transfer

Determining device status: state = dfuIDLE, status = 0

dfuIDLE, continuing

Transfer Size = 0x0800

Offset = 0x00000000

bytes_per_hash=47777

Starting download: [ 7] finished!
Done!

3. Ilepesarpy3ka MOZYJIs:

root@mx@2:"# mx-util -d d -r

Resetting device ’'d’... done

Mogynb «D» npubopa BepkyT-MX ycrenrHo 06HOBJIEH.
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13. CnpaBoYHble Tabnuubl

13.1. NMone DSCP

DSs5 DS4 DS3 DS2 DS1 DSO ECN | ECN

DSCP — 6 6ut (DSS5 - DS0)
ECN — 2 6uta

Puc. 13.1. ITone DSCP
[Tonme DSCP cocTouT 13 8 6GUT U MO3BOJISIET 3a,aBaTh OOJIbIlIee YMCIIO KIacCcoB 00CTy-
>kuBaHMs Tpaduka, uem mosst Precedence u ToS. OmnmcaHme cTapiinx 6 6UT MpeacTaB-

JieHo B Ta6s. 13.1. Miapiime 2 6MTa UCITOAb3YIOTCS TTpoToKkooM TCP 1jist mepemaun
uHGOpPMaIIUK O TIeperpysKax 1 omnyucaHsl B Tadm. 13.2.

Ta6nuya 13.1. Knacc o6cnymcusanus mpaguka u 3Hauerue nonss DSCP

Knacc tpadmuka 3nauenue nonst DSCP  Tecstuunas popma meCTHagg;;zp naHas

Default 000000 0 0
AF11 001010 10 A
AF12 001 100 12 C
AF13 001110 14 E
AF21 010010 18 12
AF22 010100 20 14
AF23 010110 22 16
AF31 011010 26 1A
AF32 011100 28 1C
AF33 011110 30 1E
AF41 100010 34 22
AF42 100100 36 24
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Tab6nuya 13.1. Knacc o6cnymcusanus mpaguxa u 3uaueHue noas DSCP (npodosixeHue)

AF43 100110 38 26

EF 101110 46 2E

Kaskmomy kimaccy obcmyskuBaHus TpaduKa CTaBUTCSI B COOTBETCTBME OTIpefesIEHHOe
3HaueHue oyt DSCP. B Tabnuiie mpuBeIeHbl PEKOMeHIyeMble 3HaUeHMSI B COOTBET-
crBuM ¢ Metoaukamu RFC 2597 [1] 1 RFC 2598 [2].

Default — «HerapanTupoBaHHas epegava». Tpaduky TaHHOTO KIacca 06CTYKMBa-
HMSI BBIIENSIOTCSI CeTeBble Pecypchl, OCTaBlINMecs CBOOOIHBIMM NIPU Tlepesaye Tpa-
(uka gpyrMx KIaccos.

AF (Assured Forwarding) — «rapaHTMpOBaHHasl repegauar. Mcronb3yercs AJis 10-
craBku Tpaduka 6onpumHCcTBa TCP-TIPWIIOSKEHUIT ¢ TPUMEHEHMEM YeThIPEX He3a-
BucuMbIX AF-KimaccoB. BHyTpu Kaxxporo kiacca IP-raketam MokeT GbITh Ha3Haye-
Ha OfHA M3 TPEX OUCHUIUIMH OTOpachiBaHMS IaKkeTa HaHHBIX (cM. MeTomuky RFC
2597 [1]).

EF (Expedited Forwarding) — «HeMez jieHHas mepenavar. [IpumeHsieTcs st 06Cy-
SKUBaHMS TpadyKa, IyBCTBUTEIBHOTO K 3a/IepsKKaM ¥ TPe6yoInero MMHIMAIbHOTO
IKUTTepa, Takoro, Kak Buaeo win peus (Voice over IP — VoIP).

Ta6nuya 13.2. 3nauenue nons ECN

IecsaTuyHas/1ecTHaIaTepUIHasT

3HaueHue OmnucaHue
dbopma
Not-ECT (Not-ECN-Capable Transport) — MoTOK,
00 0/0 "
He noagepxusaoommii ECN.
ECT (1) (ECN-Capable Transport) — MoToK,
01 1/1 .
nopaepxxuarommii ECN.
ECT (0) (ECN-Capable Transport) — MoToK,
10 2/2 nopaepxxuBaromyii ECN. TpakryeTtcst
Mapiupyrmsatopamu Tak ke, kak 1 ECT (1).
1 33 CE (Congestion Experienced) — noaTBepskaéHHAasT

neperpyska.

ECN (Explicit Congestion Notification) — «sIBHOe yBemoMIeHMe O MePerpysKeHHO-
CTU». YCTAHOBKA OGUT JAHHOTO MO/ JaeT BO3MOXHOCTb MapIIpyTU3aTOpaM y3HATh
0 BO3HMKHOBEHIY IIeperpy>KeHHOCTH Ha ITyTH C1eJ0BaHMs aHHbIX K 33JJaHHOMY Y3~
a1y cetv 6e3 or6paceiBaHust nakera. [Tone ECN ommcano B metoauke RFC 3168 [3].
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14. Cneumdpukauuu

14.1. UHTepdencobl

EX Ontuueckue 10G nHTEpPEIICH.
TopgnepskuBaembie cranmapTbl SFP+ momyneit: 10GBASE-SR, 10GBASE-LR,
10GBASE-ER, 10GBASE-SW, 10GBASE-LW, 10GBASE-EW
EG Mennbrit 1G unTepdeiic: 10/100/1000 M6mT/C, MOMHBINA AyTIIEKC.
CONSOLE USB-unHTepdeiic ojiss HACTPOVIKYM U YIIpaBIeHUS.

14.2. TectTupoBaHue

O6paboTtka
Tpaduxa

IMapametpbl  unbrpanuu: MPLS, VLAN, IP-agpec MCTOYHMU-
Ka/monyvatens + wmacka, Homep UDP/TCP-mopra oTmopaBuTe-
ns/nonyyarensi, DSCP.

KonnuectBo ¢uibTpoB (rpasuii): o 10 Ha Kaskabiit nHTepdeiic EX.
IepeHanpaseHye OTOKa JaHHbIX Ha uHTepdeiickl EG, yoaneHue noro-
Ka.

IMopnepxuBaemMble pa3Mepbl KagpoB: 64 — 1518 6aiir.

C60p CTaTUCTUKYI

TMomcuéT KoMMyecTBa MakeToB M GAiT JaHHBIX, MOCTYIMBIIMX HA UHTEP-
deiicer EX, EG.

TMopcyéT KOMMUYecTBa MakeToB M GaiiT JaHHBIX, COBIIABUIMX IO MPaBUITY
dbunpTpanum (OTHENbHO 1Mo Kaskgomy u3 10 mpasmi).

IMoncuéT KoMMUecTBa MakeTOB M GaiiT JaHHBIX, KOTOpbIE B pe3y/abTaTe
¢dbunbTpauMM NOMKHLL GBITH IepeHanpasaeHbl Ha nopT EG, HO He moMe-
ctunuck B 1G nonocy.
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14.3. O6wme xapakTtepucTuku bepkyt-MX

®dusmyeckue nmapaMeTpbl

106x33,6x 169 Mmm

TabapurHble pasmepsr! (IIxBxT) 19" % 1U x 348 Mm

MeTpO]IOI‘I/I‘{eCKI/Ie XapaKTePUCTUKN

KoHTposibHas 4acToTa, KpaTHas TaKTOBOW 4YacTOTe 62.5
dhopmupyemoro curaasa noToka JaHHbIX, MI' ’

Hpe,uenbl ,Z[OHyCKaeMOf/I OTHOCUTETbHO TIOrpeIrHOCTI

" 4100 x 106
KOHTPOJIbHON YaCTOTbI

10GBASE- SR/SW, 850 um: -7,3...-1,0
Mo1HOCTb Ha BbIXOZie onTUUecKux nutepdeiicos, 1bm | I0GBASE-LR/LW, 1310 um: -8,2...-0,5
10GBASE-ER/EW, 1550 uMm: +4,0...-4,7

Ycnosus SKCITyaTauumn

IInana3oH pabouux TemMIepaTyp 0-35°C

II1ana3oH TeMIepaTyp TPaHCIIOPTUPOBKY U xpaHeHus | -10...+45 °C

OTHOCKUTe/bHAS BIQKHOCTb BO3LyXa 80 % mpu Temmneparype 25 °C

3HeKTpOl’[I/ITaHI/Ie

2 90-264B, 50T,

BHelHMit 6JIOK MUTAHUS 19B, 2.1 A wn 15B, 2.67 A

BHyTpeHHM#1 610K MUTaHMs? 85-264B, 50Tt
15-30 Bt
3
ToTpe6rsiemast MOLIHOCTD 110 120 BT

T'aGapyTHbIe pa3Mephl yKa3aHb! 15 PA3/IMUHbIX aNMapaTHbIX MOAMMUKALIMIA yCTPOIACTBA.

“Hamruye BHeIIHEro ¥ BHYTPEHHEro 6I0KOB TUTAHUs 3aBUCUT OT aIlIapaTHOi MomMbUKALMM YCTPOJCTBA.

*TloTpe6nsiemMast MOIIHOCTb 3aBUCUT OT aTTAPaTHO MOAMGbUKALIMN YCTPOACTBA, TUTIA UCIIOMb3yeMbIX OTI-
TUYECKUX MOZYIIel U pexxuma paboThl.
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15. Moccapui

IMopT

®dusnyeckuit uHTEpGEIic C TECTUPYEMOIi Cpeoii.

10BASE-T

CraHzapT repenaun JaHHBIX CO CKOpocTbio 10 M6uT/C 1Mo ceTn
Ethernet ¢ ucrnonb3oBaHMeM Kabesist TUIIA «BUTAS ITapar.

100BASE-T (100BASE-TX)

CraHmapT mepegauy JaHHBIX CO CKOPOCcThio 100 M6uT/C Mo cetn
Ethernet c ucronb3oBaHueM Kabesst TUITA «BUTAST TIApa».

1000Base-T

CraHmapT IepemauM OaHHBIX CO CKopocThio 1000 Mowut/c
(1 Tout/c) nmo cetu Ethernet ¢ ucronb3oBaHMeM Kabesst TUIIA
«BUTas Mapar.

10GBASE-T

Craujapr mnepefauu JaHHBIX CO CKOpOcThio 10 Téut/c mo cetn
Gigabit Ethernet ¢ ucronb30BaHMeM KabeJs TUIIA <BUTASI ITapar.

AF

Assured Forwarding (rapaHTupoBaHHas nepeznava). Vcronb3sy-
eTcst jist JocTaBKu Tpaduka 6GosbinnHcTBa TCP-miputoskeHmit
C IpUMeHeHMeM YeThIPEX He3aBUCUMbIX AF-KiaaccoB. BHyTpu
Kaxkgoro kinacca IP-nmakeTy MoKeT ObITh Ha3HAU€H OJVMH U3 TPEX
IIPMOPUTETOB OTGPAChIBAHMS IIAKeTa JAHHBIX (CM. METOAMKY
RFC 2597 [1)).

DSCP

Differentiated Services Code Point. ITose B 3aroyoBke IP-makera,
cocrosiee u3 8 6uT. [To3BosseT KraccuduIMpoBaTh 60IbIIIE BA-
IoB Tpadmka, yem noss Precedence u ToS.

DUT

Device Under Test. TecTupyemMoe yCTpOICTBO.

ECN

Explicit Congestion Notification (sBHOe yBemoMieHMe O mepe-
IPY’KEHHOCTM). YCTAHOBKa OUT [JAaHHOTO MOJST JAaeT BO3MOX-
HOCTb MapUIPyTM3aTOPaM Yy3HATh O BO3HMKHOBEHUM II€perpy-
SKEHHOCTY Ha IyTH CJIeOBaHMsI JaHHBIX K 3aJaHHOMY Y3JIy ce-
T™n 6e3 oropacbiBanus nakera. [Tose ECN omicaHo B METOAMKE
RFC 3168 [3].

EF

Expedited Forwarding (HemenjieHHas nepenayva). [IpuMeHsieTcst
IU1s1 06CTyKMBaHys TpadyKa, YyBCTBUTENBHOIO K 33iepKKaM 1
TpeGyIoLIero MMHMMAIBHOTO [DKUTTEPA, TAKOTO, KaK BULEO WU
peusb (Voice over IP — VoIP).

Ethernet

TexHOMOrMS MOCTPOEHMS JIOKa/IbHBIX ceTeli. OnuchIBaeTCs CTaH-
napramu IEEE rpymnmnsr 802.3.

IEEE 802.1Q

CraHgapT, KOTOPbIi OTpeieNseT M3MEeHEHMS B CTPYKTYpe Kajpa
Ethernet, mosBosnsiorine nepenasath nHbopmaimio o VLAN mo
ceTu.
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MPLS

Multi-Protocol Label Switching (My1bTUIIPOTOKOIBHASI KOMMY-
Tauusl 1Mo Metkam). TexHormorust mepecbuiku IP-meitrarpamm,
KOTOPAst YICIIONb3YeTCsI B BBICOKOCKOPOCTHBIX KOMMYTMPYIOIIVX
YCTPOMCTBAxX.

NUT

Network Under Test. Tectupyemasi ceTb.

VLAN

Virtual Local Area Network (BupTyanbHas JIOKajabHasi CeTb).
IpencrapisieT €060 TPYIIY CETEBBIX YCTPOMCTB, KOTOpBIE
GYHKUMOHMPYIOT TaK, KaK GYLTO OHY MOAKIIOYEHBI K OZHOMY
CerMeHTY CeTH.

VLAN ID

VLAN Identifier (VID). 12-6utHblit ugentudmrarop VLAN, ko-
TOpbIit onpefenéH B crangapte 802.1Q [4]. OnHO3HAYHO OIpe-
nensietr VLAN, KOTOPOJ MPUHAAJIEKUAT Kaap.

VLAN Priority

Tpu 6uTa, KOTOpBIE comepKaT MHMOPMAIIUIO O TIPUOPUTETE Kaf-
pa. Bo3MOXHO BOCEMb 3HaU€HM TPUOPUTETA.
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