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1. O6wmne ceepeHund

Ipu6op BepkyT-MX mpemgHasHaveH [IJIsT ONepaTUBHOTO aHamM3a 1 Kiaccubuka-
uyu IP-Tpaduka B ceTsX, MOCTPOEHHBIX Ha ocHOBe TexHoymoruu 10G Ethernet.

BepkyT-MX M03BOJISIET BBIOMHSITH GUIbTPALIMIO TIOTOKOB JaHHBIX HA OCHOBE 3a-
JTAaHHBIX TI0Ib30BATEIEM ITPABWJI, TEPEHATIPABIISITh PUHSTHIN ¥ 06paboTaHHbIN Tpa-
uK, a TakKe COOMPATh CTATUCTUKY.

Puc. 1.1. BHewHuii 8ud npubopa bepxym-MX

Ipumeuanue. Tpu6GOp ¥MeeT HECKOIBKO amapaTHbIX MOAUGUKALIMIA, TOITOMY BHELIHMIA
BUJL MOKET OTIMYATHCS OT MpeCcTaBlIeHHOro Ha puc. 1.3.

1.1. OCHOBHbIe BO3MOXHOCTH

— Pexxum GuabTpaiuu ¢ TpaHoasiuyeit gaHHbiX B 1G mopt. Kputepunu Bbi6opa
OTIPEeEeIIOTCS TI0b30BATEIEM M MOTYT ObITh 3a/IaHbI [IJI5 TIOOBIX YPOBHEIT MO-
nenu OSI: MAC-anpeca, [IP-afipeca mofceTeit 1 XOCTOB, HOMepa IMOPTOB MPOTO-
KOJIOB, TPYIINMPOBKA MO JMara3oHaM U AOTOJHUTEIbHBIM IapaMeTpaM (Ha-
TpUMep, YETHbI/HEUETHBII HOMEp MOpTa WK Habop CUMBOJIOB B COIEPKU-
MOM IaKeTa).

— Pexxum VLAN-mapxkepa.
— Oyuakuus firewall mpy NOAKIIOYEHUN «B PA3PBIB».

— 10G uteiid ¢ OmHOBpeMeHHBIM C6OPOM CTATHCTUYECKMXK TAHHBIX .

! KpMTepMM c60pa CTAaTUCTUKKM ONpEenenAatTCa Nob30BaTeNIEM, A TAKXKE ONUUAMKU NOCTABKU.



1. Obwume cBeneHus

1.2. BapuaHTbl UCNONHEHUS

IIpubop MMeeT HECKOJIBKO anMapaTHbIX MOAVGUKAIUI, OTIMYAIOLINXCST KOMuye-
crBoM uHTEpdericoB 1G u 10G. IIpu 3TOM MapKUpOBKa ¥ Ha3HAUEHME Pa3bEMOB U
CBETOIMOIHBIX MHAMKATOPOB COBITAZAIOT C OIIMCAHNEM, ITPeLCTaBIeHHBIM B pa3jere 4.

Crnenmduranmu Kaskaoro BapMaHTa UCIIOTHEHMS IPUBEAEHBI B pasaese 16.

Puc. 1.2. AemoHomHblil sapuanm npubopa Bepkym-MX

Merporex
Bercut MX4

N
@

Puc. 1.3. Bapuanmo! ucnonHenus das yCmaxoeKku 8 cmotiky 19”



2. KoMnaeKkT noctaBku

KoMmrmuiekT noctaBku rpubopa bepkyr-MX 3aBUCUT OT 3aKa3a ¥ IIPUBEIEH B Mac-
rmopre.



3. Mepbl 6e30nacHOCTH

3.1. O6wMe yKkasaHuUs

— Jlo Hauasia paboTsI ¢ IpubopoM BepkyT-MX BHMMATEIbHO U3YUUTE HACTOSIIIEE
PYKOBOJICTBO 10 3KCILTyaTaIuN.

— Ecmu ipm60op TpaHCIIOPTUPOBAJICS WITM XPAHUIICS IIPU OTPUIIATETbHBIX TEMITe-
paTypax, To Iepe];, BKIIOYeHNEM CIeyeT BbIIepsKaTh ero B HOPMaTbHBIX KM -
MaTUYeCKMX YCTIOBUSIX HEM MeHee 2 YacoB.

— VCIoBUS 9KCILTyaTalUMyM OOJIKHBI COOTBETCTBOBATh YCAOBUSIM, IIpeACTaBIeH-
HbIM B pasgene 16.3.

— Tlpu arcruryaTanyy mpubopa AODKHBI BBITOTHSITHCS 00111e TpeGoBaHMS ITpa-
BMJI TIOKAPHOI 6e30MacHOCTH.

— TIuTaromias ceTb He JOKHA MMETh pe3KUX CKauKOB HaIlpspkeHMs. Paiom ¢ pa-
60YMM MECTOM HE IOKHO 6bITh MCTOUHMKOB CUIbHBIX MATHUTHBIX U 3JIEKTPU-
YyeCcKUX MOoJIei.

— Heob6xoayumo obeperathb pmu60p 1 670K IUTAHUS OT YAAPOB, TIOMafaHNs BIaru
M TIBUTU, TIPOJO/DKUTEIBHOTO BO3/IECTBUS IIPSIMBIX COTHEUHBIX JIyUeii.

— TIpu DIUTENbHBIX TIepepbIBaxX B paboTe PeKOMEHIYETCsI OTK/II0YATh GJIOK M-
TaHus Mpubopa oT CeTu.

3.2. dneKkTponuTtaHue

JneKkTponyuTaHue Mpubopa, B 3aBUCMMOCTH OT alnapaTHO MoaAUMUKALIUN, OCY-
HIECTBJISIETCS IMO0 OT BHEIIHETO MMITYJIbCHOTO 6JIOKa NMUTaHus (afarTepa) Harps-
skeHueM 15-19 B, 1160 OoT BHyTpeHHero 6j70Ka MUTaHUsI HamnpsokeHuem 85-264 B.
[MoTpebsiemMast MOIIHOCTD TaKKe 3aBUCUT OT aIllapaTHO MogudUKamum 1 COCTaB-
nsiet 15-30 BT wm mo 120 BT, B 3aBMCUMMOCTY OT TUIIA MCITOJIb3YEeMbIX ONTUYECKUX
MOZYJIei U peskuma paboThl.

ApanTep MoAKIOYaeTcsl K Mpubopy yepes creluasbHO MpeqHasHauYeHHbIA st
3TOrO pa3béM (CM. puc. 4.2).

Tpumeuanue. [Ij1s1 nuTanus mpubopa OT CETHU TepeMeHHOro TOKa MCII0Ib3YiiTe TOMBKO I10-
CTaBJIsSIeMbIi1 6JI0K ITATaHMS.

Ipumeuanue. Bo BHenrHeM 610Ke MUTaHMS IPUGOPA MMeeTCs ONACHOe IS KM3HY HaIpsi-
KeHye. 3alpeliaeTcs: SKCIUTyaTaums 6;10Ka MUTaHUS C TIOBPEKIEHHBIM KOPITYCOM.



4. BHewHU BUA,
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Puc. 4.1. ITepednas naxens npubopa Bepkym-MX

TS

\\ \‘/

Puc. 4.2. 3a0nsas nanens npubopa bepkym-MX

Ipumeuanue. BHenHuit BUA TIepeHeit 1 3aHel TTaHelIel U3MEPUTEIbHOTO 6/10Ka 3aBU-
CUT OT anmnapaTHO MOAU(UKALMK YCTPOICTBA U MOXKET OT/IMYATHCS OT MPEICTABIEHHOTO Ha

puc. 4.1u 4.2. IIpu sTOM MapKMpoBKa ¥ Ha3HauUeHMe pa3bEeMOB ¥ CBETOAVOIHBIX MHAMKATOPOB
COBMAJAIOT C OIMCAHMEM, IIPEICTaBI€HHbIM B Ta01. 4.1 1 4.2.

Ta6nuya 4.1. Onucarue HeWHUX PA3EEMO8

MapxkupoBka |OmnucaHue Hasnauenue

[MopkmroueHue K ONTUYECKO
EX1, EX2 TTopter LAN/WAN 10G, crangapt 10GBASE-R, JMHIA € JCTIONb30BAHMEM
10GBASE-W
SFP+ mopnyns

EG1. EG2 Toptst LAN 1G, cranzapt 10/100/1000BASE-T, | TTogkitoueHue K 060pymoBa-
’ 10/100/1000BASE-TX HMIO aHaM3a Tpaduka

10



4. BHewHn BMA,

Ta6nuya 4.1. Onucarue 8HeUIHUX PA35EM08: NPOJOIHCEHUE

CONSOLE Cucremubrit USB-1iopr, v B VAanéuHoe - yrpasneHue
YCTPOIiCTBOM

MANAGE CucremHbli opTt, crangapt 10/100BASE-T V,uanei-l Hoe YHpaBeHie
YCTPOIiCTBOM

== Pa3béM 151 MTOOK/IIOUEHMST BHEIIHero uctou- | [logkioueHne BHEITHETO C-
[SECat] HMKA MUTaHUS TOYHMKA UTAHUS

Ta6nuya 4.2. OnucaHue c6emoouooHsIX UHOUKAMOPO8

MapkupoBka Ommncanue
EX1, EX2 VIHAMKATOPBI, OTOGPasKaioIe COCTOSTHIME COeIVHEeHMS IJIsT TIOPTOB
EX1 u EX2:

— TOPWUT KPacHbIM — COeJIViHeHJe YCTaHOBJIEHO;
— MuraeT KpacHbIM — UET IpuéM/Ilepefaya JaHHBIX;
— He TOpUT — COefVHeHMe OTCYTCTBYeT.

PWR VHauKkaTop, OTOGpaskaloIiMii COCTOSIHME TMOAK/IIOUEHNS] BHEIIHEero
MCTOYHMKA IINTAHUA:

— TOPUT 3eJIEHBIM — MOJK/II0YEH BHEITHMIT MCTOUHUK TTUTAHUS ;
— He TOPUT — BHEIIHMI UCTOYHUK MUTAHUS OTKITIOYEH.

Lndpoii 1 Ha puc. 4.1 0603HaUeHa KHOIIKA arapaTHOTo copoca.

11



5. MoaroroBka K paboTte

Il Hauaja paboThl ¢ mpubopom bepkyT-MX HeOOGXOAMMO BBIIIOJHUTh CJIEOYIO-
1ye IeicTBUs:

1. Tlocme u3BneueHNs Mpub0Opa 13 YIaKOBKY MPOU3BECTM BHENTHWT OCMOTP U ITPO-
BepPUTb KOMIJIEKTHOCTb B COOTBETCTBUU C MACIIOPTOM.

2. Ecnu mpu60p TpaHCIOPTUPOBAJICS MUY XPAHWIICS ITPU OTPULIATETbHbIX TEMIIE-
paTypax, To Iepe[] BKIIOYeHMEM CIeyeT BbIAEPKATh €r0 B HOPMaIbHBIX K-
MaTUYECKUX YCIOBUSIX HE MEHee 2 YacoB.

3. IonKmOUMUTD OI0K MUTAHMS K pa3beMy, PAcIIONoKeHHOMY Ha 3a/iHeli maHeau
Koprtyca npu6opa (cMm. puc. 4.2). TTocie MOAK/IIOUEHNUS BHEIITHETO MCTOYHMUKA
nuTaHud 3aropaetcs uHaukatop «PWR» (cm. puc. 4.1).

4. BBINIOJHUTD HAUAIbHYI0 KOH(PUTYpaLMIO YCTPOIICTBA B COOTBETCTBUM C yKa3a-
HUSIMM pasgeina 8.

5. TMogxaounTs IpuGOP K TeCTUPyeMOii ceTu (CM. paszen 7).

12



6. Pexxumbl paboTbl

ITpornecc o6paborku Tpadmka B mpmbope BepkyT-MX cocTOUT U3 TPEX OCHOBHBIX
9TaroB:

1. Knaccudmkaumus.

2. @unbTpanys.

3. IlepeHampaBiieHue 1/UaM MapKUPOBKa.

MaructpanpHblii 10G TpaduK He SIBISIETCSI OGHOPOIHBIM U COIEPKUT B cebe 607Tb-
IIoe KOJMIMYeCTBO He3aBMCUMBIX MOTOKOB. IIpouenypa kraccuduranym mosBossieT
paslennTb UCXOLHBIN BbICOKOCKOPOCTHON TpadmK Ha OTHeabHble IOTOKM C MeHb-

11ei CKOpOCThIO, UTO JAET BO3MOKHOCTD B Jla/ibHelieM 00pabaThiBaTh TpaduK 13-
6upaTtenbHO.

HTTP @ HTTP @@@

Knaccudomkarop
HTTP

HTTP

Puc. 6.1. I[Ipunyun pabome! Knaccuguxkamopa

B ciyuae, Korga HeOOGXOAMMO BbIIEIUTh TOTBKO YaCTh MarMCTpaabHOro Tpaduka,
MIPUMEHSIETCST Tpotieaypa GuabTpammm, KOTopast yaaiseT HeHyKHbIe /IS aHamiM3a
MTOTOKM. JIeiCTBUS, BBITIOJHSIEMbIE C TTOTOKAMM JAHHBIX MOCIe KaacCubuRamum u
unbTpanyy, 3aBUCIT OT peskuMa paboTsl. BepkyT-MX MoskeT paboTaTh B OHOM U3
TPEX PEKMMOB: OllepaTMBHOrO c6opa Tpaduka, MapKkepa WIu CeTeBOT0 9KpaHa.

6.1. Pexxum onepaTtuBHOro céopa Tpadpuka

ImaBHast 0COGEHHOCTDb ITOTO PEKMMA — BO3MOKHOCTb MOTYUYEHMS TAKETOB Maru-
cTpanbHOro KaHasna (MHTepdeiicsl EX) uepes 1G noptsl (MHTepdeticsl EG). IToTo-
K1, KOTOPbIE CIeqyeT BhIAEINUTD M3 MarucTpasbHOTO Tpaduka 1 rmepeHanpaBuTh Ha
mHTepodeiicel EG, onpenensiioTcs oab30BaTeNbCKUMI HaCTpoKamu. [Ijist paboThl B
JaHHOM pexkuMe puo6op bepkyT-MX MOAKIIOUAETCS K CETU B COOTBETCTBUM CO CXe-
MaMU, IpefCcTaBJeHHbIMY Ha puc. 7.1, 7.2, 7.3.

13
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Puc. 6.2. Pexcum onepamugHozo cbopa mpaguxa

Ipumeuanue. Bo Bcex pexxnmax paboTsl pubopa BepkyT-MX Ha OOMH U TOT 5kKe TOPT MOTYT
MPUXOAMUTH TAHHBIE OT HECKOIbKMX (DUIBTPOB.

6.2. Pexxum mapkepa

B Tex ciyuasx, KOra BCTPOEHHBIX MHTepdeiicoB i moctyna K Tpaduky Hemo-
CTaTOYHO, UX KOTMYECTBO MOKHO YBeIMUYUTH C TIOMOILI[bI0 BHEIIHETO0 KOMMYTaTopa
BTOPOTO YPOBHS. B pexxume Mapkepa, TOMUMO GUIbTPALMM U Pa3[eieHNs Ha OT-
nefbHbIE TTIOTOKM, aKkeTbl MapkupytoTcst VLAN-MeTkamu, ipu 3ToM VLAN ID yHu-
KaJIeH JJIs KakA0ro I0TOoKa.

Ilnst paboThI B JAaHHOM peXXumMe npubop BepkyT-MX He06X0aMMO TOAKIIOUNTD K
kommyTaTopy Ethernet ¢ mognepskkoit VLAN B COOTBETCTBUM CO CXeMOIA, IPeLCcTaB-
JIeHHOVi Ha puc. 7.4 wimn 7.5. Tloce HACTPOIIKM KOMMYTATOPA MOCTYIIANMI HA HEro
TpaduK Ha ocHOBe 3HaueHust rosnst VLAN ID pacrnpenensieTcss MeXAY OTAeIbHbIMU
rnopramu. TakuM 06pa3oM, MOTb30BATENb TIOMTYYAET JOCTYI K BbII€IE€HHBIM TIOTO-
Kam Tpacdmka yepes OpThl KOMMYyTaTOpA.

10G
BepkyT-MX
gloo. o [ewee] [d]
e :
DOO A EX -S— [©]®)] O >< § cerenoi @
3100..O = KommyTatop [ >
8 2
glan..a 3 o

Puc. 6.3. Pexcum mapkepa

14



6. Pexxmmbl paboTbl

6.3. PeXxuMm ceTeBOro 3KpaHa

B pexkume ceTeBoro skpaHa mpu6op paboTaeT Kak GuIbTp: MOCTYMAIOINIT Ha UH-
tepdeiic EX Tpaduk GpUabTPyeTCsS B COOTBETCTBUM C ITOTb30BATEbCKUMM HACTPOIA-
KaMu, TI0CJIe Yero repeHarnpasiseTcss oopaTtHo Ha uHTepdeiic EX. I paboTsl B
JIIaHHOM pexxumMe Tpuoop bepryT-MX c/ieffyeT MOAKIIOUNTH K CETU B COOTBETCTBUU
CO CXeMOJi, TIpeICTaBJIeHHOl Ha puC. 7.6.

10G
BepkyT-MX
- N\
glog.O [ewnerp)
2 ]
00O A [ 51ee-C e 2OA.O0 |
=
Rx g 0.0 > Tx
ol |
L J

Puc. 6.4. Pexcum cemegozo 3KpaHa
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7. CxeMbl NoaKAOYEeHUN

CxeMbl TTOAKIIOUeHMS TTprbopa BepkyT-MX K ceTu onpenensioTcs peskuMoM pa-
60TbI (CM. pa3gen 6), a Takke Ha3HaUeHMeM MHTePGeicoB yCTPOICTBa.

WHrepdeiic HasnaueHue
EX ITpuém maructpaabHoro Tpaduka ijs fanbHeriieit 06paboTku (BO BCex pe-
KUMax).

CKBO3HAas Mepenaya MarucTpaabHOro Tpaduka uepes uaTepdeiic B pexxume
omepaTuBHOro c6opa Tpadmka.

Iepemavya MarucTpaabHOro Tpaduka nocie GUIbTPaLUU B PEKUME CETEBO-
ro 9KpaHa.

Tepemaya MapKMPOBaHHOTO TpaduKa B peskumMe MapKepa.

EG TMepenava BbIOENEHHBIX U3 MAruCTPaJbHOro Tpaduka MOTOKOB B PEXUME
orepaTuBHOro c6opa Tpadmka.

10G BepkyT-MX
e N
EG1
TAP FT?X]' obpaboTka TX
X
EX1 Tpaduka —
T
u ™[
_ Wy,
Puc. 7.1. Tunosas cxema nooknioueHus 1
10G
BepkyT-MX
( )
KOMMyTaTop EG1
EX1 >
N 6pab TX
SPAN-niopT Rx OT p:q;:;a
EX1 P
Tx EG2
Tx
. J

Puc. 7.2. Tunosas cxema nookaioueHus 2
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7. CxeMbl NoOKOYEHNA

10G BepkyT-MX
( N\
EG1
EX1 obpaboTka TX
Rx Tpaduka
EXT ::) P —
TX L
TX
. J
Puc. 7.3. Tunosas cxema nooxknwoueHus 3
10G BepkyT-MX
( A
EG1
TAP ERX1 obpaboTka X
X
EX1 \L Tpaduka
TX | MapKMpoBaHHbI EG2
TX
Tpaduk
\§ J
ceTeBoi
KOMMyTarop
Puc. 7.4. Tunosas cxema nooxkaioueHus 4
10G
BepkyT-MX
( )
KOMMyTaTop EG1
SPAN-ropT ERX1 obpaboTka TX
E)z(l \\ Tpaduka
- EG2
TX
MapKUpOBaHHbIN Tx
Tpahuk
- J
ceTeBoi
KOMMyTaTop

Puc. 7.5. Tunosas cxema nookoueHust 5
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10G

BepkyT-MX
( N
EG1
EX1 obpaboTka TX
Rx Tpaduka
EX1 P
Tx EG2
TX
. _J

Puc. 7.6. Tunosas cxema nookaioueHus 6




8. KoHpurypauusa ycrpomncrea

[T HACTPOVKY M yIipaBieHus GyHKIMAMU Mproopa bepkyT-MX ucronb3yeTtcs
uHTepdeiic USB 1.1/2.0 (CONSOLE, cm. puc. 4.1) win cuctemusiit mopt 10/100BASE-T
(MANAGE, cm. puc. 4.2).

8.1. O6wune ceepeHus

ITpn60p BepkyT-MX COCTOUT 13 OCHOBHOI IIATGOPMBI, K KOTOPOIi MOACOeOMHEHO
oT 1 1o 4 mopmyneit (B 3aBMCUMMOCTH OT ammapaTtHoii mogudukanyn). [logkmoueHne
K MOAYJISIM OCYILIECTBJISIETCS TTOC/Ie MOAK/IIOUEeHMsT K mpubopy mo uHrepdeiicy USB
(cm. pasgen 8.2) minm Ethernet (cm. pasmen 8.3). Ethernet-coemuHeHue 1mo3BosieT
rapasuiesbHO YIPaB/ISTh HeCKOIbKMMY MOLYISIMMU.

8.2. NoaknwueHue no uHTepdeicy USB

8.2.1. OC Linux

BsaumopeiictBue ¢ mpu6opom B OC Linux ocyiiecTBisieTcsl IOCPECTBOM CTaH-
nmapTHoro npaiiBepa USB serial 1106071 JOCTYITHO TepMUHATBHOM TPOrpaMMBbl (Ha-
npumep, minicom).

Iyt yctaHOBKY coenyHeHmst Mexkay ITK v mpu6opom ¢ 1CIToIb30BaHMEM MPOrpam-
MbI Minicom HeoO6XOAMMO BBITIOTHUTD CJIEAYIOIVE TeCTBYS :

1. TMoaxmounTh MOPT CONSOLE mpubopa bepkyT-MX k USB-1m1opTy KOMITbIOTEpA.
2. 3amycTuUTh MporpaMmy minicom:

minicom -D /dev/ttyUSB@ -b 115200

3. B wryuae yClelHoro COeIMHEHMS] B OKHO TepMMUHAIbHOM MMpOrpaMMbl OyaeT
BbIBeZl€HO MpUIJIallieHe JJ151 BBOJIa MMEeHU M0/Ib30BaTes U Mapossl.

Vims mosb30BaTesst — admin Miu root (CM. paszern 8.5). IIpu rmepBoM MOAKITIO-
yeHuu npubopa K I1K mosne password OCTaBUTb IMyCThIM U HaxkaTh Enter. ITo-
CJ1e TTOKITIOUEHMS K MPUOOPY Maposib MOKHO M3MEHUTH C TOMOIIHI0 KOMaH/Ibl
passwd (cM. pasgen 8.7).

ITocre 5TOro MOYKHO YCTaHOBUTD COeIYHEHVEe C KOHKPETHBIM MOJLy/IeM, ClIenyst
yKa3aHusIM paszfena 8.4.
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BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

8.2.2. OC Windows

BsanmopeiictBue ¢ mpr6opom B OC Windows ocyiiecTBiisieTcst ToCpeicTBOM Jipaii-
Bepa Virtual COM Port. [TaHHbIi1 fpaiiBep cieqyeT IpeaBapuTeIbHO YCTAHOBUTh Ha
K 17151 KOpPEeKTHOM MHULMaNu3auuu npubopa B cucreme. Oaiiibl gpaiBepoB st
Pa3IMUHBIX OTepalMOHHBIX CUCTEM U YKa3aHUs 110 UX YCTaHOBKe TpeiCTaB/lIeHbl Ha
caitte kommnaauy FTDI Chip: http://www.ftdichip.com/Drivers/VCP.htm.

IIpumeuanue. B3avmozeiicTBue ¢ MPUOGOPOM MOKET 06eCreunBaThCsl Kak CTaHAapPTHBIMU
cpencrBamyu OC Windows — nporpammoit HyperTerminal, Tak u TepMUHaIbHBIMU MTPOTPaM-
MaMy CTOPOHHMX ITPOM3BOIVTENE.

Ilnst yectaHOBKM coenyHeHust Mexxay K u mpu6opom Heo6X0aAMMO MOIKIIOUNUTD
bepkyT-MX Kk USB-11opTy KOMIIBIOTEPA, I10C/IE Yero, B C/Iyyae MCI0Ib30BaHus IIPO-
rpamMmbl HyperTerminal, BBIMOMHUTD CIeQYIOIINE AECTBUS:

1. 3anyctuts nporpammy HyperTerminal.

2. Cospatb HOBOe IoaK/IouYeHne: «daiin» =«HoBoe MogKIIoUeHe».
3. 3agaTh MM IIOAK/ITIOUEHUS.
4

. Onpenenutp, kakum COM-IIOPTOM B CHCTEME SIBJISIeTCS MOAKII0UeHHbIN BepkyT-MX,
06paTMBIINCH K CTAHAAPTHOMY IIPMIOKEHMIO «/lyIcIIeTyep yCTPOMCTB»:

«Moii kKomMmbIoTep»=- «CBOMCTBa»=>«O60pyIOBaHNe»=> «[yCIIeTUep yCTPONACTB».
5. BbpIGpaTh MOCIef0BaTENbHBIN ITOPT, K KOTOPOMY TOAK/ITIOUEH MTPUOODP.

6. YCTaHOBUTD ImapaMeTpsbI IT0C/IeJOBATE/JIbHOI'O IIOpTa:

— cKopocTh (6uTt/c): 115200;

OMTHI JAHHBIX: 8;

YETHOCTD: HET;

— CTOTOBbIE GUTHI: 1;

yIIpaBJIeHMeEe ITOTOKOM: HET.

7. Tlocte HaxkaTHUs HA KHOMIKY Enter HyperTerminal momnbiTaeTcst ycTaHOBUTD CO-
enyHeHue ¢ bepkyT-MX.
B ciyyae ycmemHoro coeiMHeHMsI B OKHO TepMMHAIbHOI ITporpaMmbl OyzeT
BBIBeZIEHO IIpUIVIAIlIeH})e AJIs1 BBOJA MIMEeHM II0/1b30BaTess U apoisl.

VimMs mmonib3oBaTesst — admin Mian root (cM. pasgen 8.5). IIpu mepBoMm MOAKITIO-
yeHuu mpubopa K IMK mone password OCTaBUTh MYCTHIM U HaXKaTb Enter. [To-
CJ1e TOOKITIOUYEHMS K MPpU6BOPY MaposIb MOXKHO M3MEHUTH C TTIOMOIIbI0 KOMaH/Ibl
passwd (cM. pasgen 8.7).

ITocse 3TOro MOXKHO YCTAaHOBUTD COeAMHEHM e C KOHKPETHBIM MOJy/IeM, CIenyst
yKa3aHMsIM paspena 8.4.
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8. KoHdurypaums yctpoiictea

8.3. MoakntoueHue no uHtepdency Ethernet

8.3.1. OC Linux

Ilnst yctaHOBKM coenvHeHmst Mmexxay I[TK v mpu6opom o nutepdeiicy Ethernet Heo6-
XOIMMO BBIIIOJIHUTD CJIeIyIolIye NeiCTBUS:
1. TlogxmrounTh MOPT MANAGE mipubopa BepkyT-MX k ITK uau ceTu.
2. BBecTu KOMaHy:
ssh admin@IP-aapec_npubopa
U ssh root@IP-aapec_npubopa (CM. paszen 8.5).
Ipumeuanue. IP-anpec npmbopa o ymonyaumio — 192.168.1.1.

3. IIpu nepBoM moakIoueHny mpubopa K I1K mose password OCTaBUTh MYCThIM
¥ HaxkaThb Enter. [Tocle MOAK/IIOUEHNS K TIPMOOPY MapOIb MOKHO U3MEHUTD C
MMOMOIIIbI0 KOMaH bl passwd (CM. pa3zen 8.7).

IMpumeuanue. Ecnv TpeGyeTcs MapasuiesibHO YIPAB/ISITh HECKOIbKUMM MOIY/ISIMU, Clle-
IyeT YCTaHOBUTb HEOOXOAMMOE KOIMYECTBO CeaHCOB MOIK/ITIOUEH NS, II0C/Ie Yero B Kax-
JIOM CeaHCe BBIITOTHUTb KOMaH/Ibl, YKa3aHHbIE B pasfese 8.4.

[Tocsie BbIMOTHEHMS BbIllIeNIepeYMCAeHHbIX AECTBUII MOKHO YCTAHOBUTD COENIM-
HeHMe C KOHKPeTHBIM MOJYJ/IeM, CIelysl yKazaHusIM pasjena 8.4.

8.3.2. OC Windows

st ycraHOBKM coenyHeHMst MexXay I[TK v mpu6opom 1o untepdeiicy Ethernet Heo6-
XOAYIMO BBIIIOJIHUTD CJIeAYIoIIye TeiiCTBUS:
1. TMopxmounTh MOPT MANAGE mipu6opa BepryT-MX K ITK mu ceTn.
2. OTKpBITh IPOrpaMMy putty.exe.

3. Brione Host Name (or IP address) BBecTu IP-ampec npmubopa 11 BOITY B CU-
CTeMy.

IIpumeuanue. IP-anpec npu6opa 1o ymonuanmio — 192.168.1.1.

4. TIpu mepBoM MoAKIOUeHUN Tpu6opa K I1K mose password OCTaBUTh MyCThIM
¥ HaxkaThb Enter. [Towle MOAK/IIOUEHNS K TIPMOOPY MapOib MOKHO U3MEHUTD C
TOMOIIIbI0 KOMaHbI passwd (CM. pasgen 8.7).

Ipumeuanue. Ecniv TpeGyeTcs MapasuiesibHO YIPAB/ISTh HECKOIbKMMM MOLY/ISIMHA, ClIe-
IyeT YCTaHOBUTb HEOOXOAMMOE KOIMUECTBO CeaHCOB MOAK/ITIOUEH NS, II0C/Ie Yero B Kax-
IIOM CeaHCe BbITIOJTHUTh KOMaH/Ibl, yKa3aHHbIe B paszese 8.4.

[Tocsie BhIMOTHEHUS BbIIIEIIepeUuMCI€HHbIX OEeVCTBUI MOXKHO YCTAaHOBUTDH coeaun-
HeHJe C KOHKPETHBIM MoAayJ/ieM, Cjieayda YyKasaHMAaM pa3aesia 8.4.
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BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

8.4. YnpaBneHue MoaynsimMm

Kaskmomy MOy, TIOAK/IIOYEHHOMY K OCHOBHOJ IiaTGopme, MPUCBOEHO GYK-
BeHHOe U MG poBoe o603HaveHme (cM. puc 8.1).

& ; ; ;

Puc. 8.1. O6o3HaueHue modyneii npubopa bepkym-MX

[Ipu obpamieHn K KOHKPETHOMY MOIY/TI0 MOKHO MCITOb30BaTh 160 GYKBEH-
HbIA, 1160 UudpPOoBOIt UAeHTUDUKATOP.

TMocte coequuenus ¢ mpubopom BepkyT-MX (cMm. pasnen 8.2 u 8.3), IJis TOAKITIO-
YeHUST K MOAY/ISIM HeO6X0MMO BBITIOTHUTD CJIeAYIOIIME TeiiCTBHUS

1. 3amycTuTh mporpaMmmy minicom: minicom -D /dev/ttyMXA...D -b 115200
WiIn minicom -D /dev/ttyMX@...3 -b 115200

Ipumeuanue. B cinydae, korma npubop bepkyT-MX comepXUT TOTbKO OAVH MOIY/Ib, YKa-
3bIBaTh UAeHTUGMKATOP He Tpebyercsi: minicom -D /dev/ttyMX -b 115200

2. HaxkaTb Ha KHOMKY «Enter»: minicom mormbITaeTcsl yCTAaHOBUTD COeOMHEHME C
BBIOpAHHBIM MOZY/IEM.

B cryuae ycrnemHoro ycTaHOB/IEHMSI COeMHEHVMS MOLY/IEeM MOXKHO YIIPaBJISATDb C
TIOMOILbI0 KOMaH/I, IIPeZ,CTaB/IeHHBIX B pasgeine 13.
8.5. MNpaBa nonb3oBaTenem

Ha nmpu6ope BepkyT-MX co3maHbl iBe yUETHBIE 3aITMCH: TOOt (CYTIePIIOTIb30BATENb)

u admin (agmuHucTparop). Ilox yIETHOI 3amMChi0 root paboTaTs ¢ mpubopom ciie-
[yeT mpeeibHO BHUMATENbHO.
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8. KoHdurypaums yctpoiictea

8.6. Hactpolika ceteBoro agpeca nopra MANAGE

[y M3MeHeHMsl ceTeBoro ajgpeca rmopra MANAGE (cM. puc. 4.2) He06X0IUMO BbI-
MOJIHUTD CIeLyIoL/e NeiCTBUS:

1.

8.7.

IMopxmounThes K Ipubopy bepkyT-MX mo untepdeiicy USB (cMm. pasgen 8.2)
unu Ethernet (cM. paspen 8.3), MCIIONb3ys YYETHYIO 3aIUCh TOOt.

. OTKpBITD (haiii ceTeBbIX HACTPOEK B PeJAKTOPE vim:

vim /etc/network/interfaces

CTBOBATb CTPOKaA:

iface eth@ inet dhcp

iface eth@ inet static
address IP-aapec

netmask macka noacetu
[Tpu HeOOXOAMMOCTH 3a1aTh:
gateway IP-agpec wnwsa

dns-nameservers IP-agpec 6a3bl DNS

. IJist MOATBEPXKOEHNST HACTPOEK BBECTY KOMaH bl

ifdown eth@
ifup etho

WJIN BBIKJTIOUUTD, a 3aTe€éM BKIIOUUTb Hp]/[60p.

. Beectu KOMaHAy:

ifconfig eth@

. B ciyuae momyueHust ceTeBbIX HacTpoek 1o DHCP B (daiine mo/mkHa MPUCYT-

. TIpu 3aaHuy HaCTPOEK BPYUHYIO B (haiiie JOKHbI TPUCYTCTBOBATh CTPOKM:

B crydae ycIenHoi ycTaHOBKY HACTPOEK B Pe3Y/IbTATE BHIMOJHEHMSI KOMaH/IbI
B TEpMMHATBHOM MpOrpaMMe 0TOOPassITCS mapaMeTphl CETU, 3HAaUeHUS KOTO-
DBIX GYAYT COOTBETCTBOBATH BBHIITOJHEHHBIM paHee HACTPOKaM.

M3MeHeHMne napons no yMoa4aHUIo

s usMmeHeHUsT I1apoJis, UCII0JIb3yeMOTI'O IIPU IMOAKIIUYEHNUN K OCHOBHO1 II/IaT-

dbopme, HeO6XOOMMO BBITIOTHUTH CIEAYIONINE NEVICTBUS:

1. MopxmounThbes K Mpubopy bepkyT-MX o uHTepdeiicy USB (cm. pasgen 8.2)
uu Ethernet (cM. paspen 8.3), MCITONb3ys YYETHYIO 3aIMCh TOOt.

2. Beectun KOMaHy passwd U ¢JIeOBaTh YKa3aHMSIM Ha 9KpaHe.
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BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

8.8. lo6aBseHue nosb3oBaTenen

Ilnst mo6aBIieHNs HOBBIX ITOJIb30BaTe el He0OXOAMMO BbITIOTHUTD CJIEAYIOLIE Teii-
CTBUS:

1. ToaxmounTbes K pubopy BepkyT-MX mo unTtepdeiicy USB (cm. pasmen 8.2)
wnu Ethernet (cM. paszen 8.3), MCITONIb3ys YUETHYIO 3aITACh TOOt.

2. BBecTu koMaHAy adduser U (Jief0BaTh YKa3aHUSIM Ha 3KpaHe.
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9. YnaneHue VLAN-Teros u MPLS-MeTOK

B pexume omepaTtuBHOro c6opa Tpaduka (cM. pasmgen 6.1) npubop Bepkyr-MX
MO3BOJISIET YOAIITh 10 3-X VLAN-TeroB u MPLS-MeTOK 13 makeToB, IPUHUMAaEMBbIX
Ha noprax EX, uTo cyiecTBeHHO yIIpoLiaeT JaabHelInii aHaIu3 IOTOKOB JaHHBIX.
Kaxk mpaBwiio, B 3ToMm peskume K EG mopram npmbopa moakiodaeTcs 060pynoBa-
HMe JJ1s1 OLleHKM/MOHUTOPYHTA/3allCH CeTeBOi aKTUBHOCTH (ajee — 060pynoBa-
HMe aHa/In3a JaHHbIX).

Bepkyt-MX
j»l EG1 Tx
EX1/2 Yaanerve O60opynoeaHve
R [ ®wnsTpauns [~ VLAN-Teros u aHanMaa faHHbIX
MPLS-meTok —|_>
|EG2 Tx

9.1. KomMmaHAabl U UHCTPYMEHTbI

Hacrpoiika yoanenns VLAN-TeroB u MPLS-MeTOK BBIIOMHSETCS C TIOMOIIbIO KO-
MaH[bl tag rm, OMMCAHHOI B pasnen 13.4.

9.2. NpuMeHeHUe
VnaneHnne VLAN-Teros u MPLS-MeTOK IpuMeHSeTCs B CIeAYIOIINX CIyYasix:

1. O6opynoBaHue aHa/IM3a JaHHBIX 6e3 TOMOTHUTENbHOM HACTPOIKY He I103BO-
JISIeT KoppeKTHO o6pabaTeiBaTh VLAN-Teru uau MPLS-MeTKH, a ero HacTpoii-
Ka MOXeT 3aHSITh IJIUTebHOE BpeMsl.

2. O6opymoBaHMe aHaIM3a JaHHBIX He MOXeT 06pabaThiBaTh MAKETHI C TETAMMU U
MeTKaMIU.

3. Heo6xomuMMo CHU3UTH HArpy3Ky Ha AajbHeliliee 060pygoBaHue.
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BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

9.3. MNMpumep

3apmaua. Bce makeTs ¢ IP-agpecom uctounnka us nogacet 10.0.7.0/24, npuxonsiuine
Ha uHTtepdeiic EX1, ckonuposatb Ha uHTepdeiic EG1 n EG2. IIpu KonupoBaHUU Ha
EG1 ymanuts nepssiit u BTopoit VLAN-Ter, a Takke Bce MPLS-meTku. IIpy kormpo-
BaHuu Ha EG2 ynanutb BTOpYIO U TpeTbio MPLS-meTku.

Hacrtpoiika komaHabl filter:

filter © from exl to eg* ipsrc 10.0.7.0/24 mode on

Hacrpoiika KomaHabl tag_rm:

1) tag_rm exl egl vlan 1 2 mpls all
2) tag_rm exl eg2 mpls 2 3

ITyctb Ha uHTEpdeiic EX1 mpuxoaUT MOTOK KaApoB, copepkamux 3 VLAN-Tera u
3 MPLS-meTKH, ¢ [P-agpecom ornpasurenst 10.0.7.5:

VLAN1 | VLAN2 | VLAN3 | MPLS1 | MPLS2 | MPLS 3 Src IP

VID=80 | VID=90 | VID=100 | label 10 | label 20 | label 30 | 10.0.7.5 | PStIP

Dst MAC | Src MAC

DTOT MOTOK YIOBJIETBOPSIET YCI0BUSIM (GuiibTpa ¢ HoMepoM O U JosKeH ObITh CKO-
nupoBaH Ha uHTepdeiicel EG1 n EG2.

ITepBas KOMaHAA tag_rm OTBEYaeT 3a M3MeHEeHMe [TOTOKA MPY Nepeave HA UHTEP-
deiic EG1 — n3 makeToB OyOyT yhanaeHbl NepBblii U BTopoit VLAN-Teru, a Takke
Bce MPLS-meTku. C uutepdeiica EG1 6ymeT oTIpaBiieH MOTOK KaZpOB, COIEePXKAIINX
TOJIbKO OiuH VLAN-Ter:

VLAN 3 Src IP

viD=100 | 10.0.7.5 | PstIP

Dst MAC | Src MAC

BTopas xomaHza tag_rm OTBe4aeT 3a M3MeHeHMe II0TOKa IIpY 1epefade Ha MHTEP-
eiic EG2 — u3 nmakeToB 6ynyT ymaneHbl BTopas u TpeTbs MPLS-meTku. C MHTED-
deiica EG2 GymeT oTmpasieH MOTOK KafpoB, comepskamux Tpu VLAN-Tera u omHy
MPLS-meTky:

VLAN1 | VLAN2 | VLAN3 | MPLS 1 Src IP

VID=80 | VID=90 | VID=100 | label 10 | 10.0.7.5 DstIP

Dst MAC | Src MAC
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10. 3aMeHa nonem nakeToB

B pexxume omepatuBHOro c6opa Tpaduka (cM. pasgen 6.1) mpubop Bepkyr-MX
TO3BOJISIET BBITIOIHUTD 3aMeHY pa3INJHbIX ronel maketos: MAC- u [P-agpecos, UDP-
ropToB. Kak rpaBuiio, B 3ToM pexkume K EG ropram npubopa nogkiovaeTcss 060py-
JIOBaHMe 1 OLleHKY/MOHMUTOPUHTA/3aTIMCY CETEBOI aKTUBHOCTH (Iajnee — 060py-
JIOBaHMe aHaI13a JaHHbIX). [ogMeHa MPOUCXOnUT 6e3 MoTepu MPOU3BOAUTENBHO-
ctu ripu 100% Harpyske.

BepkyT-MX

i

T
L]

O6opynosaHue

EX1/2 3ameHa nonei
> PunbTpauma [ aHannaa aaHHbIX

Rx nakeTos

i

10.1. KoMmaHAbl U MUHCTPYMEHTDI

Hacrpoiika nogmeHs! MAC- u IP-agpecoB nomy4daTesisi OCyLeCTBISIeTCSI C IIOMO-
IIbI0 MHCTPYMEHTa replace-table (cM. pasmen 13.5). Ilig 3amenbl Homepa UDP-
TopTa MoJTyyaTesist MpeJBapuTe/ibHas HACTPOiIKa He TpebyeTcsl. BKioueHme mogme-
HBbI OCYIIECTBJISIETCS C IOMOIIbI0 MHCTPYMeHTa filters (CM. CTp. 45) MM KOMaHIbI
filter (cMm. cTp. 49).

10.2. NpuMeHeHHue

3aMeHy 1o1eji TaKeTOB MOKHO MCIIO/Ib30BaTh, KOTZIa 000pynoBaHMe aHaIM3a JaH-
HBIX IPMHMMAET KaApbl TONLKO ¢ onpeaenéHHbiM MAC-agpecom (IP-agpecom, Ho-
mepom UDP-miopra), a Bce ocTajibHble 0T6packiBaeT. B arom ciyyae BepkyT-MX mo-
KeT MPOM3BeCcTM NOJMeHY I10/151 Ha 3HaueHMe, 3aJaHHOe I10/Ib30BaTeseM.
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BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

10.3. PepakTupoBaHue KOHpUrypauuoHHoro gaina

Hacrpoiika mogmeHbl MAC- u IP-agpecoB BBINOMHSIETCSI C TIOMOIIbI0 KOHGUTY-
paiyuoHHoro ¢a’itia, 0 YMOTUYaHMIO XPAHSIIErocsl B MaMsITHM OCHOBHOJ TuiaTdop-
MbI /etc/mx/replace-table.ini Wiy, B ClIyyae IEeHTPATM30BAHHOTO YIIPABAEHUS
HeckonbKMMM BepkyT-MX, Ha cepBepe — /etc/metrotek/mx/replace-table. ini.
1ot daitn mpeacrasisieT cob6oit Tabnuily, comepkanryto 10 15 nap MAC/IP-anpecos,
Ha KOTODbIe Oy[IeT MPON3BOAUTLCS 3aMeHa COOTBETCTBYIOIIMX TTOJIeH TaKeTOB.

VismeHeHus B Gaiii replace-table.ini BHOCSTCSI TIOCPEICTBOM JII0G0TO TEKCTO-
BOTO pefakTopa. IIpu 3amonHeHnn ini-gaiiia Heo6XOAMMO YUUTHIBATh 0COGEHHOCTYU
ero (opmarta. Daiti MOKET COepKaTh ITyCThIe CTPOKM, 3arOJIOBKM Pa3zesioB (HoMe-
pa 3amnmuceli), a Takke napameTpsl 1 ux 3Hauenus (MAC- u IP-angpeca):

[3aronoBok]
napameTp_1 = 3HayeHune_1
napameTp_2 = 3HaudeHue_2

Kakmplii pasgen (3ammchb) MOXKET COAepkaTh ABa mnapamerpa — MAC-angpec u
[P-anpec. MakcuManbHO KonuuecTBo 3anuceit — 15. Eciy 3HaueHMe napamerpa He
yKa3aHo wiu paBHO 0, MOIMeHa 3TOTO MOJS TPOU3BOIUTHCS He OYIeT.

Hanpumep, mpy UCIIONb30BaHMY [71s1 IOAMeHbI BTOPOJi 3aIIMCY U3 IIpMMepa HIIKe,
MAC-anpec nmonyyatens 6ymeT usmeHéd Ha 00:AA:BB:CC:11:41, aIP-agpec ocTaHeT-
cs1 6e3 u3meHeHwmii. [Ipy ucmonb30BaHMy TpeThelt 3amucy, IP-agpec nomyvarens 6y-
neT u3MeHéH Ha 192.168.1.1, a MAC-azapec nonyyaTesst He M3MEHUTCS.

[1]

mac = 00:01:02:03:04:05
ip = 192.168.1.1

[2]

mac = 00:AA:BB:CC:11:41
[3]

ip = 192.168.1.1

mac = 00:00:00:00:00:00

10.4. MpMeHeHne HaCTpOeK KOHPUrypauuoHHoro gaiina

ITo yMOM4aHMI0 KOHPUTYPALIMOHHBIN (aiiyl XpaHUTCS B TTaMSITX OCHOBHOIJ TIIaT-
dbopmbl (Mm Ha cepBepe). [IJ1s TOTO, YTOOBI MPUMEHUTb BHECEHHBIE B HETO M3MEHe-
HMSI 11 KOHKPETHOTO MOyJIst ipubopa bepkyT-MX, TpebyeTcs nepenaTh MX Ha 3TOT
MOZAY/b C TIOMOIIbI0 MHCTPYMEHTa replace-table. ONuuM MHCTPYMEHTA, KOTOPbIE
IIJIST 3TOTO UCTIONB3YIOTCS, TOAPOOHO OMMCaHbI B pa3gesne 13.5.
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10. 3ameHa noneli nakeToB

10.5. MsmeHeHMe oaHOM 3anucu KOHduUrypaumoHHoro daina

Ecu TpebyeTcst OTpeiakTUPOBATh TOJBKO OJTHY 3aICh KOHPUTYPAIIMOHHOTO (aii-
Jia, MOXXHO MCII0JIb30BaThb MHCTPYMEHT replace-table. B 3TOM ciiydyae MHCTPYMEHT
BBI3BIBAETCS C KJIIOUaMM, IMO3BONSIOIMMY 3aaTh MAC- u [P-agpec (cMm. cTp. 56), B
pe3yabTaTe 4ero KOHOUTypauOHHbIM Gaiyi aBTOMATUIeCKY KOTTUPYETCS U3 TaMSITU
T1aTGOPMbI B TAMSITh YKa3aHHOTO MOZY/IS M B HErO I00aBJISIOTCS 3aJaHHbIe afipeca.
ITpu s3TOoM (aiist B mamsiT ratdopmbl ocTaérest 6e3 u3mMmeHeHMiA. [Ipy MOBTOPHOM
BBI30BE MHCTPYMeHTA, (aii B aMsITX MOAY/ISI Ilepe3arnuChbiBaeTCs Ha TOT, KOTOPBIi
XPAHUTCS B TaMSITU TIATGOPMBI.

10.5.1. Npumep

ITycThb B MaMsITV IIAaTGOPMbI XPAHUTCS CIEYIONIMIT KOHOUTYPAIIMOHHbIN daiin:

[1]

mac = 00:01:02:03:04:05
ip = 192.168.1.1

[2]

mac = Q0:AA:BB:CC:11:41

BBoguTcs komaHga:

replace-table -d ¢ -n 2 --ip 1.2.3.4 --mac FF:FF:FF:00:00:00

B pesynbTaTe BbIMOMHEHMS 3TOV KOMaHAbI Gaiin B maMsaTu iaTGopmsbl He U3Me-
HUTCST, a OYIEeT CKOMMPOBaH B MaMsaTh Momyist MX-C ¢ u3MeHEHHOIT BTOpOIit 2-i1 3a-
MMUChIO:

[1]

mac = 00:01:02:03:04:05
ip = 192.168.1.1

[2]

mac = FF:FF:FF:00:00:00
ip =1.2.3.4

BBoauTcs ciienyroliasi KOMaHaa:

replace-table -d ¢ -n 1 --ip 5.6.7.8 --mac FF:FF:FF:00:00:00
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B pesynbTaTe BBITIOHEHMS 3TO KOMAaHAbI (Haiia M3 maMsaTv iaTdopmsbl 6yIeT CHO-
Ba CKOMMpPOBaH B naMsaTh Monyins MX-C, npu 3ToM B HEM OyzmeT usMeHeHa 1-4 3a-
nuch. [laHHbIE, BBeIEHHbIE TIpeIbIAyLIeil KOMaHAO0M, He COXPaHsTCS:

[1]
mac = FF:FF:FF:00:00:00
ip =5.6.7.8

[2]

mac

00:AA:BB:CC:11:41

10.6. Mpumep noaMeHbI NONE NakeTa

3anaua. Bce makeTsi ¢ IP-agpecom mcTtouHmka u3 noacetu 172.168.14.0/24, npuxo-
nsye Ha uHTepdeiic EX1, ckonmpoBaTh Ha nHTepdeiickt EG1 1 EG2. ITpu Konupo-
Bauuy Ha EG1 npousBectu 3ameHy MAC- u IP-agpeca cornacHo 4-it 3anmcyu KoHbu-
rypauuoHHoro daiina, mpu konupoauuyu Ha EG2 — cormacHo 5-ii 3anucy. 3HaueHre
UDP-nopTa mosyJarens 1jist 06oux uHtepdeiicoB n3meHuTb Ha 5 000.

Hactpoiika koHurypammoHHoro daiina replace-table.ini:

[4]

mac = 00:AA:BB:CC:11:41
[5]

ip = 10.0.0.9

Hacrtpoiika komaHabl filter:

filter O from exl to eg* ipsrc 172.16.14.0/24 rrule 4:5 rportdst
5000 mode on

Ha mopt EX1 npuxogut naxkert ¢ IP-agpecom uctounuka 172.16.14.5:

Dst MAC Src MAC Src IP Dst IP Src UDP Dst UDP
00:21:CE:66:77:88 | 00:21:CE:11:22:33 172.16.14.5 8.8.8.8 port 1456 port 69

DTOT MaKeT YAOBJIETBOPSIET YCIOBUSIM GUIbTpa ¢ HoMepoMm 0 U IOIKeH ObITh Mepe-
HanpasseH Ha uHTepdericel EG1 1 EG2. IIpu sTOM, COmIacHoO 4-ii U 5-ii 3anmMcu KOH-
durypanyonHoro daiina, mpu konupoaHuu Ha mopT EG1 6ymeT mpousseneHa 3ame-
Ha MAC-aapeca orripaButens Ha agpec 00:AA:BB:CC:11:41, a mpy KonupoBaHMM Ha
nopT EG2 — 3amena IP-agpeca nmonyuaresns Ha agpec 10.0.0.9. 3uauenne UDP-nopra
ronyvaTessi st 060ux nopToB u3meHuTcs Ha 5 000.
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10. 3ameHa

nonev NaketTos

[TakeT, KOTOPBIi GyHeT oTmpasiieH c mopra EG1:

Dst MAC Src MAC Src IP Dst IP Src UDP Dst UDP
00:AABB:CC:11:41 | 00:21:CE:11:22:33 | 172.16.14.5 8.8.8.8 port 1456 port 5000
[TakeT, KOTOPBIit GyAET OTIpaBeH ¢ mopra EG2:

Dst MAC Src MAC Src 1P Dst IP Src UDP Dst UDP

00:21:CE:66:77:88 | 00:21:CE:11:22:33 | 172.16.14.5 10.0.0.9 port 1456 port 5000
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11. DHTpONnoMeTp

[Tpu6op bepryT-MX B pexkumMe ormepaTMBHOTO c6opa Tpadmka (cMm. pasgen 6.1)
TI03BOJISIET BBITIOIHUTD SHTPONUITHBIN aHAINU3 IPUHMMAaEeMbIX JaHHBIX.

WHbopMalMOHHAS SHTPOINUS — KOIMYECTBEHHAs BEMUYMHA, OMMChIBAIOIIAS He-
OIpeesIEHHOCTD MOSIBJIEHNSI KOHKPEeTHOTO 6aiiTa B makere. [laHHbIe, TepejaBaeMble
C IIOMOIIbI0 GMHAPHBIX HpOTOKOJ‘IOBl, 061a1a10T BHICOKOJI SHTPOTMENA. [laHHbIE, TTe-
penaBaeMble IOCPeICTBOM TEKCTOBBIX ITPOTOKOIOBZ, 06/1aal0T 3HAUMTENBHO MEHb-
1I€eii SHTPOIIMEN. 3HASI BETMUMHY SHTPOIUY (CM. paszen 11.4), MOXKHO UAeHTUDUI -
pOBaTh U OTGWIBTPOBATH MHTEPECYIOIIVE MPOTOKOIbI. Takoil MeToA aHaam3a Mo3-
BOJISIET CHM3UTh HArpy3Ky Ha 060pymoOBaHMe, BBIMOMHSIONIEE COXpaHeHe U 06-
paboTKy ceTeBOTO Tpaduka.

11.1. NMpuHuMN pab6oTbl

OHTPONMITHBII aHAIN3, BBITIOMHSEMbIi TPu60poM BepkyT-MX, B 0606116 HHOM BK-
Jle COCTOUT U3 CIeYIOUINX TaloB:

1. Oannble, npuxonsiue Ha uHTepdeiicl EX1 u EX2, mepenatoTcst Ha 670K Guib-
Tpauum (CM. pUcC. 6.2), Toe ¢ IOMOUIBI0 SHTPOMOMeTpa JJs1 KaXXA0ro rnakera
BBIUMCIISIETCS Be/IMUYMHA MaKCMMabHOM SHTponuu (cM. pasgen 11.3).

2. DHTPONMUITHBINA QWIBTP CPAaBHMUBAET ITOTYYEHHbIE 3HAYEHMS C BEJIMUMHONM SH-
TPOMMM, 3aJaHHOJ MOIb30BaTeeM (CM. CTP. 49).

3. ITakeTsl, yAOBAETBOPMBIINE YCIOBUSIM GUIbTpALMY, I1epefaroTcsl Ha UHTEp-
eiicet EG1/EG2 wiu nofBepraloTcs fanabHelieit 06paboTke (MHKAICYIISIS
B UDP-nakert, yaaneHyue 4acTy IakeTa, BCTABKa BpeMEeHHOI METKM).

11.2. KoMaHAbl U UHCTPYMEHTDI

HacTpoiikut BBIUMCI@HUSI SHTPOIIUY BBITIOTHSIIOTCS C TOMOIIBI0 KOMaHbI entropy
(cM. pasgen 13.6). HacTpoiika ¥ BK/IIOUEHME SHTPOMNMITHOTO (PUIbTpa OCYILEeCTBISI-
eTcsl KoMaHJo filter (cM. cTp. 49).

B Hanpumep, HTTP-video, SSH, TORRENT
2 Hanpumep, HTTP-request, SIP, SMTP
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11. SHTponomeTp

11.3. PacuéTt s3HTponuu
MaxkcumanbHast SHTpOIMA ITaKeTa JaHHbIX FE PaCCUNUTBIBAETCA I10 d)OpMy.T[e:

E =log2A,

rae A — KOMMYEeCTBO HEMOBTOPSIOIIMXCS CMMBOJIOB B ITakeTe (aadaBuT).
Ipumeuanue. 3a 1 cumBon npuHuMaeTcs 1 6aiiT JaHHbBIX.

DHTpOMMS MOKET GbITh BbIUMC/IIEHA HAUMHAS OT YKa3aHHOTO 6GaiiTa Wiu ypOBHS

nione3Hoit Harpy3ku Ethernet-nakera (cM. puc. 11.1). HacTpoitku 3a1aloTcsi ¢ TOMO-
b0 KOMaHAbI entropy (CM. pasgen 13.6).

Ethernet-3aronosok | VLAN [ MPLS | IP-3aronosok | TCP/UDP-3aronosok JDaHHble
— layer 4 —|
layer 3 ————|
layer 2 |

Puc. 11.1. YpoeHu nonesoli Hazpysku Ethernet-nakema

11.4. 3HayeHUs SHTpoONUU

B Tabnuiie HKe IpUBeIeHbl TPaHUYHbIE 3HAUeHMSI MAKCUMMAaJIbHOM SHTPOINH Ia-
KeTOB JaHHBIX [IJIT HEKOTOPBIX TUIIOB ITPOTOKOJIOB, MTOYUeHHbIE B pe3y/abTaTe MO-
JIeTMPOBAHMUS.

ITpumeuanue. ViccnenoBanue mpoBoayiochk ajist 100 000 makeToB Kakmoro tura Tpaduka,
IHTPONMSI PACCUUTHIBANIACH AJIS1 4-TO YPOBHSI TosIe3HO Harpy3ku Ethernet-nakera (cm. puc. 11.1).

MakcuMasbHast SHTPOIus
IpoTokon FEoin Eaqug Fomaz
FTP 5.7279 7.7879 8.0000
FTP-ctrl 5.2095 5.8329 6.4263
HTTP 4.7549 7.5078 8.0000
HTTP-request 6.2095 6.5999 6.9887
HTTP-video 7.1997 7.9600 8.0000
HTTPS 3.3219 6.1497 8.0000
SIP 5.6724 6.3750 7.0661
SMTP 4.7549 6.0875 7.4094
SSH 4.9069 6.5078 8.0000
TORRENT 7.2095 7.9658 8.0000
RTP-video 7.6073 7.9830 8.0000

33



BepkyT-MX. PykoBoACTBO MO 3KCnyaTauum

MakcmaneHas sHTponna

A

FTP
FTP-ctrl
HTTP
HTTP-req
HTTP-vid
HTTPS
siP
SMTP
SSH
TORR
RTP-vid

Puc. 11.2. 3asucumocms s3Hmponuu om muna mpaguxa
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11. SHTponomeTp

11.5. NMpumep

3agava. PaccumraTh SHTPONNIO MAKETOB, MpUXOAAIIX HAa uHTepdeiic EX1, Haun-
Has co 124 6ajiTa. PaccuMTaTh SHTPOIMMIO [TAKETOB, MPUXOAAIINX Ha uHTepdeiic EX2,
HauyMHas C MepBoro 6aiiTa Mojge3Hoi Harpy3ku 2-ro ypoBHS. [TakeTsl ¢ MHTEpdeiica
EX1, uMmeromiye 3HaUeHME SHTPOIMY B AuanasoHe 2.51-6, CKonMpoBaTh Ha UHTEP-
deiic EG1. [TakeTsl c METEpdeTica EX2, uMeomye 3HaUeHe SHTPOIMHA B I1aIla30He
2-6, ckonupoBaTh Ha uHTepdeiic EG2.

1. BeiBemem TEeKylme HaCTpOﬁKM BBIUYMCIIEHUS SQHTPOIINN .

# entropy

## EX1 ##

Entropy mode: Offset
Offset: 0

Layer: 0

## EX2 ##

Entropy mode: Offset
Offset: 0

Layer: 0

2. YcTaHOBMM TapaMeTpbl pacuéta SHTpommu s nmopra EX1:

# entropy ex1 offset 124

OHTponMs 6ymeT BbIUMC/IeHa HaUMHas co 124-To 6ajtTa 1 40 KOHIIA MTaKeTa.
3. YcTaHOBMM NapamMeTphl pacuéta sHTponuu ajs nopra EX2:
# entropy ex2 layer 2
DHTpomus OyzeT BhIUMCIeHA HauMHasI C IepBOro 6ajiTa HarpysKu 2-ro ypoBHS
M 10 KOHILIA [TaKeTa.

4. BriBemem HaCTpOVIKI/I BbIUMC/IEHUS SHTPOIIUN

# entropy

## EX1 ##

Entropy mode: Offset
Offset: 124

Layer: 0

## EX2 ##

Entropy mode: User layer
Offset: 0

Layer: 2
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5. BwIBemeMm TeKylIye HaCTPOiiku 1-ro punbrpa:

# filter 1

from ex1 filter 01
mode . off
entr . off
to : drop
packets : 0
bytes : 0
from ex2 filter 01
mode . off
entr . off
to : drop
packets : 0
bytes : 0

6. BBIMIOTHMM HaCTPOIKY M BKIOUUM 1-i1 puibTp mjst mopra EX1:

# filter 1 from ex1 entr 2.51 6 to egl mode on
Warning: Initial range is slightly different than actual.
entr_min: 2.5100 -> 2.5850 ( 6 )

entr_max: 6.0000 ( 64 )

oK

ITpumeuanue. MakcuMaibHas SHTPOIMSI MOKET TIPMHUMATh OIHO U3 256 3HAUEHMiT B
nuamna3zoHe ot 0 1o 8 (cm. paszen 11.3). Eciv BBei€HHOe Mo/Ib30BaTeeM 3HaueHe OTIu-
YaeTcs OT AOMYCTUMBIX, OHO 3aMeHsIeTCsl Ha Omiskaiiiiee paspenménHoe: 2.51=-2.585 (6).
B KpymIbIx CKOGKax B CIIPABOYHBIX LIEJISIX YKa3bIBAETCSI 3HAUEHMe andaBuTa.

B cooTBeTCTBUM C HACTpOJiKaMy PUIbTPa IMaKeThl, IPUXosIe Ha mopT EX1 u
MMeloLIye 3HaueHre SHTPOINH B Auana3oHe 2.585-6, 6ynyT nepeHarnpaBieHbl

Ha nopt EG1.
7. BoiBeqieM HacCTpO¥KM 1-ro puabTpa:
# filter 1
from ex1 filter 01
mode :on
entr_min : 25850 ( 6)
entr_max : 6.0000 ( 64)
to 1 egl
packets : 0
bytes : 0
from ex2 filter 01
mode : off
to : drop
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11. SHTponomeTp

packets : 0
bytes : 0

. BbIMOMHMM HaACTPOIKY U BKIOUMM 1-1 duabTp ot mopta EX2:

# filter 1 fromex2 entr 2 6 to eg2 mode on
entr_min: 2.0000 ( 4 )

entr_max: 6.0000 ( 64 )

OK

. BeiBemem HacTpoiiku 1-ro dunbTpa:

# filter 1

from ex1 filter 01

mode :on

entr :on

entr_min : 25850 ( 6)
entr_max 1 6.0000 ( 64)
to 1 egl

packets : 0

bytes : 0

from ex2 filter 01

mode :on

entr :on

entr_min : 2.0000 ( 4)
entr_max : 6.0000 ( 64)
to 1 eg2

packets : 0

bytes : 0

B cooTBeTcTBUM C HacTpoitkamu GUIbTPa MAKeThl, TPUXOosinue Ha mopTt EX2
¥ VIMeIoll[Mie 3HaUYeHMe SHTPOIMUM B AuarasoHe 2—6, 6yoyT mepeHarpaBieHbl
Ha nopT EG2.
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12. O6paboTka nakeTos

ITpubop BepkyT-MX B peskume OmepaTMBHOIO c60pa AAHHBIX (CM. paszgen 6.1) mos-
BOJISIET BBIMTOJIHUTD ONTMMM3ALMIO ITPOIECCa aHAM3a CeTeBOro Tpadmka, yIrpassst
KOoMMuecTBoM MHMOpMaIMiu, MoChblIaeMoi Ha cUCTeMy 06paboTKu. IIpu aTom mjist
yIaJeHus] YacTy Kajpa MCIOb3yeTcsl TeXxHuka «packet slicing» (cm. pasgen 12.3),
IS Tlepeauy JaHHBIX yepe3 ceTb — MHKancynsuus B UDP-naket (cm. pasgen 12.4),
IIJIST OLIEHKY 3aJ€PXXKM — BCTaBKa BPEMEHHO MeTKM (CM. pasgen 12.5).

ITpumeuanue. Vuxancynsiuys B UDP-niakeT ¥ BCTaBKa BpeMEHHOV MeTKY MOTYT IIPUMEHSIThCSI
KaK B KOMIIIEKCe ¢ TeXHMKOI «packet slicing», Tak U OTHeNbHO OT Heé.

12.1. NpuHUMN pab6oTbi

IauuHble, mpuxonsiue Ha uHTepdeiickl EX1 u EX2, nepemaroTrcs Ha 610K GuibTpa-
uun (CM. pucC. 6.2). B 3aBUCMMOCTM OT HaCTPOEK (GUIBTPOB BBITIONMHSIETCS OJHO U3
Clenyronmx AeiCcTBU:

nepesava nakeTa Ha BbixogHoit nopT (EG1/EG2) 6e3 u3MeHeHUit;

yrnakoBka B UDP-makeT ¥ niepefiaya Ha BbIXOJHOI I1OPT;

— yOajieHyue 4acTy IaKkeTa ¥ repeaua Ha BbIXOQHOJ TOPT;

yoajleHMe 4aCTyU rakeTa, YIIaKOBKad B UDP-naket u rnepegadya Ha BBIXOAHO IMOPT.

ITpu muKancynsuymu B UDP-11akeT uMeeTcs BO3SMOKHOCTb BCTaBKM BDeMEeHHOM MeTKU.

12.2. KoMmaHAbl U UHCTPYMEHTDI

Hacrpoiika napameTpoB yaaeHusl YaCTy MakeTa BhIIOIHSIETCS C TOMOIIbI0 KOMaH-
obl slicing (cMm. pasgen 13.7), BCTaBKa BPEMEHHOV METKM 3aJa€TCs KOMaHAOoM
timestamping (cM. pasnen 13.8). Bkirouenne GpyHKUMM yaaneHus] YacTy IMakeTa U
mHKancynsiuuu B UDP-nakeT ocyiecTBsieTcsi KOMaHoi filter (CM. CTp. 49).

12.3. Packet slicing
IMpumenenune pyHKuMM «packet slicing» mo3BosieT CHU3UTb 0ObEM aHATU3UPYEMBbIX

aHHBIX B IECSITKM pa3. B pe3ysbraTe yMeHbIIAIOTCS 3aTPaThl HA 06paboTKy MHMOP-
Mallyy ¥ TIOBBIIIAeTCsT TPOU3BOIUTENIBHOCTh 060PYIOBAHNS.
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12. O6paboTka nakeToB

[Mpuuuum «packet slicing» 3axmovyaeTcs B yganennu yactu Ethernet-kagpa: Hampu-
Mep, OTe/leH)Y 3aT0JI0BKOB OT I0/Ie3HOIt Harpy3ku. Konuvectso nHbopmanuy, Ko-
TOPYIO TpebyeTcs BHIAEAUTD U3 MMaKeTa, 3a1aéTCs MOIb30BaTeNeM C TIOMOIIbIO KO-
MaHzbl slicing (cM. pasgen 13.7).

12.4. Uukancynauua B UDP-nakeTt

WHKancynsaums naHHbiX B UDP-TakeT MCITOMb3yeTcs il mepenauy MHbopMauumu
(HanpuMep, 3aroJIOBKOB IIaKeTOB — CM. paszen 12.3) yepes ceTb, COLEPXKALLYI0 KOM-
MyTaTOPbI ¥ MapIIpyTHU3aTOPbI.

[NTonb3oBaTenb MOXeT 3apaHee HacTpouTh 10 10 UDP-3aronoBkoB (cM. pasgen 12.4.1),
B KOTOpbIe OyIeT MHKAIICYIMPOBAThCs MakeT. [Io yMOIUaHMIO JaHHbIE YITAKOBbIBA-
I0TCS1 B HYJIEBOT 3aT0JI0BOK, HACTPOKA BBITIOTHSIETCS C TIOMOIIbIO OTIIMK encaps_hdr
KOoMaHbI filter (CM. CTp. 49).

12.4.1. Hactpoiika 3aronoBKoB

3aroso0BKM, KOTOpbIe GYIYT MCIIOIb30BAHBI ISl TYHHETMPOBAHMS, XPAHSITCS B KOH-
urypauyonHom daitne B mamsiTi maatdopmbl: /etc/mx/encaps-slicer.ini.
VismeHeHusI B aiia encaps-slicer.ini BHOCSITCS ITOCPEICTBOM JIIOOOTO TEKCTOBO-
ro pemakTopa. [Ipy 3amonHenuu ini-daitia HeO6XOIMMO YUUTHIBATH OCOOEHHOCTU
ero ¢opmara. @aityi MOKET COZePXKaTh ITyCThIe CTPOKM, 3aTOJIOBKY pas3iesioB (HOMe-
pa 3amuceii), a Takke mapaMeTpsl 1 ux sHaueHus: (MAC- u IP-agpeca, Homepa UDP-
IIOPTOB):

[3aronosok]
napamerp_1 = 3HauvyeHue_1
napameTp_2 = 3HayeHue_2

Kasknplit pasgen (3ammuch) COOEPsKUT OIKCaHMe ToJieit akeTa, KOTopble OYOyT pas-
MeIlleHbI B 3aroyioBKe. VIMs pasferna mpencrasiseT co60ii HOMep HacTpauBaeMoro
3arosnoska. Kommyectso sanmcert — 10. [Ipumep 3anycu Aj1s1 HY/IeBOTO 3ar0jI0BKa:

[e]

macsrc = 00:21:CE:11:22:33
macdst 00:21:CE:44:55:66
ipsrc = 10.0.0.1

ipdst = 10.0.0.100

portsrc = 5000

portdst = 50000
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12.4.2. NpumMmeHeHne HacTpoeK

[py BRIIOUEHMM TTPU6GOpa HACTPOIIKM KOHMUTYPAIIMOHHOTO (aiiia mIpUMeHSIOTCS
IIJISI BCeX MOAyJIeil. 3arpy3uTh BHECEHHbIE B (Daiiyl M3MeHEeHUsST Ha KOHKPETHBIN MO-
ITy/Tb MOSKHO OIHUM U3 IBYX CITOCOGOB:
1. Ilepe3arpy3suTb MOLYJb:
root@mx: # mx-util -d <uma_mopynsa> a -r
2. 3anyCTuTb CKPUMT AN OBHOBNEHWS HACTPOEK:
root@mx: # /usr/lib/mx/slicer/load-ipconf.exp /dev/ttyMX<ums_mopyns>

12.5. BctaBka BpeMEHHOM MEeTKHU

BcTaBKa BpeMeHHO# METKM MCITONIb3YeTCsI, KOTIa HeOOX0AMMO 3HaTh TOYHOE BpeMst
NpuémMa MakeTa JIjisl TPOBeieHNMsT M3MepeHMIT BpeMeHHbIX XapaKTepUCTUK (Harpu-
Mep, 3a7epkkn). MeTka umeet popmat NTP (64 6uta) 1 BKiItoyaeTcst B KoHel UDP-
TakeTa, Cofiepskalero 3aroJIoBOK MJIM YacTb Kazpa (cM. pasgen 12.4). BctaBka MeTKU
3aJaeTcsl KOMaHIol timestamping (cM. pasgen 13.8).
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13. KoMaHAbl U UHCTPYMEHTbI

13.1. CucteMHble KOMaHAbI

help

Cy>KUT Jj151 BBIBOJIA CITMCKA BCEX KOMAH/I, MJTY CIIPAaBOYHO MHPOPMAIMMU 10 OTHETb-
HOV KOMaHe.

CUHTaKCMC KOMaHAbl

BbIBOp, crivicka KOMaH/I,:

help

BbIBOZ, CITpaBOYHOI MHGpOPMAIMK 11 KOHKPETHOI KOMaH/IbI:

help <command>

versions

CITyskuT IJ1s1 BBIBOZA HOMEpa BepCuu IMPOrpaMMHOTO 06ecrieueHusl.

CUHTaKCMUC KOMaHAbI

versions

KomaHpa He MMeeT mapameTpOB ¥ OILIVIA.

uptime

CJ'[y)KI/IT IJIs1 BBIBOOA BpeMEHU pa6OTbI YCTpOﬁCTBa C MOMEHTAa BK/IIIOUEeHMS.

CHMHTaKCUC KOMaHAbI

uptime

Komanga He umeeTr IIapaMeTpoB U OITIMIA.
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history

C)'IV)KI/IT 1711 BbIBOZAA CMMCKA BBeAEHHBIX paHee KOMaHI.

CUHTaKCUC KOMaHAbI

history

Komanpa He umeeT ImapaMeTpoB 1 OITIIUIA.

bootup

CyskuT IJ1s1 BBIBOJA KOIMYECTBA BKIIOUEHNH Tpubopa.

CUHTaKCUC KOMaHAabl

BriBO[, TeKyllero 3Ha4eHMs CUETUMKA:
bootup

C6poc cuétumka:

bootup clear

settings

CIIy>KMT [JIs1 COXpaHEeHMsI HaCTPOEK, BBIIIOJHEHHBIX C MIOMOLIbI0 KOMaH/, filter u
iface, B 9HEpProHe3aBUCUMYIO TAMSATh IPMGOpPa, a TAKKe /IS 3arpy3Ky MK yaajie-
HMSI 3TUX HACTPOEK M3 MaMSITH.

CMHTaKCMC KOMaHAbI
CoxpaHeHMe TeKyUIMX HaCTPOoeK:
settings save

Yoanenue HaCTpoOeK:

settings clear

3arpyska HaCTpOeK:

settings load
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13.2. HacTtpoiKa uHTep(demncoB 1 nosy4yeHue cTaTtyCHoOM
nHdpopmMauum

iface

Cayxxut ajist HacTpoiiku dusndeckux uHrepdeiicos (EG, EX) u BbIBOIa CTaTyCHOI
nHdopmanmmn.

CHMHTaKCMC KOMaHAbI
BriBog, MHGOpMaIIUy 1o BceM uHTepdeiicam:
iface

M3MeHeHMe HACTPOEK MUY BBIBOZ, CTAaTYCHOI MH(opMaLuy as uHTepdeiica ¢ umMe-
HeMm «NAME»:

iface <NAME> [up|down] [mode lan|wan] [speed 10|100|1000]
[autoneg on|off] [advertize [10]100|1000|all]] [lb on|off]

MapameTpbl

— 0e3 MmapamMeTpoB — BBIBECTH BCIO CTaTYCHYIO MH(OPMAIMIO 110 BCeM Gu3uye-
ckum uHTepdeiicam (EG, EX);

— NAME — HasBaHue unrepdeiica (EG, EX), /i1 KOTOPOro Heo6X0AMMO BhIBECTH
CTaTyCcHYI0 MH(OPMaLMIO MM M3MEHUTb HACTPOIKI.

Oonuuun

— up — BKJIIOUUTD MHTEPDEIC;
— down — BBIKJTIOUNTb MHTEPDETIC;

— mode lan — BbI6paTh LAN-peskum pa6oTsl uHtepdeiica (TOMbKO /st UHTEP-
deiico EX);

— mode wan — BbI6paTh WAN-pesxum! pa6oTsl nHTepdeiica (TOMBKO IS MHTep-
deiicoB EX);

— speed [10]100]|1000] — BbIOPATh CKOPOCTb MepeJauy JAaHHBIX (TOMBKO ISt
nnrepodeiicos EG);

— autoneg on — BK/IIOYUTH PEKMM aBTOCOINIACOBaHMS (TOMBKO IJIsI MHTepdeii-
coB EG);

— autoneg off — BBIKJIIOYNUTb PEKMM aBTOCOIIACOBAHMS (TOMBKO [IJISI MHTEP-
(eiicos EG);

1 WAN-pexum — BapuaHT 10G Ethernet, aaanTupoBaHHbIi Ans paboTsl B cetsix 0C-192.

43



BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

— advertize [10]100]|1000] — BbIGpaTh MPEIIOUNTAEMYIO CKOPOCTh COEAMHE-

Hust: 10, 100 mam 1000 M61T/C (TONBKO A1t uHTepdeiicoB EX nmpy BKIIOUEHHOM
aBTOCOIJIACOBAaHUMN);

advertize [all] — yCTAaHOBUTH COEIMHEHME Ha JIF0607 U3 CKOPOCTEH
10/100/1000 M6uT/C (TONIBKO AJist MHTepdeiicoB EX mpu BKIIOYEHHOM aBTOCO-
IJIaCOBAaHUN);

Ipumeuanue. CoenviHeHye GyIeT YyCTAHOBIEHO TOJIBKO B TOM CJIydae, ey Ha MPOTUBO-
TTOJIOKHOM KOHI[E TaK)Ke MCITOb3yeTCst aBTOCOIIaCOBaHMe, M KAK MUHMMYM O HA TIpefi-
rnoyyTaeMasi CKOpoctb coBnazgaer. CoeilMHeHMe YCTAaHABIMBAETCS Ha MPeIoYNTaeMOoit
CKOPOCTM, MAKCUMAJIbHO AJIs1 060MX YCTPOCTB.

Lb on — BKIIOUMUTb PeXXUM IlepeHamnpasnenus Tpadbuka («llnerid») Ha ucxon-
HbIt TOPT (TOMBKO A1t MHTepdeiicoB EX);

Ipumeuanue. Pexxum «Illneiid» MO3BOISIET HE TOMBKO IepeHanpaBuUTh Tpaduk Ha uc-
XOILHBIV TIOPT, HO M OTIPaBUTb ero Ha NopThl EG ¢ BO3MOKHOCTBIO IIPeAiBApUTENIbHOM
dbunbrTpanyn.

— b off — BBIKIIOUUTD PeXXUM I1eitd (Tonbko aist uHTepdeiicos EX).

MpuMepbl Ucnonb3oBaHUS

44
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Brirounts naTepdeiic EX1 1 ycraHOBUTD Ha HEM peskum WAN:

iface ex1l up mode wan

. BKJIIOUMTB PesKMM aBTOCOITIaCOBaHMs Ha MHTepdeiice EG2:

iface eg2 autoneg on
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13.3. HacTtpotika dpunbTpoB

filters

ITpumeuanue. [151g Ucrionb30BaHUsI MHCTpyMeHTa filters ciaengyeT MOAKIIOUMUTBLCS TOIBKO K
OCHOBHOJ1 rtatdopme (cMm. pasgen 8.2 u 8.3). CoeyiHeHVe C KOHKPETHBIM MOJY/IEM He Tpe6y-
erTcs.

MpaBuna U GUNLTPLI

WHcTpyMmeHT filters Mo3BoasieT HACTPOUTh A0 2016 mpaBuil A1 K&KOOTO UHTEP-
deiica EX. IIpaBuio mpencrasiser co6oit Ha6op GuibTpoB. PUIBTP — 3TO KpUTe-
pUit, IO KOTOPOMY TTPOBEPSIOTCSI BCE MAKEThI, TOCTyNAlol/e Ha BbIGPAHHbBIN MH-
tepdeiic. Hanpumep, GuabTpom MoxKeT ObITh OllpenenéHHblii [P-agpec min Homep
TCP/UDP-nopra. Eciv makeT He COOTBETCTBYET HY OGHOMY M3 IIPAaBWJI, OH YIAJISIETCS.

CnoBsapb npasun

Bce co3maBaemblie MpaBujia JOOABISIOTCS B CJIOBAPh, KOTOPBI MOKET XpaHUThCS B
MaMsITVi OCHOBHOM IIaTHOPMBI /MM KOHKPETHOTO MOmysist. [IpaBmia MOKHO IT0-
C/1eoBaTebHO BBOAUTh B KOMAHAHYIO CTPOKY MJIM CO3[aTh CIEIMaTbHbI TEKCTO-
BbIit (aiis1, comepskaluii Habop MpaBuIL.

ViajsiTh CI0Bapb MOXKHO KaK M3 MaMsITV OCHOBHOJM IIaThOPMBI, TaK M U3 HaMSITU
KOHKPETHOTO MOTYJISI.

CuHTaKcuc

filters [-n] [-w file] [-w clear] [-w fclear] [-w "$fields"]
[-F $filename] [-r] [-R] [-£f] [-1] [-d, - -device] [-h, --help]
[-v, --version]

Oonumun

-n — OYMCTUTD CIIMUCOK MPaBWI AJi 060uX MHTepdeiicoB: 6YIYT yaalieHbl BCce Bpe-
MeHHbIe (aiibl ¥ CI0Bapy; MOAY/Ib 331A€TCS C ITIOMOIIBIO0 KiTtoua -d (110 YMOTYaHUIO
ucronb3yetrcss MX-A);

-w file — m06aBUTh B CJIOBapb OCHOBHOI MIaTGOPMBI IIpaBuIa, yKasaHHbIE B (aii-
ne /etc/MX/filters/MX-A. . .D/rules 1 3aNK1CaTh X HA COOTBETCTBYIOILINI MOZAYIIb;
MOZYJb 33A€TCSI C MTOMOIIIbIO KiTtoua -d (10 yMOIYaHMIO MCIToNb3yeTcss MX-A);

-w clear — OYUCTUTD CIIMCOK MPaBUII Jj1s1 060ux uHTepdeiicoB EX 3amaHHOro Mo-
LLyJisl; MOAY/b 3a7,aeTcs € TOMOIbIO0 Kitovua -d (110 ymonuaHuio — MX-A);
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-w fclear — GBICTPO BBIKJIIOUMTH BCE MpaBuiia st 06oux nHTepdeiicoB EX 3amaH-

HOT'O MOJIYJIST; MOAYJIb 3aIA€TCS C IIOMOIIBIO KiTtoya -d (1o ymonmyanuio — MX-A);

-w "abcdefghij"— co3maTb NpaBuiIO M 3alIMCATh €0 B ITaMSITh OCHOB-

HOJ T1aTOPMbI ¥ KOHKPETHOTO MOAY/IS (OTIMCaHVe 6YKBEHHbIX 0003HAUeHI Tpe-

CTaBJIEHO B TAGNUIIE HIKE); TAPAMETPBI, ITO KOTOPBIM He 6yIeT MPOU3BOAUTHCS (DUITh-

Tpaius, 0603HAYAIOTCSI 6YKBOIA X, IJIST HUX UCTIONMb3YeTCs 3HAYeHMeE TT0 YMOTYaHMIO;

Ipumeuanue. [TapameTps! d-f MO3BOJSAIOT yKa3aTh JBOMUHYIO MacKy (16 61T AjIst HOMEPOB MOP-

TOB, 8 6UT /151 HOMepa [P-1IpoToKoa). BUT, paBHbIIt HYITI0, COOTBETCTBYET JII060MY 3HaYEHMIO.

Hanpumep, nuamna3oH Homepos noptoB 8080/65534 (Oxfffe) Braouaer 3HaueHus: 8080 u

8081.

BykBeHHOe 0603HaUeHNe

Omnucanue

JlonycTuMble 3HaUeHUS

3HayeHMe [0 yMOIya-
HMIO (X)

a (o6s13aTenbHOe MoJe)

HOMep mpaBuia (TpaBy-
J1a ¢ GOJBLIMM HOMEPOM
MMeIoT GOoNMbLIMIA TIPHO-
purert)

0-2015

b IP-agpec ucTouyHMKa XXX XXX XXX XXX/XX, x Jo6oe

c IP-agpec nomyuaresns XXX XXX XXX XXX/XX, x no6oe

d IP-ipoTokosn IeCITUYHOE YUC/IO B Auamna- |oboe

30He 0...(21¢-1)/macka wm x

e Homep TCP/UDP-mopTa | ZecsITMYHOE YKCI0 B AMara- | moboe
OTIpaBUTEIS 30me 0...(2'¢-1)/macka wm x

f Homep TCP/UDP-mnopTa | ecaTMYHOe YKCI0 B AMara- | moboe
nomyJartens 30me0...(21-1)/macka mmm x
TIOPT [JIS1 3aIIUCU exl, ex2 exl

h neiicTBue Tpu coBmage- |drop (ymanutb), egl (mepe- |drop

HuM vHOpMaLMK B IPK-
HSITOM IIaKeTe C 33/laH-
HBIM TIPaBUIIOM

HampaBUTh Ha MHTepdeiic
EG1), eg2 (mepeHampaBUTh
Ha wuHrepdeiic EG2), both
(mepeHanpaBuTh Ha 06a
unrepdeiica: EG1 n EG2)
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BykBeHHOe 0603HaveHne | OmucaHue JonycTuMble 3HaUeHUS 3HaueHue M0 yMonya-
HUIO (X)
i ITapameTpbl 3aMeHbl | HOMep 3amucy  KOHQUTY- | IOIMeHa OTKIIIoYeHa

roneit maketoB. ®opmar | paiyoHHoro daitna: 1...15;
samucu: rrule:port wim|Homep UDP-mopra momyya-
rrule_egl:rrule_eg2:port, |Tens:0...65535

roe rrule — Homep
3ammcy KOHGUTypauyoH-
Horo (aitna; rrule_egl,
rrule_eg2 — HOMep 3amu-
1 KOH(UIypaLMOHHOTO
daitna pias maTepdeiicon
EG1 u EG2; port — HOMep
UDP-nopTa nony4yarernsi.

—

j CTaTyC IIpaBuia 0 (3ampeTuThb BBITNIONIHEHME),
1 (paspelnTp BbINOIHEHME)

-F — 3apmaTh M3 Gdaitiaa co CriMCcKOM MPaBuil, OTIMYHOE OT UCIIOIb3yeMOro M0 YMOJI-
yaHuio (/etc/MX/filters/MX-A...D/rules);

-T — BBIBECTHU CIIMCOK MPaBWJI B CJIEAYIOIIEM BUIe:

FSrule#:5

IPsrc:4.1.1.1/24

IPdst : 1.1.1.2/0

Proto : 0/0

PORTSsrc : 80/65535

PORTdst : 0/0

Act : both

Status : 1

-R — BBIBECTM CITMCOK MpaBmiI B hopmare:

11.1.1.1/24 1.1.1.2/0 0/0 80/65535 0/0 ex1 both 1

21.1.1.1/0 1.1.1.2/0 0/0 0/0 0/0 ex1 drop 1,

a Taxke co3naTh Gaili, comepskauuit 3TOT CIMCOK (M0 YMOTYAHUIO —
/tmp/MX/filters/MX-A...D/rules_returned);

-f — 106aBUTD CJIOBAPH B MIAMSITh OCHOBHO¥ IIATGOPMBI, HE ITOChIIASI €r0 Ha OIpe-
JleJIEHHBI MOJYJIb;

-1 — 3amucaTh CO3JaHHbIN CJIOBAPh HA COOTBETCTBYIOIINI MOIYIb;
-d — BbIOpaTh MOAYb: MX-A (a), MX-B (b), MX-C (c) wiu MX-D (d);
-h — BbIBeCcTM MHGOPMAIMIO O TIporpaMme filters;
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-v — BBIBECTU BepCHIO ITporpaMmbl filters.

MNpuMepbl UCMONb30BAHUSA

48

1. Cospmath mpaBUIO C HOMEpOM «44» st uaTepdeiica EX1 c mo6siM IP-agpecom

MCTOUHMKA, IP-agpecom nonyuatesns 1.1.2.X, 106bpIM HOMepoM IP-ipoTokona,
Homepom TCP/UDP-nopra ncroynmka 8080, 1106bIM HOMEpPOM MOpTa MOTyva-
Tesst. [TakeThl, yOOBIETBOPSIONINE TIPaBUITY, IIEpechiaTh Ha MHTepderic EG1.
PaspemmnTh BbITIOTHEHVE JAHHOTO ITPaBUIa.

filters -w "44 x 1.1.2.3/24 x 8080 x exl egl 1"

. Cospmath mipaBuiio ¢ Homepom «0» myst uHTepdeiica EX2 ¢ IP-agpecoM ucTou-

HuKa u3 oacetn 172.16.14.0/24, mo6siM IP-afpecom mosryyaTess, Jr06bIM HO-
mepoMm IP-nipoTokosa, mo6sivMy Homepamy TCP/UDP-TOPTOB MCTOUHMKA U ITO-
Jryyaress, JITo6pIM HOMEpPOM IOpTa Tosyyartessi. [lakeTsl, yI0BAETBOPSIONIE
MpaBuily, nepecbiiaTh Ha uHTEpdeiickl EG1 1 EG2. ITpu kormmpoBauuyu Ha EG1
npousBectu 3aMmeHy MAC- u IP-anpecoB coracHo 4-ii 3anucu KoHpurypanm-
OHHOTO ¢a’iina, mpu KonupoBaHuu Ha EG2 — cornacHo 5-ii 3anucy. 3HaUYeHue
UDP-nopTa monyvatenst ajist o6oux uHtepdeiicoB nsmeHuTs Ha 5 000. Paspe-
LIUTH BBITIOJIHEHME TaHHOTO MIpaBuia.

filters -w "0 172.16.14.0/24 x x x x ex2 both 4:5:5000 1"
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filter

KomaHza oTBevaeT 3a BbIBO MHGOPMAaLIM O COCTOSTHUY (PUIBTPOB, HACTPOIIKY ITa-
paMeTpOB ¥ yIIpaB/ieHKe paboToi GUIbTPOB.

CUHTaAKCMC KOMaHAbI

BoiBoa MHGOpPMAIIUK 110 BCeM QUIbTPaAM:

filter

VismeHeHMe HacTpoeK GuibTpa ¢ Homepom «fnumy»:

filter <fnum> <from exl|ex2> [mode on|off] [to egl|eg2|drop]
[vlan_id valuelany] [vlan_pri value|any] [mpls_label valuelany]
[mpls_exp valuelany] [ipsrc value|any] [ipdst value|any]

[dscp value|any] [proto valuel|any] [portsrc value|startport-endport
[odd|even]|any|all] [portdst value|startport-endport
[odd|even]|anylall] [port value|startport-endport [odd|even]|any|all]
[string <pattern> [from] [to]] [iplen [min-max|value]]

[ipoffset [on|off]] [rrule <1..15[:1..15]>] [rportdst <@..65535>]
[entr <0@..8.0000> <0..8.0000>] [entr off] [slicing [on]|off]]
[encaps_hdr <@..9>] [encaps [on|off]] [clear]

MapameTpbl

— 0e3 mapaMeTpoB — BbIBECTM MH(MOPMALIMIO O HACTPOIiKax BCex (PUIbTPOB;

— fnum — BbIOPaTh QUIIBTP C OMpeaeEHHBIM HOMEPOM; HOMED YKa3bIBaeTCs B
BUJe LIeJIoro umciaa B auamnasoxe 0...9.

Ipumeuanue. Yem 60mbiie HOMep GUIBTPA, TEM BBILIE €r0 IPUOPUTET.

— from ex1|ex2 — BbIOpaTh MHTEPETIC.

Oonuun

— mode on — BKJIIOYUTDb QUIIBTD;

— mode off — BBIK/IIIOUUTDb QUIBTD;

— to egl — OTIPaBJATh MMakeThl Ha MHTepdeiic EG1;
— to eg2 — OTHpaBJISATh ITaKeThl HA MHTepdelic EG2;
— to drop — YHMUTOXKATb MMaKeThl;

— vlan_id — 3apmatb 3HaueHue uneaTudukaropa VLAN (VLAN ID): necatuyHoe
WY IIeCTHAALIaTePUYHOe UKiciIo B AuarnasoHe 0...4095;

— vlan_id any — OTK/IIOUMTDb GMIBTPAIIMIO [T0 3HAYEHUIO OIS
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50

vlan_pri — 3agaTb 3HaueHue npuopurera VLAN (VLAN Priority): necaruu-
HOe MY LiecTHaJlaTepuyHoe yncio B fuanasoHe 0...7;

vlan_pri any — OTK/IIOUUTH Cl)I/I)'IpraLU/IIO 110 3HAaYE€HMUIO I10JI;

mpls_label — 3agaTh 3HaueHMe uaeHTUGUKaTOopa MPLS-MeTKM: AeCATUUHOE
WIN niecTHaAaTepmudoe uncio B auanasose 0...0 x FFFFF;

mpls_label any — OTKIIOYUTH GUIBTPALIMIO TIO 3HAUEHMUIO TIOJS ;

mpls_exp — 3amaTh 3HaueHne EXP 61uToB MPLS-MeTKM: BeCITUYHOE MUJIV IIeCT-
HaJlaTepuuHOoe uncio B auamnasone 0...7;

mpls_exp any — OTKIIOYNUTH GUIbTPALMIO IT0 3HAUYEHMIO IT0JIS;
ipsrc — 3agath [P-agpec UCTOYHMKA/MAaCKY;

ipsrc any — OTKIIOUUTDH QUIBTPALIMIO 10 3HAUEHWIO T10JIST;
ipdst — 3amarth [P-agpec nmosmy4daresiss/Macky;

ipdst any — OTK/IIOUMTH QUIBTPALIMIO IO 3HAUEHWIO T10JIST;

dscp — DSCP 6uThI IP-3arooBKa: AecITUUYHOE UM [IeCTHAALATepUUHOe UMC-
Jj0 B nuamnasoHe 0...255 (cM. Tabm. 15.1);

dscp any — OTK/IIOUUTH QUIBTPALIMIO 10 3HAUEHWIO TT0JIST;

proto — 3aaTh MPOTOKOJ 4 YPOBHS: JECITUYHOE WM IIECTHAAIATEPUIHOE
uuciao B guamnasone 0...255;

proto any — OTK/IIOUMUTh (PUJIBTPALIMIO 10 3HAYEHMIO OIS ;

portsrc value|startport-endport [odd|even] — 3amaTh Homep (value) min
MHTEpBAI HOMepoB (startport-endport) TCP/UDP-1opTOB MCTOYHMKA B BUIE

IeCSITUYHBIX WM LIeCTHaAuaTepuuyHbix uncen B auanasose 0...0xFFFF; npu

MCIIOb30BaHNM ITapaMeTpa odd|even JaHHas OMIIMS TO3BOJISIET BHIOPATD TOMb-

KO YETHbIe/HEUETHBIE HOMePa U3 3alaHHOTO MHTEePBaJIa;

portsrc any — OTKIIOUUTH uibTpanuio mo sHayeHmo TCP/UDP-mopTa umc-
TOYHMKA;

portsrc all — BKIIOYMTH GUIbTPAIMIO Bcero auamnazona TCP/UDP-mopToB
ornpasurens (0...0xFFFF);

portdst value|startport-endport [odd|even]— 3amaTb HoMep (value) mim
MHTepBan HoMepoB (startport-endport) TCP/UDP-niopTOB monyvaTtesst B BULE

IeCSITUUHBIX WK IIeCTHaAaTepuuyHbIX uncen B auanasose 0...0xFFFF; npu

MCITOIb30BaHMY MapaMeTpa odd|even JaHHas OIMLMS TO3BOJISIET BHIOPATDH TOJIb-

KO YETHbBIE/HEUETHBIE HOMEepA M3 3aJaHHOT0 MHTEPBaa;

portdst any — OTK/IIOUMTb GUIbTpaIyio no 3Havenuio TCP/UDP-mopra mo-
JIyJyarens;

portdst all — BKIIOYMTb GUILTPAIMIO Bcero auamnasona TCP/UDP-nopToB
nonyyarens (0...0xFFFF);
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port value|startport-endport [odd|even] — 3amaTh HOMep (value) win
MHTEepBan HomepoB (startport-endport) TCP/UDP-mniopToB mosyyaTesnst U OT-
MPaBUTEJIS B BUIE NeCSTUUHbBIX U 1IeCTHAAIaTePUYHBIX UMCeJT B IMarla30He
0...0xFFFF; mpu ucnonb3oBauuy mapamMeTpa odd|even maHHast OILMS IIO3BO-
JISIeT BbIOPATh TOJIbKO YETHBIE/HEUETHBIE HOMEPA U3 3a[JaHHOT0 MHTEPBAJIA;

port any — OTKJIIOUUTh GUIbTpaluio 1o sHavyenuio TCP/UDP-nopTa oTmpa-
BUTeEJISI U TTOJTyJaTers;

port all — BKJIIOUNTH GuabTpauuio Bcero auamnasona TCP/UDP-mopToB oT-
npasutens u nonyuarens (0...0xFFFF);

string <pattern> — 3a4aTh CTPOKY AJIS IIOMCKA BHYTPU COOEPXKMMOIO BCe-
IO IIaKeTa; CTPOKA MOXKET 6bITh 3a/jaHa HECKOJIBKMMM CITI0CO0aM (B KaBbIUKAX
i 6e3):

- TMOCJIeIOBATEIbHOCTHIO OYKB 1 CUMBOJIOB: «hello», «hello, world»;
— II0C/IeI0BaTEeIbHOCTHIO 0aiiT: \xAA\XBC\x15;
- TOC/IeIOBATEIbHOCTBIO OYKB U 6aifT: «hello \xAA\XBC\x15x».

string <pattern> [from] [to] — 3aJaTh MHTepBaJ 6aiiT AJIsg MOMCKA Havya-
Jia CTPOKY BHYTPYU COLEPXKMMOTO I1aKeTa:

- from — HoMep 6ajiTa rmocie IP-3arosioBka MakeTa, ¢ KOTOPOTro HAUHETCS
TTOVICK CTPOKMN;

- to — HOMep 6aiita rmocie IP-3arosoBka I1aKkeTa, 10 KOTOpPOro 6y,ueT BbI-
IMOJTHSATBCA ITOUCK CTPOKN.

iplen [min-max|value] — BKIIOUMTb GQUIBTPALIMIO MO AJMHe [P-makeTa:

- min-max — MMHMMAaJIbHOE ¥ MaKCMMaJIbHOEe 3HaYeHye Ayana3oHa AJIMHbI
aKeTa;

— value — 3HaUeHMe OJIVMHbI [1aKeTa.

ipoffset [on]|off] — BKIOUMUTD/BBIKIIOUNTD GUABTPALINIO [TO 3HAUEHUIO CMe-
meHust B [P-3aronoBke (110 yMo4aHuo GUIbTPaLyIO 10 3HaUeHUIO CMeleHUsT
BBIK/IIOUEHA):

- on — (UIBTP IPOIYCKAET TOJHKO Te MaKeThl, ¥ KOTOPhIX cMelieHue B IP-
3aroJIoBKe 60JIbIlle HYJIS;

- off — GUIBTP MPOIMYCKAET BCe MaKeThl;

rrule <1..15[:1..15]> — 3agaTh HOMep 3anucyu KOHGUTYpauroHHOro daii-
J1a, KOTOPbIi OyIeT MCIOTb30BaThCS IJISI TOIMEHBI T10JIeli TAKETOB (IBOETOUME
pasmesnsieT Homepa 3amyceii gjist marepdeiicos EG1 n EG2);

rportdst <@..65535> — 3agath HoMep UDP-mopTa nomyvaresns ojist mogme-
HbI (TIpY BbIGOPE HYJIEBOTO 3HAUEHMST TTOIMEHA TTPOU3BOIUTHCS He BYIeT);
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entr <0..8.0000> <0@..8.0000> — 3a1aTh AMaNa3OH 3HAYEHUI SHTPOIINN;

Ipumeuanue. MakcuMasbHasi SHTPONNUS MOXKET MPUHMMATh OJHO U3 256 3HAUEHUIT B
nuanasoHe ot 0 go 8. Ecim BBef€HHOe Mo/nb30oBaTe/leM 3HaueHNe OTAM4aeTcs OT Jo-
MyCTMMBIX, OHO OyZfeT 3aMeHeHO Ha GivKkaiiiiee pazpeniéHHoe. [paHMYHbIE 3HAYEHMSI
MaKCYMalIbHOV SHTPONMY AJIS1 HEKOTOPBIX TUIIOB IPOTOKOJIOB NIPMBEJeHbI B pasfene 11.4.

entr any — OTKJIIOYUTH (bnanpaumo IMaKeTOB I10 3HAYE€HNIO SHTPOIINN;

slicing [on|off] — BKIIOUUTH/BbIKITIOUNTDL DYHKIMIO YAATEHMS YaCTH Ia-
KeTa;

encaps_hdr <@..9> — 3amaTb HoMep UDP-3aronoBka, B KOTOpPbIit OYIYT UH-
KaICylIMpOBaThCs I1aKeThl;

encaps [on|off] — BKJIKUUTH/BBIKIYNUTD MHKAITICY M0 B UDP-1akerT;

clear — COpOCUTH HACTPOIKM [J1s1 BBIGpAaHHOTO GUIbTPA.

MpuMepbl Ucnonb3oBaHUs
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1.

BHecTy n3meHeHMs1 B GUIbTP C HOMEPOM «2» — nepeHanpaBuTh ¢ nopra EX1
Ha nopt EG1 Bce nakets! ¢ IP-agpecom ncrounnka 192.168.10.10 1 IP-anpecom
nonyvatess u3 nogcetu 192.168.222.0/24:

filter 2 from exl ipsrc 192.168.10.10 ipdst 192.168.222.0/24 to egl

. BHecTu uameHeHus B CbI/[J'[pr C HOMEepoOM «4» — YAAQJIUTDb U3 IIOTOKA, IIPUXOAA-

uiero Ha ropt EX2, Bce nmakertsl, y KoTopbix VLAN ID = 7:

filter 4 from ex2 vlan_id 0x7 to drop

. C momo1pio ClJI/IJIpra C HOMepOM «5» BBIOE/INTD U3 ITOTOKA, MPUXOOAILIEero Ha

nopt EX1, makeTsl, Homep TCP/UDP-mopTa KOTOpbIX HAXOAUTCSI B MHTEpBaJie
oT 100 mo 200 ¥ rpu 3TOM SIBJISIETCSI HEUETHBIM :

filter 5 from exl portsrc 100-200 odd

. C rmomoIibio GuUabTpa ¢ HOMEpPOM «6» BBIIEIUTDb U3 ITOTOKA, IIPUXOISIIErO Ha

nopt EX2, naketsl, Homep TCP/UDP-niopTa OTIIpaBUTeNS UM [TOIy4YaTess KO-
TOPBIX HAXOOUTCS B MHTepBase oT 250 mo 1000 ¥ 1Ipyu 3TOM SIBJISIETCST YETHBIM
(ecnu makeT uMeeT ofgvHakoBble HoMepa TCP/UDP-niopToB oTipaBuTes U O-
JIyJaTessi, yIOBAETBOPSIONIVE YCIOBUIM (QyibTpauyy, JaHHbIN MaKkeT TaKkKe
6GyIeT BbIZe/IeH U3 TIOTOKA):

filter 6 from ex2 port 250-1000 even

. C momoInpio GuibTpa c HOMEPOM «7» UCKaTh Hauajo cTpoku «hello» B MHTEp-

Basie ¢ 5 110 12 6aiiT mocste IP-3aromoBKa MakeToB, MPUXOAAIMX Ha MOpT EX2:
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filter 7 from ex2 string hello 5 12

. C momo1pio GpuibTpa c HOMEPOM «9» UCKATh Hauajao cTpoku «hello» B MHTEp-
BaJie ¢ 5 6aiiTa rocie IP-3arosoBka o KOHIIA [TaKeTa:

filter 9 from ex2 string hello 5

. C nomortpio GuabTpa ¢ HOMEPOM «1» BBIOEIUTD U3 MOTOKA, MPUXOISIIETO Ha
nopt EX1, makeTtsl ¢ IP-agpecom ucrtouHnka u3 noacetu 172.16.14.0/24. Cko-
MpoBaTh 3T nakeTsl Ha MHTepdeiicel EG1 u EG2. ITpu konupoBanuu Ha EG1
npousBectu 3ameHy MAC- u IP-azipecoB cornacHo 3-i 3anmcy KOoHGuUrypaum-
OoHHOTO (haitna, mpu konupoBaHuy Ha EG2 3amMeHy He TPOU3BOAUTh. 3HAUEHUE
UDP-nopta nosyuaress 17t 06oux uHtepdeiicoB u3meHnTb Ha 5 000.

filter 1 from exl to eg* ipsrc 172.16.14.0/24 rrule 3:0 rportdst 5000
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13.4. Hacrpoiika yaaneHusa VLAN-Teros u MPLS-MeTOK

tag_rm

KomaHpa cryskut it Hactpoliku yaaneHus VLAN-Teros u MPLS-MeTOK 13 makeToB,
nepegaBaeMbix Ha EG-uHTepdeiichl.

Ipumeuanue. BepkyT-MX nopzepskyuBaeT 06paboTKy I1akeTOB, cogepkaiimx 10 Tpéx VLAN-
TeroB 1 MPLS-meToKk. Teru 1 MeTKM MOKHO yIa/sITh OGHOBPEMEHHO.

CUHTaKCMC KOMaHAbl

tag_rm <exl|ex2|ex*> <egl|eg2|eg*> [mpls [tags nums]|all|none]]

[vlan [tags nums|all|none]]

MapameTpbl

— 0e3 rmapaMeTpOB — BBIBECTU TEKYIIEE COCTOSTHME HACTPOEK yAaJeHUS] METOK B
CTenyionieM BUIe:

EX1 EX2
EG1 EG2 EG1 EG2
VLAN 2.
MPLS 123

— exl|ex2|ex* — BbIGPATh BXOMHOI MHTepdelic, IJIT KOTOPOro 6yIeT Mpou3Be-
neHa Hacrpoiika ynaneHusi VLAN-Teros u MPLS-meToOK;

— eglleg2|eg* — BbIGpATh BBIXOAHOI MHTepdeiic, Ha KOTOPBI GYIYT OTIIpaB-
JIATHCA NaKeTsl nocie ynaneHus VLAN-teros u MPLS-MmeTOK.

Onuun

— mpls [tags nums|all|none] — 3amaTh NOpsiAKOBbIe HOMepa MPLS-meTOK, KO-
TOpBIe TPeOyeTCs YIanUThb: IePBOM CUMTAETCS METKA, PACIIONIOKEeHHAs! OIIvKe
Bcero K nomwo «<MAC-anpec» B nakere. [Ipu Bei6ope «all» 6ynyT ynaneHsl Bce
MeTKy. ONIysi «<none» OTK/II0YaeT yaaneHue MeTOK.

— vlan [tags nums]|all|none] — 3amaThb nopsiaKoBblie HoMepa VLAN-Teros, Ko-
TOpBIe TpeOyeTCs YIaauTbh: MEPBBIM CYMTAETCS TET, PACIIONIOKEHHBIN OJIVIKe
Bcero K nomio «MAC-anpec» B makete. [Ipu BbiGope «all» 6ymyT ymaneHsl Bce
Teru. Onuus «<none» OTKIYaeT yaajaeHue Teros.

MNpuMepbl UCMONb30BAHUSA

1. ;i makeTOB, MpUXOASIIX Ha MHTepdeiic EX1 u nepeHanpasiseMbix Ha EG1,
BBITNIOJIHUTD yaseHue rnepsoro 1 BToporo VLAN-Tera:
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tag_rm ex1 egl vlan 1 2

2. [nsi makeToB, npuxofsimyx Ha uHTepdeiicsl EX1 u EX2 1 mepeHanpasisieMbIX
Ha EG2, BeimonauTs ynanenue scex MPLS-meToK:

tag_rm ex* eg2 mpls all

3. [Iyig makeToOB, IpUXoasinux Ha uHTepdeiic EX1 1 nepeHamnpasiseMbix Ha EG2,
BBINOMHUTS yaaneHue 2-11t MPLS-meTku. [Tocie 3TOro OoTMeHUTSh yaajeHue 2-i
MEeTKM U 3a7aThb yoajieHue 3-ii MeTKu:

tag_rm exl eg2 mpls 2
tag_rm exl eg2 none

tag_rm ex1l eg2 mpls 3

55



BepkyT-MX. PykoBoACTBO MO 3KCMAyaTaLuum

13.5. HacTtpoiika Tabauubl 3aMeHbl Noael NakeToB

replace-table

HNHCcTpyMeHT replace-table MO3BOJISET BBIIIOJIHUTD HACTPOJKY mogMeHbsl MAC- u
IP-agpecos (cMm. pasgen 10).

CuHTaKCcuc

replace-rable [-h, --help] [-D, --dry-run] [-v, --verbose]

[-s, --show] [-a < addr >, --netaddr < addr >] [-i < addr >,
--ip < addr >] [-n < 1-15 >, --number < 1-15 >] [-m < addr > ,
--mac < addr >] [-V, --version] [-e < 1 | 2 | all >,

-—ex < 1] 2| all >] [-d < a-d >, --device < a-d >] [-f FILE,
- -file FILE]

Onuun

6e3 napaMeTpos — IIPMMEHUTb HACTPOWKM KOHGUIrypalMoHHOro (aitna
(cm. paspen 10.3), nis unrepdeiicos EX1 u EX2 mogynss MX-A (110 yMOTYaHUIO).

Ipumeuanue. KonpurypaimoHHblii Haii 1o yMomyaHMIO XPaHUTCS B TaMS TV OCHOBHOVA I1/1aT-
dopmbl /etc/mx/replace-table. ini unm, B cydae eHTPaIM30BAHHOTO YITPABIEHNS HECKOJIb-

xumu bepkyT-MX, Ha cepBepe — /etc/metrotek/mx/replace-table.ini.

-h — BbIBecTH MHMOPMALIMIO 06 MHCTPYMEHTe replace-table;

-D — BBINIOJIHUTDb KOMaH[y B TECTOBOM peXMMe;

-V — BBINIOJIHUTb KOMaHJy C BbIBOJIOM JOIIOMTHUTENIbHOM 0T/Iaf0uHO MHGOpMaLyn;
-s — BBIBECTM B TEKCTOBOM BUZe BCe HACTPOIKY, 3aJaHHbIe B KOHOUTYPAIITMOHHOM
(aiine;

-a < addr > — BBINOJTHUTb KOMaHAY [l YKa3aHHOTOo [P-ampeca wiy OMEHHOrO
MMeHM Tpubopa (MCIONb3YeTCs IPY IeHTPaIM30BaHHOM YIIPaBIe€HUM HECKOTbKU-
mu BepkyT-MX);

Ipumeuanue. Ecnu [P-afpec He yKasaH, TO GyIeT MCII0b30BaH aJipec, MPONMCaHHbI B daiiie
/etc/metrotek/mx/mxip B ciryyae LeHTPaaM30BaHHOIO YIIpaBieHus u /etc/mx/mxip B

Cyyae HEMOCPeNCTBEHHOTO YITIPaBIeHys IPUGOPOM.

-i < addr >—IPv4-agpec, Ha KOTODBIVi CiieqyeT 3aMeHUTh IPv4-anpec nomyvarens;
-n < 1-15 > — HOMeD 3amucK B KOHDUTYpaLMOHHOM (aiine;
-m < addr >— MAC-agpec, Ha KOTOpBII cienyeT 3aMmeHUTb MAC-agpec moyJyaTens;
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-V — BBIBECTU HOMED BepCcuy MHCTPYMeHTa replace-table;

-e < 1] 2 | all >— BbIOpaTh HOMeD uHTepdeiica EX, 1/ KOTOPOTrO BBITIOMHSI-
eTcs KoHpurypatus (rmo ymonuanuio — «all»): EX1 (1), EX2 (2), EX1 u EX2 (all);

-d < a-d > — BbIGpPATh MOMY/Ib, IS KOTOPOTO BBIMOMHSETCS KOHMUrypauus (1o
yMoOMYaHMI0 — «a»): MX-A (a), MX-B (b), MX-C (c), MX-D (d);

-f FILE — yKasaTb ITyTh K KOHGUTYpAILMOHHOMY (aiiry (MCIIOIb3yeTCsl, KOTma UMSI

(aitna OTIMYHO OT MMEHM TT0 YMOTYAHUIO).

MpuMepbl UCnoNb30BaHUS

1. IIpuMeHUTH HACTPOVKY KOHDUTYpauoHHOrO daitia, MCIoNb3yeMOro M0 yMOJI-
yaHuio, 1yis uHrepdeiica EX1 mogyns MX-A:

replace-table -e 1

2. TIpMMeHUTH HACTPOIKYM KOHGUTYpaLMOHHOTO daitia, OTIMYHOrOo OT (aiiia 1no
YMOTYaHMIO, 151 060uX MHTepdeiicoB momyas MX-B:

replace-table -d b -f <nyTb_k_dpanny>

3. VI3MeHUTb 4-10 3aM1Ch KOHPUTYPALIMOHHOTO Qaiiia, 106aBUB B HEE HOBbIE 3HA-
yeHus MAC- u [P-agpeca nomyuartens:

replace-table -n 4 -ip 1.2.3.4 -mac FF:FF:FF:00:00:00
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13.6. HacTtpoiika saHTponomMmeTpa

entropy

Komanpa cry>kut gjist HaCTpOiKM IapaMeTpoB pacuéta sHTponuu. [1o ymomyaHuio
SHTPOMMS PaCCUUTHIBAETCS AJ1s1 BCeli AJIMHBI ITaKkeTa.

CUHTaKCUC KOMaHAbI

entropy <exl|ex2]|-> [offset <0-65535> | layer <2|3|4>]

MapameTpbl

— 0e3 ImapaMeTpoOB — BbIBECTU TeKylllee COCTOsIHME HAaCTPOEK BbIUMC/IEHUS SH-
TPOIINUN;

— exl1|ex2|- — BbIGpaTh BXOMHOI MHTepdeiic, Is1 KOTOPOTro GymeT mpousBee-
Ha HacTpoiika. Eciv MHTepdeiic He yRa3aH, HACTPOIKY IIPUMEHSIIOTCSI K 000MM
uHTepdeiicam.

Onuun

— offset <@-65535>— 3a1aTh HAYaJbHOE CMelleH)e. DHTPOIMS CYUUTAETCS Ha-
YMHAas OT yKa3aHHOTo 6aiiTa 10 KOHI[a [aKeTa.

— layer <2|3|4>— 3a7aTb YpOBeHb I10JIe3HOI Harpy3ku (cMm. puc. 11.1). DHTpo-
1S BBIYMC/ISIETCS HAUMHAS C TTIepBOro 6aiiTa JaHHbIX BHIOPaHHOTO YPOBHS U 10
KOHIIA MaKeTa.

MpumMepbl Ucnonb3oBaHUs

1. OnpenenuTsb BeIMUMHY SHTPOIIUU [1JIsI TAKETOB, IPUXOISIINX HA MHTepdeiich
EX1 u EX2. BeruncieHust HauaTh co 124-ro 6aiira:

entropy offset 124

2. OrpenenuTs BeIVMUMHY SHTPOIINY [IJIS TAKETOB, MPUXOAIMX Ha uHTepdeiic EX1.
BrlunciieHys BBITIOJIHUTD [IJIS II0JIe3HO Harpy3Kku 4-ro ypoBHs (CM. puc. 11.1):

entropy exl layer 4
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13.7. HacTpoiika yaaneHus 4acty nakera

slicing
KOMaHLLa CIIY>KUT OJ11 YCTAHOBKUM IMapaMeTpOB yAaJIEeHUS 4YaCTU IMaKkeTa. HaCTpOﬁKM

MIpUMeHSTIoTCs 1151 uHTepdeiicoB EX1 1 EX2, Mo yMo/TYaHMIO HauabHOE CMellleHue
U IJIMHA 3ar0/I0BKa paBHBI HYJIO.

CHMHTaKCUC KOMaHAbI

slicing [offset <0-255>7 [fixedlen <0-65535>]

MapameTpbl

— 0Oes ImapaMeTpOB — BbIBECTU TeKYylllee COCTOSITHME HAaCTPOeK.

Oonuuun

— offset <0-255> — 3a7aTb HadyaJbHOe cMellleHMe. Eciii He 3a1aHO 3HaUYeHMe
fixedlen, Bce TaHHbIe, HAUMHAS C YKa3aHHOTO OajiTa 1 0 KOHIIA [akeTa, 6y-
OyT yOaJIeHbl.

— fixedlen <@-65535>— 3a/1aTh KOJINYECTBO 6aiiTOB, KOTOpOe TPeGyeTcs OcTa-
BUTH B MakeTe. VI3 makeTa OyayT yaaseHbl BCe JaHHbIE, KPOME YKa3aHHOIO KO-
JuvecTBa 6aiiT ¢ yUETOM BeTMYMHBI HAUATbHOTO CMeIeHNs.

Mpumepbl UCNONb30BaHUSA

1. B maketax, mpuxogsamux Ha uHTepdeiic EX1, BBIMOMIHUTD yaaeHue BceX JaH-
HBIX, KpoMe 42-X 6aiiTOB 3aro/ioBKa, HauMHasi ¢ 5-ro Gaiira:

slicing 5 42
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13.8. HacTpoiika BCTaBKM BpEMEHHON METKMU

timestamping

Komanpa CITY>KUT OJ11 BKJ/IIOUEHMSI/BbIK/IIOUEHMS BCTABKU BPEMGHHOﬁ METKU B ITaKeT.

CHMHTaKCUC KOMaHAbl

timestamping <on|off>

MapameTpbl

— 6e3 ImapaMeTpOB — BbIBECTU TeKyIlee COCTOSAHME HACTPOEK;
— On — pa3pemnTb BCTABKY BpeMEHHOﬁ MEeTKM OJIs1 BCeX ClJI/IJ'[prOB;

— off — 3anpeTuTh BCTAaBKy BpeMEeHHOJ MEeTKN.

13.9. HacTtpoiika cTaTUCTUKHU
stat

KomaHia BbITIONHSIET BBIBOJ, CTATUCTUKM T10 mopraM u 110 (b]/[]'[praM.

CHMHTaKCUC KOMaHAbl

stat <start|stop|clear>

MapameTpbl

— 6e3 napameTpos — BBIBECTM CTATUCTUKY II0 TIOPTAM U TTO0 GUIBTPaAM;
— start — 3aIyCTUTb IIPOLECC CYNTHIBAHMS CTATUCTUKMA;

— stop — OCTaHOBUTH MPOLECC CUYMThIBAHUS CTATUCTUKN;

clear — C6pOCI/ITb CYETUMKM CTATUCTUKU.

MpuMepbl UCNoNb30BaHUSA
1. HauaTh CUMTHIBAHME CTATUCTVUKH I10 IOPTaM U 110 GUIbTPaM:
stat start
2. BbIMOTHUTD C6POC CUETUMKOB CTATUCTUKIA:

stat clear
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14. O6HoBNEHME NporpaMMHOro o6ecneyeHus

st mpu6opa BepkyT-MX mpeqycMOTpeHbl IIPOLeypbl OOHOBJIEHMS ITPOrPAMMHOIO
obecrieuenns (ITI0) ocHOBHOI 1aTGopMbl U Moaysieii uepes uHrepoeiic USB. O6-
HoByIEHHOE [10 MOKeT BK/IIOYATh KaK MCIIPaBJIeHye OMMOO0K, TaK ¥ HOBbIE (DYHKIIM-
OHaJIbHbIE BO3MOKHOCTM.

CoxpaHEHHbIe Ha IIpMOOpe JaHHbIe Y HACTPOMKM B Ipoliecce OOHOBJICHMST He 3aTpa-
TMBAIOTCSL.

14.1. MNoaroroBKa K 0OHOBNEHUIO

[Tepen o6HOBIeHNEeM 10 0CHOBHOI IIaTGOPMbI HEOOXOIMMO 3arpy3uTb 06pas daii-
J0BO¥i cucTeMbl B popmare ubifs c caiita http://metrotek.spb.ru. Ilepen 06HOBIeHN-
em I10 mopyneit — daiinbl mporpammbl MCU (paciuupenne .bin) u mukpokona FPGA
(pacumpenme .rbf).

14.2. AnropuTM O6HOBNIEHMSA OCHOBHOM NaTPopMbl

1. TMopxkmrounThb MOpT CONSOLE mpubopa bepkyr-MX K USB-ITOpTYy KOMITbIOTEpA.
2. 3amycTuTh IporpamMMy minicom: minicom -D /dev/ttyUSBO -b 115200

3. Ilowrte HaxkaTMs HA KHOIIKY «Enter» minicom IombITaeTCsl YyCTAHOBUTD COEIM-
HeHMe ¢ nmpu6opomM. He moxkumasich BbIBOJA MPUIIALIIEHNS 1JIst BBOIA MMEHU
10JIb30BaTesIsl U Mapossi, BOMTU B KOMaHIHYIO0 CTPOKY HayaJabHOTO 3arpy3un-
Ka. [IJis1 3TOro, KOorga B OKHE TePMUHAIbHO POTPaMMbI TTOSIBUTCSI CTPOKa Hit
any key to stop autoboot, HaXkaTh Ha JIF06YI0 KiIaBUITY Ha KiaBuartype I1K.

4. B OKHO TepMMHAIbHO POTPAaMMbI GyZIeT BbIBefieHa CTyske6Hast MHGOopMaIust
HayaJbHOTO 3arpy3uMKa ¥ MpUIalieHie KOMaHIHO CTPOKM.

5. BBecTyu KOMaHy:
loady 0x81008000

Ipumeuanue. Tlocie BBOJA KaKA0I KOMaH/Ibl HEO6XOAMMO HaXMMAaTh KiaBuiny Enter
Ha knaBuatype IIK. BBoOuUTb cienyionyo KOMaHIy MOKHO TOIbKO IIOC/IEe TOro, Kak 3a-
KOHYMWIOCH BBITIOJIHEHME TIPEIbIAYINei M B KOMaHAHOI CTPOKe 0To6pasuics cumson $.

B pe3ynbTaTe BBITIOTHEHWS JAHHOI KOMAaHZBI 3arpy3unK OyAeT OKUaaTh Iie-
penaunu daiina.
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6. OrmpaBuTh o mpoTokoay YModem o6pas3 ¢aiinoBoii cucteMbl B hopmare ubifs.
[epenaua daiiia 3aHMMaeT OKOJIO 5 MUHYT.

7. CrepeTb comepskuMoe pasmena rootfs-ubi-1:
nand erase clean rootfs-ubi-1
8. BoibpaTsb paspen rootfs-ubi-1:
ubi part rootfs-ubi-1
9. Cospmarb B pasneie rootfs-ubi-1 Tom rootfs:
ubi createvol rootfs
10. 3ammcatp ¢aitioBylo cucTeMy U3 IaMsITH B ubi pasgen:
ubi write 0x81008000 rootfs $filesize
11. Insa nepesarpy3ku mpubopa BBeCTY KOMaHJy reset.

TTocJie yCIIeIHOTO BITTOHE NS BCEX BhIIIeTNepeurciieHHbIX IeCTBI Tpu6Oop rOTOB
K pabore.

14.3. AnropuTm 06HOBNEHUS MoAaynen

1. TMopxmwounThbes K pubopy BepkyT-MX mo unTepdeiicy USB (cMm. pasnen 8.2)
wm Ethernet (cMm. pasgen 8.3).

2. Ins o6HOBeHus mporpaMmMbl MCU BBeCTM KOMaHAY:
mx-util -d <uma_mopyna> -m <nyTb_k_danny_nporpammel_MCU>

3. Jlns o6HOBIeHMs iporpamMmbl FPGA BBeCTV KOMaH/Yy:
mx-util -d <umsa_mopyns> -f <nyTb_k_danny_mukpokosa_FPGA>

4. Tlepe3arpy3uTb MOLY/Ib:
mx-util -d <umsa_mopyna> -r

ITocste yCITeITHOTO BBITTOJTHEHMSI BCEX BhIIIIEIePeUMCIeHHbIX JeJCTBIIA IIPUOOD rOTOB
K pabore.

14.3.1. Npumep

Huske nipuBenéH npumep o6HoBaeHMs mporpammbl MCU u FPGA mopyist «D».

1. O6HoBeHMe mporpaMmmbl MCU:

root@mx@2:"# mx-util -d d -m MX_0.0.2-68.bin
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14. O6HoBNeHWe nporpaMMHoro obecneyeHus

BrIBOZ, KOTOPBIN O3HAYAET yCIEUIHOE BbITIOJTHEHME KOMAaH/IbI:

Reflashing MCU f/w in device ’'d’...

Switching device ’d’ to dfu mode... done

Waiting while MCU appears as DFU... done

Please wait while searching for available DFU devices...
Found DFU: [0x0483:0xdf11] devnum=14, cfg=0, intf=0, alt=0,
name="@Internal Flash /0x08000000/128*%002Kg"

Found DFU: [0x0483:0xdf11] devnum=14, cfg=0, intf=0, alt=1,
name="@0Option Bytes /Ox1FFFF800/01%016 g"

Opening USB Device 0x0000:0x0000. . .

Found Runtime: [0x0483:0xdf11] devnum=14, cfg=0, intf=0, alt=0,
name="@Internal Flash /0x08000@@0/128*002Kg”

Claiming USB DFU Runtime Interface..

Setting Alternate Setting .

Determining device status: state = dfuERROR, status = 10
dfuERROR, clearing status

Determining device status: state = dfulDLE, status = @
dfuIDLE, continuing

Transfer Size = 0x0800

Offset = 0x08000000

bytes_per_hash=3572

Starting download: [ ] finished!
Done!

O6HoBeHMe mporpaMmbl FPGA:
root@mx@2: " # mx-util -d d -f tap2-fpga_0.0.5-4.rbf

BI)IBO,I[, KOTOprf/I O3HayadeT yCIIeTHOe BbIIIOJIHEHME KOMaH/bI:

Switching device ’d’ to dfu mode... done

Waiting while MCU appears as DFU... done

Uploading flash downloader. ..

Please wait while searching for available DFU devices...
Found DFU: [0x0483:0xdf11] devnum=16, cfg=0, intf=0, alt=0,
name="@Internal Flash /0x08000000/128*%002Kg"

Found DFU: [0x0483:0xdf11] devnum=16, cfg=0, intf=0, alt=1,
name="@0Option Bytes /Ox1FFFF800/01*016 g"

Opening USB Device 0x0000:0x0000. ..

Found Runtime: [0x0483:0xdf11] devnum=16, cfg=0, intf=0, alt=0,
name="@Internal Flash /0x®8000000/128*002Kg”

Claiming USB DFU Runtime Interface..

Setting Alternate Setting .

Determining device status: state = dfuERROR, status = 10
dfuERROR, clearing status

Determining device status: state = dfuIDLE, status = 0
dfuIDLE, continuing

Transfer Size = 0x0800

Offset = 0x20001000

bytes_per_hash=500

Starting download: [ ] finished!
Done!

Waiting while MCU appears as DFU... done

Uploading FPGA firmware...

Please wait while searching for available DFU devices...
Found DFU: [0x0483:0xdf11] devnum=21, cfg=0, intf=0, alt=0,
name="@SPI Flash : AT25DF641 /0x00000000/128%64Kg"

Opening USB Device 0x0000:0x0000. ..

Found Runtime: [0x0483:0xdf11] devnum=21, cfg=0, intf=0, alt=0,
name="@SPI Flash : AT25DF641 /0x00000000/128*64Kg”

Claiming USB DFU Runtime Interface..

Setting Alternate Setting ...

Determining device status: state = dfuDNBUSY, status = @
Determining device status: state = dfuDNLOAD-IDLE, status = @
aborting previous incomplete transfer

Determining device status: state = dfuIDLE, status = 0
dfuIDLE, continuing
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Mogynb «D» npu6opa BepryT-MX ycrenrHo 06HOBJIEH.
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Transfer Size = 0x0800
Offset = 0x00000000
bytes_per_hash=47777
Starting download: [

Done!

. Tlepe3arpyska Mmomyis:

root@mx@2:"# mx-util -d d -r

Resetting device ’'d’... done

] finished!



15. CnpaBoyHble Tabnuubl

15.1. NMone DSCP

DS5 DS4 DS3 DS2 DS1 DSO0 ECN | ECN

DSCP — 6 6ur (DS5 - DS0)
ECN — 2 6ura

Puc. 15.1. ITone DSCP

[Tonme DSCP cocTouT 13 8 6GUT U MO3BOJISIET 3a,aBaTh OOJIbIlIee YMCIIO KIacCcoB 00CTy-
>kuBaHMs Tpaduka, uem mosst Precedence u ToS. OmnmcaHme cTapiinx 6 6UT MpeacTaB-
JieHo B Ta6s. 15.1. Mitagiime 2 6MTa UCITOMb3YIOTCS TTpoToKkoom TCP 1jist mepemaun
uHGOpPMaIIUK O TIeperpysKax 1 omyucaHsl B Tadm. 15.2.

Ta6nuuya 15.1. Knacc obcnymusarus mpaguka u 3nauexue nonst DSCP

Knacc tpaduka 3nauvenue mosnst DSCP  TecssTuuHast hbopma MeCTHagg;;szqHaﬂ

Default 000000 0 0
AF11 001010 10 A
AF12 001 100 12 C
AF13 001110 14 E
AF21 010010 18 12
AF22 010100 20 14
AF23 010110 22 16
AF31 011010 26 1A
AF32 011100 28 1C
AF33 011110 30 1E
AF41 100010 34 22
AF42 100100 36 24

65



BepkyT-MX. PykoBoACTBO Mo 3KCnayaTauum

Tab6nuya 15.1. Knacc o6cnymcusanus mpaguka u 3nauerue nonst DSCP (npodosixeHue)

AF43 100110 38 26

EF 101110 46 2E

Kaskmomy knaccy obcmyskuBaHus TpaduKa CTaBUTCSI B COOTBETCTBME OTIpee/IEHHOe
3HaueHue nojst DSCP. B Ta6nuiie mpuBeeHbl peKOMeHAyeMble 3HaUeHMS B COOTBET-
crBuM ¢ metoaukamu RFC 2597 [1] 1 RFC 2598 [2].

Default — «HerapaHTupoBaHHas repegava». TpaduKy JaHHOTO Kiacca 006CTyKMBa-
HUSI BBIIENSIOTCS CETEBbIE PECypChI, OCTaBIIMeCcs] CBOGOIHBIMM MPU Mepeade Tpa-
duxka gpyrux xmaccos.

AF (Assured Forwarding) — «rapaHTMpOBaHHasl repegavar. Mcronb3yercs AJis 10-
craBku Tpaduka 6onpiHCcTBa TCP-TIpMIOSKeHN T ¢ TPUMMEHeHMeM YeThIPEX He3a-
BucuMbIX AF-KiaccoB. BHyTpu Kaxxporo kiacca IP-raketam MokeT GbITh Ha3Hade-
Ha OJlHa M3 TPEX OUCLUIUIMH OTOpachIBaHMS MakeTa NaHHbBIX (cM. MeTOLMKYy RFC
2597 [1)).

EF (Expedited Forwarding) — «HeMez jieHHas epenavar. [IpumeHsieTcst st 06Cy-
SKUBaHMS TpadyKa, IyBCTBUTEIBHOTO K 33/IepsKKaM ¥ TPe6yoInero MMHIMAIbHOTO
JKUTTepa, Takoro, Kak Buieo win peus (Voice over IP — VoIP).

Tab6nuya 15.2. 3nauerue nonss ECN

IlecsaTMuHast/IeCTHAALIATepUYHAST

3HaueHue bopma OnucaHne
00 0/0 Not-ECT (Not-ECN-Capable Transport) — MoToK,
He niopaepxuBawouuii ECN.
01 11 ECT (1) (ECN-Capable Transport) — MoToK,
noppepskuBatomuit ECN.

ECT (0) (ECN-Capable Transport) — MoToK,

10 2/2 nopagepsxkusatomyii ECN. TpakTyeTcs
MapuipyTmusaTopamu Tak xe, Kak u ECT (1).

1 3/3 CE (Congestion Experienced) — noaTBep>kaeHHas

neperpyska.

ECN (Explicit Congestion Notification) — «sIBHOe yBeloOMJIeHMEe O TleperpyskeHHO-
CTu». YCTaHOBKA GUT TAHHOTO MOJS JAeT BO3MOXHOCTh MapIIpyTH3aTOPaM y3HATh
0 BO3HMKHOBEHMM IIEPETPY>)KEHHOCTH Ha ITyTH C/IeJOBaHMS JaHHBIX K 3aJJaHHOMY y3-
Jy cetu 6e3 oropaceiBaHus maketa. [Tome ECN ommcano B meToauke RFC 3168 [3].
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16. Cneumdpukauuu

16.1. UHTepdencobl

EX Ontuueckue 10G nHTEpPEIICH.
TopgnepskuBaembie cranmapTbl SFP+ momyneit: 10GBASE-SR, 10GBASE-LR,
10GBASE-ER, 10GBASE-SW, 10GBASE-LW, 10GBASE-EW
EG Mennbrit 1G unTepdeiic: 10/100/1000 M6mT/C, MOMHBINA AyTIIEKC.
CONSOLE USB-unHTepdeiic ojiss HACTPOVIKYM U YIIpaBIeHUS.

16.2. TectupoBaHue

O6paboTtka
Tpaduxa

MMapametpsr uibrpanyu: MPLS, VLAN, IP-anpec ncToyHMKa/momydare-
Jis + Macka, Homep UDP/TCP-nopTa oTtnipaBuTesns/monydatess, DSCP.
KonmmuectBo GuibTpoB (ripasumi): o 10 Ha Kaskabiit uHTepdeiic EX.
[epeHamnpagieHue TIOTOKA NaHHBIX HA uHTepdeiicsl EG, ynaneHue noro-
Ka.

IMopmepskmBaembie pa3Mepbl KagpoB: 64 — 1518 6aifr.

C60p CTaTUCTUKU

TMopcyéT KoMMUECTBA MAKEeTOB U GaiiT JaHHbBIX, TOCTYMMBIINX Ha UHTEP-
deiicer EX, EG.

IMoncuéT KomMuecTBa MakeToB M OaiiT NaHHBIX, COBIABLIMX IO MPaBUITY
¢bunbTpaumn (OTAENBHO 10 Kaskaomy 13 10 mpasw).

IMoncuéT KonMMuecTBa MakeTOB M GaiiT JaHHBIX, KOTOpbIE B pe3y/abTaTe
¢bunbTpauMm DOMKHEL 6BITH epeHanpaseHs! Ha nopT EG, HO He moMe-
ctuiuch B 1G monocy.
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16.3. O6wme xapakTtepmucTuku bepkyt-MX

®dusmyeckue nmapaMeTpbl

106x33,6x 169 Mmm

TabapurHble pasmepsr! (IIxBxT) 19" % 1U x 348 Mm

MeTpO]IOI‘I/I‘{eCKI/Ie XapaKTePUCTUKN

KoHTposibHas 4acToTa, KpaTHas TaKTOBOW 4YacTOTe 62.5
dhopmupyemoro curaasa noToka JaHHbIX, MI' ’

Hpe,uenbl ,Z[OHyCKaeMOf/I OTHOCUTETbHO TIOrpeIrHOCTI

" 4100 x 106
KOHTPOJIbHON YaCTOTbI

10GBASE- SR/SW, 850 um: -7,3...-1,0
Mo1HOCTb Ha BbIXOZie onTUUecKux nutepdeiicos, 1bm | I0GBASE-LR/LW, 1310 um: -8,2...-0,5
10GBASE-ER/EW, 1550 uMm: +4,0...-4,7

Ycnosus SKCITyaTauumn

IInana3oH pabouux TemMIepaTyp 0-35°C

II1ana3oH TeMIepaTyp TPaHCIIOPTUPOBKY U xpaHeHus | -10...+45 °C

OTHOCKUTe/bHAS BIQKHOCTb BO3LyXa 80 % mpu Temmneparype 25 °C

3HeKTpOl’[I/ITaHI/Ie

2 90-264B, 50T,

BHelHMit 6JIOK MUTAHUS 19B, 2.1 A wn 15B, 2.67 A

BHyTpeHHM#1 610K MUTaHMs? 85-264B, 50Tt
15-30 Bt
3
ToTpe6rsiemast MOLIHOCTD 110 120 BT

[a6apuTHble pa3mepbl yKasaHbl 4711 Pa3aIMUHbIX annapaTHbIX MOAMMUKALIMIA YCTPOMCTBA.

Hanuune BHewHero 1 BHyTpeHHero 610K0B NUTaHUS 3aBUCUT OT annapaTHoi MoaudUKaLMK YCTPOIACTBa.
MoTpebnsiemMasl MOLWHOCTb 3aBUCUT OT annapaTHOi MOAMGBUKALIMM YCTPOICTBA, TMA UCMONb3YEMbIX OMTUYECKUX
MOAynei u pexxuma paboTbl.
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17. hoccapui

IMopT

®dusnyeckuit uHTEpGEIic C TECTUPYEMOIi Cpeoii.

10BASE-T

CraHzapT repenaun JaHHBIX CO CKOpocTbio 10 M6uT/C 1Mo ceTn
Ethernet ¢ ucrnonb3oBaHMeM Kabesist TUIIA «BUTAS ITapar.

100BASE-T (100BASE-TX)

CraHmapT mepegauy JaHHBIX CO CKOPOCcThio 100 M6uT/C Mo cetn
Ethernet c ucronb3oBaHueM Kabesst TUITA «BUTAST TIApa».

1000Base-T

CraHzaprT repemaum JaHHbBIX CO cKopocTbio 1000 M6uT/c (1 I'6um-
T/c) o cetu Ethernet c ucnonb3oBaHMeM Kabesis TUIA «BUTAsI
rnapa.

10GBASE-T

Craujapr mnepefauu JaHHBIX CO CKOpOcThio 10 Téut/c mo cetn
Gigabit Ethernet ¢ ucronb30BaHMeM KabeJs TUIIA <BUTASI ITapar.

AF

Assured Forwarding (rapaHTupoBaHHas nepeznava). Vcronb3sy-
eTcst jist JocTaBKu Tpaduka 6GosbinnHcTBa TCP-miputoskeHmit
C IpUMeHeHMeM YeThIPEX He3aBUCUMbIX AF-KiaaccoB. BHyTpu
Kaxkgoro kinacca IP-nmakeTy MoKeT ObITh Ha3HAU€H OJVMH U3 TPEX
IIPMOPUTETOB OTGPAChIBAHMS IIAKeTa JAHHBIX (CM. METOAMKY
RFC 2597 [1)).

DSCP

Differentiated Services Code Point. ITose B 3aroyoBke IP-makera,
cocrosiee u3 8 6uT. [To3BosseT KraccuduIMpoBaTh 60IbIIIE BA-
IoB Tpadmka, yem noss Precedence u ToS.

DUT

Device Under Test. TecTupyemMoe yCTpOICTBO.

ECN

Explicit Congestion Notification (sBHOe yBemoMieHMe O mepe-
IPY’KEHHOCTM). YCTAHOBKa OUT [JAaHHOTO MOJST JAaeT BO3MOX-
HOCTb MapUIPyTM3aTOPaM Yy3HATh O BO3HMKHOBEHUM II€perpy-
SKEHHOCTY Ha IyTH CJIeOBaHMsI JaHHBIX K 3aJaHHOMY Y3JIy ce-
T™n 6e3 oropacbiBanus nakera. [Tose ECN omicaHo B METOAMKE
RFC 3168 [3].

EF

Expedited Forwarding (HemenjieHHas nepenayva). [IpuMeHsieTcst
IU1s1 06CTyKMBaHys TpadyKa, YyBCTBUTENBHOIO K 33iepKKaM 1
TpeGyIoLIero MMHMMAIBHOTO [DKUTTEPA, TAKOTO, KaK BULEO WU
peusb (Voice over IP — VoIP).

Ethernet

TexHOMOrMS MOCTPOEHMS JIOKa/IbHBIX ceTeli. OnuchIBaeTCs CTaH-
napramu IEEE rpymnmnsr 802.3.

IEEE 802.1Q

CraHgapT, KOTOPbIi OTpeieNseT M3MEeHEHMS B CTPYKTYpe Kajpa
Ethernet, mosBosnsiorine nepenasath nHbopmaimio o VLAN mo
ceTu.
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MPLS

Multi-Protocol Label Switching (My1bTUIIPOTOKOIBHASI KOMMY-
Tauusl 1Mo Metkam). TexHormorust mepecbuiku IP-meitrarpamm,
KOTOPAst YICIIONb3YeTCsI B BBICOKOCKOPOCTHBIX KOMMYTMPYIOIIVX
YCTPOMCTBAxX.

NUT

Network Under Test. Tectupyemasi ceTb.

VLAN

Virtual Local Area Network (BupTyanbHas JIOKajabHasi CeTb).
IpencrapisieT €060 TPYIIY CETEBBIX YCTPOMCTB, KOTOpBIE
GYHKUMOHMPYIOT TaK, KaK GYLTO OHY MOAKIIOYEHBI K OZHOMY
CerMeHTY CeTH.

VLAN ID

VLAN Identifier (VID). 12-6utHblit ugentudmrarop VLAN, ko-
TOpbIit onpefenéH B crangapte 802.1Q [4]. OnHO3HAYHO OIpe-
nensietr VLAN, KOTOPOJ MPUHAAJIEKUAT Kaap.

VLAN Priority

Tpu 6uTa, KOTOpBIE comepKaT MHMOPMAIIUIO O TIPUOPUTETE Kaf-
pa. Bo3MOXHO BOCEMb 3HaU€HM TPUOPUTETA.
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